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-preparation of a coniprehensive Mistory of. the Signal Sec- 
-urlty Agency, it was: Intendcd to include therein an account 
‘of the historical .backsround. of the Agency beginning with 
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HISTORICAL norz hm et 


\hen, ie Octéber ‘1904, plans ‘were first made for ‘the 


the carliest-record of the vse of cryptogrerhy by.the United 


States Army. .As the material was gathercd together, hewever, 


it’ became increasingly .clear that to do this would result . 
in expanding the Duke of the Histery to such proportions 


‘As.to aleesurarce many readers. Per this reason, the his- 


torical backrreund -he beon preparcd- as a seperate work in. 


three voluries, 43, follows ae oe? 
Volurie One: Codes sei Ciphers prior to a 
World Var I a77G-- 1917- + 


Volume. Three: The Peace ; Agig + 1939 ; afi 


. os 


Voluncs One 2nd Tvo of this serics are provided Wi tth * 


index: in Volouie Tiree, nowerver, cavers the text and foot- 
notcs of. the entire series of thro volumes. 

Tt was not planned tn the keginning to .incluce any 
tab material in the liistorical Backagrcund of the Signal 
Security Apener. -After ‘the vorl: was finished, hovever, 

Fa number of Cocmients vere fouhd which seemed worthy of 
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dss: ‘tia voluiac Three. : . : Set 
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found the iroy ill-prepared both “eryptogrophically and cryptenelst tic~ > 


: HISTORICAL BACKGROUND CF THE SIGNAL SECURITY AGENCY 


| E - . - me ye 


- "1, VOLUME Two: WORLD war I 


CHAPTER I. THE FOUNDING OF THE CIFHER- BUREAU 


As. The Situation at Mobilizationt 9 | 


The entry of the United States into Torld Yar I on 6 April a 


sin to mzot the great dencnds “nich innedistely faced it. The a 


code in current | use (the Var Denartment Teles rauh Code 1915) wes 


1. 


As the narrative develops, reference will be frecuent to the : 
testimony of Herbert C. Yardley, th® chief of the Cipher Bureau +... 


. from 1917 to 1929. Specific docunents will be cited as occasion 
- ‘demands, but mention should be mice al-this time of a group of 
s his papers Guting from the period 1919-1920 recently-collected 


(1945) in a psker of the Historical Unit of the Sigal Security 
Agency: The: s.chieverents of the “Cicher. Bureau QI-3) in the 


First World “er (IR 5094), hereafter cited es Yardley, “Achieve= 
ments. - In ya Yardley publisied a series of censaticnal arti- 


- cles am an even more sensiticnal book, The American Black Chamber 
_ (Indianapolis, Borts Merrill, 1921), hereafter cited as Yardley, 


Black Chamd:r. The antcies., all of which appesred in The Saturday 


Evenings Fost, were: "Secret Inks," & april 1931 (3—,, 140-145): 
“Codes, "18 dpril 1932 (16-17, 141-142); and "Cichers," 9 May 1931 


-(35, 1LL-1L9) « Been Che: achiclles wil Ole Baeinneh be ceadi 9 with,’ 
‘extreme caution. They were ghest-.ritlen for : #1000, it is ‘allesed,. 
"by one Clem Koulul, an engincer in the employ of the american ,. 


Telegranh and Valoptade Cony: any (see note on the flyleaf of the © ; 
copy of the book owned by iir. William F. Friedman). See also. 
Valume IIT, Chapter IV. : _ 
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“bureau assigned to ae Emmet tons ‘of ‘cryptographic compilation or crypt- es 


, Staff f Corps, then in the yor Gos tege Pivistsn.! Yat plans were nei, ‘,. 


. prior ots mobilization are uninown: the measure s, adopted in the emer= : 


i aaa lad was fierce’ +2 rely for ceryptenalytic assistance at ieect 


I. + “The Founding of the Cipher Bursau Ss & 


— is i af elias ean 3 and there was no central 


- 


“analysis: of smerny coamunieations. is oo 2 haa 


The re sponsibility for forming. an. ‘erganicatton te rid the needa 


ss of the ° iar Department in matters pevtatnine to. the e@iavden of biteger 


copted eryntecraphic material fell hyo) Major Ralph KH. Van Deman, General ~~ 


pency suggest “enEY no plens- rat all were made, a ‘point on‘vhich there is +o 


pe 


fortunately & complete contrast betiveen aMe typ Vorld ‘arse The War ales 


oe a ‘tine, on the siciaiaial efforts of a group of _ Bee civilians. 


The fact that a ee war had already been raging in Furope for ne arly . 


three Fears, anparently had not much accelerated nilitery preparations? 


a + ‘ - . * < . 
2. The Assistant Secretary of State on 13 JWy 1917 transmitted to the * 
Chief, Militery Intellisence Section, General Steff, a paravhrzse 
. of a cablegram stating thet the "British Government considered the 

“Var Department's methods of coding cablegrams were unsefe end a 
-mm™muce to secrecy" (see Memorandum for the Chief of Staff from 

the Chief, hilitary Intelligence Sranch, dated 2 aes 1928, a COPY 
of which is now = in #328). — 


prach Code 1915 had Sah stolen in Mexico and that from Various 7 
.samrces it hed been reported thet a copy wes in the hands of the 
Cesnan Government, as also stated by Yardley, Elack Chamber,. 40¢ 


Ae’ ‘Teter Director of Militsiry Intellicence. Major General Van Deen .” 
4s still living in 1915. - e a 


070 06 


‘ = ____The Founding of the Cicher Bureau ” % 


3 Indood,’.the policies of the Administration prior ‘to 1917 had been based - 


“on BNESES neutral ity, & view which in tlose days cna pervaded the °- 


Tar Depertriont as ¥: alls as “Public epipinn ye ae 


Bis The Five rhank Leborat ories 


= 
“so + eee! 


ih offer wes ‘received from an enexpected sources At Geneva, 

“1 dMnofs, a suburb ‘of Chicago, there Tes in’ 1917 en institution low 
.ae Riverbank Leboraticries, of vhich the name is somewhat misleading. ; . 
The Litoratories had been founded not Jong before as a philanthropic . 
entarpris e bya man of means’ known .as Guiibrel s George “Fatyan? His 

pina was to esta ablish at Genera, j an orgs ganization apparently sdmettat 
ial in sccpe of purpose, though not in Sizes to the Institute for- 
penned study, more recently teonced by. the Bebe rger fandly at Prince. 
ten. The staff eanuiabed of scholars sith scientists, vhose sole duty 
neo to engace in research. in a respective, fields. Anong the fies 
Jects studied 4 Riverbank Laboratories vere genetics and cryptogrerhy+ 
The Temio# need concern us only because in the: Department ‘of Genetics 
"wh e s50ng sclertist, Kee VE 5n F. Friedman, Before 1917, he had 
taken-only a mild interest. in ér yptopra:hy but he was scon to transfer ; 
> hin ssty ae thet ‘field end to inek @ it his lite, aie” In the a all ; 
arent © Ciphers! at this tine vas fines Elisebeth Smith, later irs. 


Fricedan, who 3]s> has nediinnes in eryplanalytic work ever since that tix 


7. e 


. . 
S. Bs militsry ‘tille had been conferred on.Mr. si baal seme years 
proviously 4; the Governor of pemeky 


1. The Founding of the Cipher Bureau > kL 


‘of Chicago. Professor Manly, though not a member of tie staff of 


. In addition to these, two persons, menticn shculd be made of =e 


, -, Dr. Je A. salen formerly dirécter of the University of Chieses Press, , 


and of ore, John Matthew s Manly, at thet’ time end until ints death in| 


* 19L0 Professop of English and Heed of the Departnent’ at the University Ri, : 


Riverbank Laboratories, Vas" in close ecntant” with the vork there wi 


“wan le for many years as @ wien) authority on ) Sey cipherss. . 


The Sie riment of Ciphers had been orgeniz od as an attenpt to 


sanply s selentific procedures to the Shekesp eare-Bacon problen. It was “sp i 


_baltoved by Colonel caes that in * certain ~— es. the’ late sixteenth : 


t 


oe eetentiets rests were ebtained in this dimestien, but it was the 


and early: seventecth gentnnles there night be found a biliteral cipker 


which woulc afford proof thet Francis Bacon, Lord Verula an, was the 


- gubbor aE the Giaye- co: Rath attributed, Sp Willian Snakes catins No 


4 


fr: woh fortune of — Governaent the it tre staff at Riverbank tias then 


’ 


“on ed in cryptographic Processes end Ehee trained | in the rigid tech~ 


: nie; ues used in ‘scientific — 2. 


Tho isin : is nade by YardVey® that the sea arch for this ‘cipher had 


riven ir. Fabyan' s ‘Starr no real experience even in the ‘elements of 


cryplography ;" - a gucapnint, certainly eehust to the Riverbank experts. 
lt Istrue tint they could have had no experience at all in current “Siu, 
military traffic, since at that time, even within the Arn itself, . 


« Ss * 4 - 


&. Yardley, Jchicvements, a, i He makes no mention of Riverbank Pegl 
Ton eriean Black Charber. 


- 009 


a ssss—s_ 


t ° 


-copte.- Yot. the contributions which they soon Hide to the field of 


- _ Lhoorotical cryptanalysis suggest t 


‘ Di 
9 cane 
I. ‘__._ The Founding’ of the Ci-her Bureau * ad 


only.a few officers had had the opportunity of examining actual inte: | 
. ‘ s a ae % us 


hat ‘they were well. acquainted with’ 


. : fe f “thu history and Stkevstune of ‘eryptography—they ‘could hardly have” a x Be 
“. — boon novices in the early months of 1917. | ae ” _ + oy 
a - _ _ To gain acquaintance with militery cryptography from a firsthand : 4 

: “ie * —— Dr. .Poxell -_ sent to the arny — Schools at Fort ; oe 

, @> Laneunmoreae there. he ‘attended ie course then being given by Liesuten= * 
ant Joseph C. ‘Mauborgne™ and brought back the current treatise ° the “ 

“mubject, Captain® ‘Parker Hitt's Manual for the Solution of Military | “ 


The achievements.of the Riverbank staff were threefold:, 

_&. Intercepted materials were submitted for solution to the 
experts there by various depertments of the Government . 
until the Cipher’ Bureau was well established in the wat oe 
fall“of 1917. =... ‘+ s 3 ° . ° 


oy, Attemvande’ Che hier Signal Officer (1937-1911). . 
a. Nov Colonel, Signal Corps, Retired.. _ : 
9. Fort Leavenworth, Press of the Army Service Schools; 1916. re : 
Yardley is wrong in stating (Achicverents, 7, note 13) as 
that. Ur.-Fricduan also attended this com'se. ; . 
« = : : 


. . oa 
_ . . ‘ ~~ 
- = ° é ha ee . 


/ 
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2 _ i _~_.___|_The Founding of thé Cipher Bureau 
b. Avigorous training prozram was inaugurated at Riverbank 

a S ‘« under the auspices of the *ar Department. A group of - =’ 
i four officers was trained in ecryptographyl! for six i 
e ; weeks in Octobertlove:ber 1917; a second Group of some noted. 
i _ Sixty officers was trained in Jamary~februery Tee ee ee 
* while the third,.and lust, groun, consisting of seven "age ee 
or eight, wes trained in March-April 1913. Mr. Friedman 2 | ec 

oe prepared the instructional material, gave the lectures, ©‘. * 
: » * and directed the school, the first of its kind in a 

_ ‘American history.’ ~ ; 


. 


c., Research was conducted in the theory of cryptanalysis aml 7. 

an extensive series of technical papers was published by eee 
: a the Laboratories. Kost of these vere by Mr. Friedman; ae 
; except where otherwise stated, he is the author. 


Riverbenk Publications a 
No. 15 A method of reconstruéting the primary alchabet from 
~ . a.sinele one of the series of secondary alshabets, 
¢ 1917. 5 : oe : 


€3: fs Nos 16 Methods for the sclution of running-key ciphers, 1918... ot 


No. 17 An introduction to methods for the solution of cinhers, — x 


.. 


No. 18 S:moptic tables for the solution of cinhers end a‘biblioz- "= 


se 
our 
* 


. * raphy of cipher Literature, 1918. - 


7% 


a — . : ‘ 
- 2 opi ht, 
= . . 


_ 10, Until 1921, when Mr. Friedman coined the tera cryptanalysis, it was |: 
: customary Lo use the word "ceryptogrenhy" indiscrininately for whst 
"are now termed "cryptography" und "cryptanalysis." A menorandum 
for the Chief of Staff from the Cnicf, Military Intellisence Div 
ision, dat.d 1.3 May 1918 (copy now filed in IR 4152) states that 
bhe officers sent to Rivervan’ Lacoratories were to_be trained mm 4% 
cryptography [ 4. e. as distinct [ron cryptanalysis] and that ; 
through error they were. trained in solution. The Jer Departnent, 
horever, set up no guides or limitatiens for this progran, other - 
thon that six veels would be devoted to instruct ion in entice a 
crapy.. As it turned out, a good muy of the students were later — 


« 


assigned to eryptanalytic dulics. Ce = 


e) 11. In spite of the number, this wus Une Tir st" in the series. 


1918.. ‘ 5 z 7 *. 
No, 21 Methods pe the constuction of piinary slohabets, "are 


Now'19 ‘peru des for tbe solution of of ‘eomtniea transpdstion: : 
' Ciphers, Iyla.*? re, 


Noe a" Several machine cinhers and methods for their solution, 


Ho. 22 The “index of eoinck amen and its a s auplicat ions in’ 
- ; gryptograshy, 1922.14 : ‘ 


7 No. 50 The prod oduction and “detection of messages in in ceases 


iti and in images, “1918.19, . ae 


No. 75 Ke aera zation method's, wesei Geely illustrated in respect * 


’ sto ee atpnlicability to codes and bovosrannical material, 
= 1919. 5 . * 28s a 
“‘Sekte tbies ‘te tae Sine Staves 7 Sa a 
ynotic tebles for the Stor cither, 1918..- 5 |. 


ir. 
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By Captain ieee R. Lohr, CS, USA, and william F. Friedman. 
By. Elizebeth S Sis Friedman “and “william F. Friedman. : = ie 
A French Gengete tion of this paper fad appear el in the preteding 


year ds. L'Indize de Coincidence St Ses Ann icaticns en Crypto-= 
prarhic. ~ (Paris, “Imprimerie—Librairie- Militaire Universelle L. : 


- Fournier, 1921). This (Logether with its anpendix: see telow) 


ws the first poper in the his tory of cryptanalysis to use 
statistical methods « - > ‘ : 


After io, 22, the numbers vere no longer consecutive.- From No. 50 
en, they were to decal with secret inks - from 75 By miscellaneous © 
mens : ; ; , 


By li. “O. olan; Fh. Da, “ 


Tais a the felleaing, were not numbered. -"* 


$ > te . . 
Rh A ht te —_ 
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- , a = . . et ‘ ge 8 


i Ais : Ie : ‘+The Found ing of the Ci::rer Bureau : ; _..% 8 ° = 
+. @ gf . 8 >» wo 2 oo “eBay 
i ad x ~ A - . Pt 
{ ‘ _ An an: giieabten of the scie: ee Statictics to ‘to crypto ‘Favhy: 

= 2 ant TEES tho | sic p Publication Hos 22. 20 

> | . , _* 

‘‘' The collaborstion of Colonel Fabyan's ‘staff with the var Depart 


. rank: cottinued not only, in the early months of the aed but sage aver 


os . 


pe Cip her Bur. au had been estz blisted in. “Washington aid vas Se 


“taoot hy, The ‘impr ssion is given by wander ag that, once his unit .” 3 
“ waa availuble, the decline in croperation Wis “rapid, but as nay be 


aeen froa the dates of the training. courses for officers, River phan 


| &) . re oti) doing. vork fa the Var Depar tment as “Yate as apeu: 1918. ~ : 
rs me ‘ Ga the raxt month ur. Friedman was ciami cs ioned cnet Lieutenant and _ 
: co te SHEETS where he re! rained on uty in the Radio Intelligence " a 
; 2 2 + ‘Set ton, General Steel, General Headquarters, oni April 1919, a at 


Yrurdloy further iaetiaaatls that "in spite of repeated Saueay eons by ° 


Colonel’ sl Diseian Mr. Fabyan was unable or anee ane to suppress 


is perant. for a publicity which was iiss a as Cetricental to 


the bes& interests of -the service." qhis’ charge Mr. Friedman feels 
wou rather unwarranted stl it is possible that this’ was only Yerdley's 


vay of eliminating Col. onel Febyan from the pastires There were, hovever, 


le. Tis English edition, anda Pr ench pauehantian ( Av} ication des 
Hethodes de la Stutisticue a ervetonrarhie: anneniice & la 
Pablicaticn Ho. 22) were both printed in Paris by the Licrairie= +" 
Jsprimerie Militaire Universelle L. Fournier -in 1922. , 


19. Emdley, Achievements, 8. 


20. Be then returned to Riverbanlz, where he remained until 21 Decerber 
#20; his long Somicehien withthe hci toe Serpe began cn 1 January 
‘i i. , ‘ a 


{ 
4 


ee eee 


s Aumatnantage es in the arrangenent ence: oa fron any personal fric= 


—s for ‘experts to furm the ‘Cidher” Siirest had found thet the. only . 


. ‘. 


: tion that. might | have existed between Yardley ‘and GeLened Fabyan: . the 
“distance from “vias hington to — the fact that the. War Department - 


“was not paying ‘anything for the Riverbank work and eeuta not there= 


fore control at clos ely enough; the growth of the Cipher Bureau in 
vachington, inaking oy ailable to the Government facilities parallel a 


Shee at Riverbank; ‘ard, fangliy, vie ‘comnissioning of. both Kr 


Friedman and Dr. Fovell, all tended to czuse “the emergency as. 


o The Founding of ‘the Cipher Pureau ae. ae 


Be oe oa be x. pe Ee Ute 
est + eEPopae L508 Pe 


to cease functioning. -. 1 Pe i te 


“s . 5 . wee £3. 


. 
” 
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r Ge _ The Comin ning of ¥ on 


To turn to the early months of-the Yar, Mejor. Yen Dezan in his , 


Army officers imovn to be ccomcetent -in the field of cryptography were 


Captain Ferker itt and Eee Joseph os Nauborgne ard Frank 


Moorman. “al three, as hes been stated in Volume ‘Cne, hapter vi, 


“Sector H, had been on, the staff ef ‘the: Army Service Scheols at 


=. Fort a orth; Captain Hitt hed writ ten the aii toe the Solution | 


, of Plitary Git we in 1926, and tive others Had filled iepusbant canals 


tions either ‘as atisiE uetems or ‘administrators in vrs army Signal Scheel, 


but, ee, ae services were -requess sted, none of the three served 7 


Yardley 


Aeutenant Herbert O 


L 


1917 


(\4 


©. In. . The Founding of the Cirher Bureau _** 30» t 
“Guring the | War ina purely eryptologics) a an. ashington. an ft 


ines it was unfortunate ‘that neither Colonel Hitt, nor. Lieutenant, 


$e ‘Colonel: Hiauborginc could be assigned me duty ina cryptographic Grits: 


one great saeans for highly boaaded Sirieers in all branches of .the : * “i. 


--. oe? . . ere 
. ata 


Aray and the experience of both ‘these officers in other Signal — 


re en ee = tees ee 
‘ . 


noe 
e s 


activities na justified ‘their azsignmont elsewhere. The experience og i 7 


* tot orld 7 ap I; "igo ever, clearly shoved ‘the, " isdom of er eeig in "4s 3 


mo advance of mobilization a calcd number of officers: ‘those services 


od . ~ ee a ~ 
ts iets 


would not Be in ) demand for. ausen assignments when war came. 


The situation outlined above docs st necessary, Share may So 


Pate ‘Van Deron to seck his experts in the ranks of civilians, ASE ce 


os 
{ 
- 


a? 


a =s from the staff ae Riverbank, the first recruit wes ans Herbert O. | 
Yardley, who was ‘comnissivned a first es Signed Corps Reserve, ~ 


on 29 June 1917 and assigned to active duty on 5. duly 1517.4 His “3 Pi 


+ Teds pn As + 


qual. ificaticns for this, work were derived from the fact that since 


! " 21. °Of the ether officers. descrited as having proficiency in cryptos~- ~ ., 
raphy in the memrenduu cited in Vo). ume Cne, Ghipter Vil, Sestien - 

li, mone was so fur as. is knovm, associated during the daz. with 
aryptograrhy. Hoorman served as Chief cf the Radio IntelLigence |. 
Section, General “Teall, in France; Witt as aA:vsistant Chicf Signal 
“Officer in France; l’auborene as Chis:f! of tle Nesearch and Develop- 
sment Pivisicn of the Office of the Chief Signal Officer. As such 

Hitt and‘Maubormne had. sume cenlacts with code ard cipher procuc= 
‘tion bit they were also coneenned with other activities. : 


Beetw es 
, 


22. The date of the eaisitiactera® of Mi-~€ is gives as 10 dine 1917 © 
_ * .& ima memorandum for the Chief of Staff from the Director of . = 
: "Militery Inlellisence, Subject:. Flans for HIS, 16 May 1919 s 
a) ”~ (copy in IR 4,365) Lut the date ef Yirdley's commission was 29 
C3 .Jume as siated. Since he was born on 13 april 1&9, he was 


commissioned ut the aise of twenty-eight. 


me me ee ee ee 


5 


_ veleo- and skill in: the. soluticn of codes, el course, formed no part of 


ee The Founding of the Cipher Bureau. —_ ll 


—— OO eee OS COs ie 


16 Hovesiber’1912 23 he bad becn a ede clerk and telegra*her in the 


- + Stat c ee Code Room, where, according to ‘his own ‘Sheteaen? He . 


ndoveloped knovledce, and skill in Ahe solution of eeais.® Such Inova = 


edliss ry 


hio- official duties at ne Stat e Dep: ers “his task there wus crypte- . 


“prat nhic, rather than cryptanalytic, in’ ‘character, since the State Depart~ 


sent has never ‘raintained an dpGopendent cryptanahy tic unit ‘yee pl 


a 


; regularly ‘depended on the “iar Deperiment for such services. 2h the 


rolitively imdest statement guoted above, which was written in 1929; =o 


nos" expanded in 1931 into the first chapter of The American Black Chazber, , 


“en the extraneous material of a ‘sensaticnal character ‘is reroved, the 
» sitemey eivin in that colts Sete isa brief one. e 

Vaile a — clerk and telegrapher for the. State Tepartzent (1¢ 
aly el ee Yardley conceived the possibility of solving E Smeplceranie 
pyle: and Scant to study works on. se searnctet s in the Library of 


26 


Conpresse~ These proved tobe of little help—he even speaks” con- 


23. Te initial a ary wos £900 _per anny; Lhe highe st wes $140. 


7h. Fron 1919 to 1929, as will be later iacicisliead, it. bore’a shar 
of tle war Departiseit. cepEnser. new in maintaining a cryptanal vest 
sevice. : 
> 


25% Tadley, Achievencnts, 5 


26, Since Ya urdley acs no olber langussje but English, a point shich he 


,e@accals, ‘beoks in other languares ae, of course, closed to hin, - 
vag inthe priod of this activity, works in English were few and 
G@enentary. Moreover, the Library of Con-ress had net yet received 
t& extensive Fabyan ccllection. : 


» geeatineanty of? Captain Nites anual,” though he neglects to nane the ak 

eAnror=sEee cass ignunent to the night shift afforded Yardley tims for a 

a inde: erent study. "without au thorization, he’ began an att tempt to - = ae se 
. ‘solve current State Depar bieat messages, ‘copies of which vere avail~ - a : 
= able to hin’ as a code’ clerk. Two dedve ‘after he had Bear: ue pre= 


- sented to his ais ade an cmetss “of ticial 2” we had compiled the. 


: 75 dey fails’ to do so nse that, af he had access ee State Depart 
“mont estas,’ he also had access to the eoae book and presumably also "aa 


“Lo GecmEe - He creates thé imoression, or course, that the enaitgetts 2 i: 
A code clerk,” ‘he Beet have had the ‘Gaecleutaitig advantage ‘of Inoving | a » 


Goria clerk, had memorized the rest erage gabe. His achievement .~ 


2 
may therefore have — mich less than he elaine. He also alludes 


4 vale * . mA 
“he poe ; Le 
Ts d “The ‘Founding: of the Cipher ‘Bureau °° a, 12 a 


. . > 2 — - .? . * . Gis P me 
Sa s . . . * 


State Department code, an analysts rhich, it is clained, shocked ‘the - ee “ 


superior aut of eg complacency. it ‘should be" pointed Oy since a5 


mest, 


waa done without any previcus know uleste of the by stem, but since he We ne Se 


much about the general features of the code, and Probably like most . - 


to "friendly connect icns creibusie ace hee. “through which he ~* es 


"had po ‘difficulty in. obtaining ‘copies of code ard “cipher comnunica=. 


tions dispatched by vay‘ious enbassics in “gshington. 


27. becor Te Leg a sole in oe st of Mr. - eae a s copy of 


the Codes ard ard Wecords Divislen, Steite poner gee : 


. 


28. Bisel Chinber, | =" a eR ee ae = 


at Tere FS 


_—_ 


ald of ne eivil.i jan clerks vie he does net nares. They aiid however, 


I. _._-_heFoundin of the Gicher urea} "33 


Veet ‘the eubeneely at, var Yardley’ at. once stecatel, but in vain, 


Lo Gat. a rel cit: e from the State tepertacen so that he migh seck a. 


eonhianien. onty after a cali nEO eetents George S. itis, Signal . 


Cor}s, pained him an Sntrednetien to Unjor Van Géten ae the Wer uaa ve 
‘ . ie 
wis the release efits stn: and he Ves comi'ssigned a first lieutenent a 


; “Ue nat, tonal rays toe unch'6t this story is fact and how much fancy 


crin Naceey be determined, Hut taedhay Was zble we convince Major ‘Ven 


* Doman of ve competence, and be conducted the se of a, Cipher Bureau’ aa 


on » satisfactorily that witimetely, or not until 1923, he was given . oz 


the Distinguished Service Medel. - “o . £* - 


“MMoutenant Yardley Wes assig acl. zt. once bto* take charge of ei. 


° . SSC eS. 


coda end etjeres work for he | wstit ery iopetagents Branch with ie 


Janes E. iteana and Jchn C. Meath and will S7eh a: ees ecain later an 


. the story. : Failure to give much eredit to his associates i cheracteris- 


tle of che man in every period—the only tee sae ‘wibeedinate ‘hon he * = 


"  nanres 5 in his Egak is (Pr. tant v, who had ee his assistance in 


March pare. though his scivices vere not accepted until ster in ; 


2). iitecunds Chief ae orrice .(1926-1931).- General .Cibbs was 
later’unabdle to recall having ever met Yardley (testineny of -° * ° 
Willian F, Frieden,’ October.1445). . * Me 

3. Tardley, Achievements, 6. This is prebably en error [co April. 


aie % 


mae) / I, tne Founding ‘ofthe Cipher Bureau. oy 


_. Septeniber enc ‘then ‘for a time only as 2 civilian. At ‘the beginning 


ee s exact ‘responeibility vias not SHerply defined, Boe he was 


 & a emnctee to encode amd decode a, Military Intelligerice messages, gf : 
. nupply ete phee® ing tabl es, and attack eneny codes and niche : = 4 
- The fd Jutant. Berets office should heve been responsible for the 


; gm of ‘Sheodine end Goecdstie) but, “on Flees of greater Seay tie | 


anitory Intelligence “Branch ‘set up its own facilities and ‘staff for 


e 
im ase 
. 


- this purpose. _ Even thaugit one’ of. the trio clerks, James E. ‘McKenna, a 
“newly commissioned a First Lisitenadt (atternards Captain), was soon | 
hai charpe of this Ph ase of the werk, the Yeaune of traffic grew to ji 


_guch an. tenth hat thé time anc efforts of the entire staff were con ~ 


‘sur — and there was no opportunity for avian nit Yardley to engage 
in rescarchy, that is, to attempt to dive enemy codes end sides: 


wid 8 partial remedy , Major “Van ‘Deman now invited Cr. ataely to ene" ee 


wee ughingten as a civilian; he vias “ comnfssioned as a ohehen on 5 HEVERSEY 
gay" and essigned to active ara three ‘days later. It was at first 
intendod by Major Van Dercan that Lieutenant Yar rdley ° vould specizlize 


in codes. _ Captain andy in ciphers, “but these two officer 'S," Cceming 


Cy 


itt undesirable that such a ‘disferent tiation ‘of function te made, suggested 


hat id <nckiian be organized to deal nite secret comaunications’ of rik 


3)... Memorandum for the Chief Sf Staff from the Director of Military * 
Intelligence, Subject: Flans for Bi-8, 16 Bay 1919 (one cosy is 
filed in IR 14,366, another in the te files of the Depreepy of Com 
munications Research). ‘ 


Aen: 


: The — the baa Burceu 


‘2 sorta ard og this section serve Yall depertinents on an cel basis and 


~ 2 i 


a bo located in | Nashington. ' -The enphasis upon the 1acaee may have been . 


tho ramule ee a- gestive. to sTindmetic = Riverbank Laboratories. Confer. * 


ic cnces vere held with representatives of the Navy ana State Department s a 


ond of the Departmsrit of auetiee, and later »:ith the Postal Censorship 

ond other officiel end seni-of ficial organizations. These onpaD vations 
aereed to send to the -n “nev section such cr ryptographic PRRs as came - 
lo their attention.22 | Sieutiancnt ae ardley wes’ ‘in apatee of the section, : 


{n spite of the. fact that Captain any’ Sietnaniieed him, at eee: after 


"33 : a 2 


thea ane of the latter! s conmnission. : we i” Om 


‘Tho unit wes first see up > at. the War aitlene, “but in the spring 
of 1918 iL was. moved to new quarters at ae ‘U5th Street fndes Mo ee 
alia hr. eal; ‘in July 1918 to 1330 F Street; deruiast, the site of: the 
pe -esant National Pasa oes ants’ in 1929, it aconeand a aad an still 


- 


Rrebling buildingy at 7th ard B ie Northiest. 


D. Personnel 


Though expansion wes necessary, additionel per sonnel rere not added 


until the need for thea wus pressing. . . The ‘second chapter of The a icen 


Alack Chamber describes Yard) ey's a “Se attempts to crpahiize a ciahex 


32. Yardley, Achievements,°6. a _ hs. 

.43. Manly’s omission as a captain‘dated from § Novezber 1917, aifExe 
Yardley was not, promoted to that rank unlil 27 February 1918 This 
inforsnation is ‘on file in the Lemobilized l'ersonne]. Records Br ae ome 
Adjutant General's GRRE memorandum deted 28 Atgust 1945,1s% inder 
eent. F : : 


Paco 


7. The Founding of the Cloher RBurom _ 16 


Poresn at tho Tar College. 


In the nane of Van Vounm I at once som enhles to Landon, 
Prris co? Ruse, urging ge pressure be browh? upon our Allies 
to rem eryptogré.he imate da Cacpetent Lo teuch studecots 
Sn the ecluticn of Ps Ditury codes and ciphers. Also to 
eené by pouch é few huicred exasples of such rosszses and all 
svallatle capositiu.in on thoir solutions. 


The reply was that oxacnles of Ceraan aery coce and 
cipher Sntercests tocether with explenati.ns tere in ths pouch, 
but tict ersptogra. tle instructors could nob be spared. ds 


It was only in 191: thet Cuptain J. A. Foxell wus sent to Frencs 


42. orcer to obtain informtion concesming Eritish am French uatindse 


OT aad et eed 


“Re eonferrod es eerly ae 28 Pabruary 1918 vith ths Chief of the Second 


Section, Ceneral Suarf (then “olonel Dennis 2 Holan), cho wrote co 


that data.to Coiuuel Van Pe:an dn -eshinstan oo Lollowss24 


34. 
356 


. After conferences nith Capain towel, I an satisfied that 
mich good wnuld result fre a close lisisun between ths cipher 
suction mow being developed in 5.ur office and thet at these 
headeussters. Curtcin sowll hes levxed sver the siluaticn, 
eeen the penoral system of work of both Ue Eritish enc Preach, 
ened kee o Clesr understanding of the needs of our cipher eecticn. 
ne os? thuce neds to abich I rsh to ex. cpocial ervtentiin is 
thet of mutual eo-operation betseen all offices ensuzed in cipher 
york. “Yo mve arranged fur keeping in tuuch with the Eritish 
end Yrenel., but feel thit uch can ve dente in rour office to 
hetter ecvantagze than argpxhere olce. 


é large cipher soction in snuhinglon could be aute very 
valuniule. You can ox oy coce smd elpher experts vuho, fur one 
reason or ansther, are unsble te came te Frunca. Modern rudic— 


Yardley, Plzck Chenter, 27. 


The letter de nz. filed in Ih KEL. The elpnature 4s corntersig— 
ee with the Smit tele of iAeautenont Coienel iradl: Msersan, Chier of 
the Recio Inte licence -wethan, Gtenenal Tuff (se belox, Chapter 
Viil). 


Oa\ 


. 


i. ; ‘ The Founding of ‘the: Cipher Bureau’ ir iemralne 17 ” 


“+. . telegrathy will enable you to intercept cany of the Continental © ; 
: code and cipher me. sages and thus have them while fresh. Our + °: , 
stations here wi. also copy many of these messages and send then 
+ to you by'’mail. -ue will slso send you notes us to any solutions 
. - found or suspected es probable here, and, in addition, suggestions 
‘. _ from the French and British cinher oPfiges.. If you, for your 
“= "party would send surwestions as to kind ef code or cipher end 
: ony solutions discovered cy your office, we will distribute them 
a to he French arti “iritish, and inake use of them in our ovn office. . 
The’ British have a big ci ipher office i in London, “end anor ther 
at their headquarters in France. The French have Perheps the 
bingest cipher office of all, in Peris. - Ne are slowly develop- . 
ing such an office of sur own. If to these four could be added ~~: 
a really big and efficient office-in.washington, “it Seems to me ’ 
re should soon be handling: precbically all the diplomatic ard 
“special codes and ciphers. These are wl regerded:as of great 
-impartance to us, .am! I cannot too strongly urge your’ most cor= 
‘dial support vith all the ings eee end meni you are able to. 
“procures “2 Ae = » “ee 


Additional evidence is availabie to atiea Ghat the search for .per= 


~ .90nnel wes “still going on in Merch 1918. On 21 Merch 1918 Colonel Ga 


French, of the. British eteemsie in Washington, wrote Colonel Van Demen 


n-letter enclosing a merprandua on the solution.of codes, in vhich he 
: F ” A 


“{neluded the following wanagoarines™= 


I should like, if you will let me, to emphasize in this con- 
nection the importance of selecting the right kind of orain to do 
this work. -For research of this kind resuires an-active, well 

* trained and scholarly mind; not mathenztical out classical. .As en’ 
Jllustrati-n of the right kind of sian, one of my experts hss sus- 
‘gested to me the name of a well Imovn esadrican foes.3) Te Louis 
Herbert Gray of 25, Brimner Street, Boston, Mass? It is of course 


- 


36. A cory of this ‘Rorreppoutiente is novi filed ‘in TR 1153+ a 4 Ss 5% 


37. Professor Gray hes been for mury years heotassor of Li nguistics 
al Coluniite University. 


ona 8 


" university training 
. tation for palaeopraphical york, nevertheless are well suited 
for thi gvork. But there is no mebhod .of discovering such a ae 
" peofle.?” | Therefore the only test applicable is that of scholar~” 
‘ship. ; : * 3 «a os , 


undeniable that thesg muy be a sw 5 nen viho, without having had 
or without having acquired a great repu~ 


When once you heve got together two or-three men of the 
‘right cless they will soon mep out the work of themselves. It. 
is for this reason among vlhers that de 


TheFoundine of the Cinhe'r Bureau . 


7 peas 
ae out Aaa ey 


teiled instructions of 


hen to: deal with the svluticn of codés would really be of little. .. 
use, for whole volumes on this subject would be useless to the“. “? 
wrong kind of min, and th: right man must and will prefer to 

work out his ovn line: and in so ¥ orking would become | an ae cand 


Colonel Van- Dan “an en rep Tied on 16 April 1916—the ‘day is s ell 


significant-—ineluding the following paragraph on HIAg ‘personnel: 


38. 
39. 


40. 


Al. 


You will, I am suite, yg interested to know that-while we do 
not think that men of University ecucation possess any monopcly 
of logical thinking and power of ana alysis, we have not discrini- 
nated: against them in organizing our Cirher Secticn. Among its 
menbers ure-four persons who ure cr have been university instruct] -. ~ 
ers, five vho hold the degree of rh. N., and three cthers who 


Yardley ‘with characteristic dogmatism Gisinisses the problen of - 


’ 


‘personel. if the follov:ing way: 


"ws this a direct reference to Yardley? 


have had 4 Sbaneey ealeeigne spanning: 


a 


behind this Lettur then meets the eye. 


agency in world « var JL. 


Precisely’ the most difficult sroblen: Barbee: ue’ Signal Security| 


‘There may be much more>: 


its oe were probably Captains Kamly, Beesen, and Mencel somn, 


ad Miss Rickert. These four ard .Cartain Kross vere probably the’ 


sail of the Tha Bs ciegEb ss 


Black ‘Satine 38. 


A021 will present 


ly be identified. 


1. a Found inte “of the Cipher Bureau | | * s  *:129- 


4 


Judging from the letters I’ found in the files of tte Wer 
College, nearly every one in the United States had dabbled in 
ciphers. ‘The authors of these letters were either offering af 
their services, or had a nes and indecipherable cipher that a 
the government: shpaeld poner ely purchese. * 


Fron among the. gene I cuickly selected a. = ecithienst™ 
*Mho appezred. to heve a superficial pee of ciphers, ond 


ordered them commissioned ,42 , po wen 


"The spectacle of an caser thin~faced lieutenant,- surrounded 
by u group of scholarly captains, ras indeed a noteworthy sight,,. 
and I yas obliged to submit to a great deal of good-natured rail- 
lery. However, they seemed’to enjoy my energetic illiteracy, 
which they kindly termed "native intelligence,".and I vas amused 
at their eagerness to mast.er the principles of ae ee 

most. of wes were dismal. failures, seca — 


He foes on, oxener, to mention Pre Manly in z favorable light, but © 
the latter is the only subordinate of: Yardley's to be mentioned by name 


in The Amer ice n Black i : “s 


a course of instructien in codes’ and ciphers. was prepared, on Che 


_ baaks of Hitt's Manual for the Sclution of Mil tery Gishers, es is 


L 
clear iyaue the: Tesson sheets in the, files of the raison sequnity Agency. 
Having: spoken contenptuously of Hitt's Manual at an seulier point, 
, Ye malig cond herdly now “acknowledge his indebtedness to Hite. 


UTLImat els’, subsections: were orgénised for specialicetion—five 


of ton in ali:bh : 2a 7 > o F : "at 


h2. At this tine ke wes a first lieutenant. 
43. 4293. 


’ 


4h. These subsections are culled "our-vaus" in a Brief Outline of “ork 
Covered by 3. 1. 8 for the year engeur June 30, 20, 192 1929, a coy of 


———— ioe 


a. "The Founding of the Cinher Bureau ° 
a. Code and Cipher Compilation (in ‘ashington) . 
b. Communications (in ‘sshington) - 
e. Shorthand (in New York) _ 4 
. Ga .Secret. Ink (in ew York and teshington) . 
0: Code and Cipher Solution (in “woshingt. on) 


Just foe many different persons were employed _ NI-€, as the 


Cipher Burcau was called, canrot nov be deleimined with certainty, 


but there are several sowrces from which names of employees can be - 


~ . . 


- derived: 


-@ A curd rine4> contains the nones of 270 persons. It does 

not, however, iticlude fourteen persons whose names ere 

- . known from other sources,.and it is clear that it lists 
not only memhers of HI-2 but also frequent visitors on 

; eftieias bus iness. : 


é 7 We 


b. “Two routing slips give. hs nenes- ef ‘the supervisors. 
Cc. 2 payroll Cem taining names. of the persons employed on 
. 1 May 1919. ; 


d. Reverie of the Shorthand Subsection’® contain the names 
' * of six full-time employces, not listed elscevihere. 


r= oa .* 3 . * a . 
ay 


Se Row jn the files of the Director of Communications Research. 


_ Sce letter of Yardley to Major C. Li. Millikin (19 Leceiber 1924) 
‘in IR 4160. The list of erploye ees to which Yardley refers in 2 
JetLer to an unknown person (ibid.), deted 20 October 1925, has 


apparently not survived. It contained the numes of 211 who worked 
.+ .4dn UI-2 betsveer August anny and 31 Jenusry 1919 and occ upete eight 


legal-size vases. 


AG. Que isin It 4k74 attached to a letler dated ‘12 July 1s18. The | 
other,in IR WL9b, is undated, but it is apparently later, sincs 


Yarlivey? s name is omitted. It Lrerefore must have belonzed to 
the peau when he was in Europe (November 191@—2pril 1919)». 


U7 Eow in the files of the Director of Cormmnicati.ns Research. 


42. Fer ae evidence, see om Chapter VI. 
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Ry eontinite all tiie evidence, and subtracting names: which appear 


does rot mean that LMI-g ever had a ‘strength that large. 


: fewor than 200° persons in 


The Founding of the Cipher Bureau 


. "Lieutenant Col.cnel A. J. McGrail recalled in 19h5 that Line were 


The late 


MI-S" and this ‘is acer by a memorandim 


* more nt BSIBe, 2 total of 267 different persons is reached, but ‘this ; 


for the Chief of. Stare, from the Director of Military Intelligence, dated 5 


16 way 199,49 
- when tlere. were 18 officers, 2h civilian: eryptograrhers , and 209t ypist +S 


_und slenograzhers,, a total of 151 persons. 


which states tint the peek was reached in Novenber 1918, 


“This figure would, of ¢ cour ha 


7a 


not include any oné who a that — had ceased to’ be employed in the 


: _lureeu, and there must have been “meny officers,. at.least, who had oe 


50 


sent weirsrmeOeptatin Yardley WES ONSe7~. a 


rontiome, 


In addition to Cartains Yardley, Menly,. avi McKenna,. 2lready 


« “ey 


of Lhe caer Sureau at one time or another: 


49. 


" 5U. 


vain David H. Stepan, who etened | cor resj:cndence in the 


sence cf Captains Yerdley and Manly, aie is now connected 


‘ with the. Rockefeller Foundati Ne 


Captain Thomis A. Knott, ¢ one e of Monly's former pupils, now ol 


Professor of English at.the University of Michigan. 


"Ge mew an Tee 


FS Thomas, for examle, wi's trained for work in France 
(w= letter of Cyptuin Hamly to F. il. slLen, 5 November 
¥3B, in IN L204). See also = letter of Major James L. 
GQHins to Yardley, dated 21 January 1921 (IR 4161), which 
micrs toa li. F. 3. Hyde. of ° aati SG who Paey have 
‘meked in HI-Y. . 


‘the folloviing officers are knovm to have been on the staff 


en 
. 


| 


83? 


Soateds 


Standing: 


STAFF OF CIPULR TUNZAU (10-8), 1919 
Loft to Itight 


Captain David ff. Stevonas Captain John R. Manly Captain Thomas A. Motts 
Captain Charles H. Beesong Captain Charles Uendeleohn. 


: 
Captain itobort H. Marvins/ Lieutenant /Paul AR. Voodfiny Captain Frederick B. 
Luquiensy Lieutenant villiam N. Darlow;- Lieutenant George VV. Dioknells 
Captain Emmet K. Carver; Captain Hatheways Lieutenant Robert O. Klotsy — 
Captain Herbert 5S. Spencer. 1 


At the time thie photograph was taken Captain Yardley wos absent on a trip 
Oversense. 


So 


O 


ee 


x. The Founding of the Cipher Barony — 22 


Captain Cheorles J. ifendelsohn, head of tls Cermun Code Solving 

Unit, afvemards a Necerve Orficer ensaged in part-timo work 

= for “I-3 in hea York while Irofessor of History at City Cal- 

lece. ile wus about to be cailed to work in the Sirnal Intul- 
Lijemo Sorvice in 1937 but died before reporting for duty. 


Captain Charles Il. Hevson, now Trofessor ineritus of Latin at 
tho University of Chicage. 


Captain Nerbert 5. Spenem, who was recomended fer tho coonission 
; by Mr. Fe WW. Allen, hod of the Sherthmd Subsection. 


Cuptain Rotert H. Mervin, a tencher of openish in the New York 
scnools. He waa also recoz:ented by ih. Allon. 


Captain Freviericis Be TURGSE Ts responsible far tho soluticn of 
_ codes. 


“Captain A. "i. Prince, who wad in charye-of Code Compilation, -. 


Captain T. ", Childs, in the Gursnivediie ns Sudsection. Ile 
roast not be confused with First Licutenuit Je liives Childs, 
=who never became a captain. 


Captain J. A. bovell, fomverly of Piverbunk laboritories, who 
mde a trip to Frince in an crfort to obtain aezistanca arog 
ie éritish and french. lie dicd esout 1v25 6 


Cantain Lo mett K. Curver, who was in charge of tho feeret Ink 
Liboratory 3n New York, ami wea efterasords Yrofessor of 
Chemistry et Harvard. 

‘ey 

First Lieutenant a. cd. Notrail, in charge of the Secret Ink . 
 Lovorstory in vashingten. ifteresrda irofesnor ‘of Chemist 
in Providence Coilere, Rhode Isla, he «2s calied to active 
Cuty in la and remained continususly on CuLy witil hia 
sucgon Céath ot 30 viprdl 2945. Ne ves averdad tha-Lesion of 
Nerit toulimitesy in Gectdun III, sar leAorisent fase 
Grders Uns C5, 9 sauust ba, Ser eneetlLinwly Reritarisv 
are in the perfornznes of ortatomilas servicus Prom Naz 

AGAL to tes D3i5e" “st the U isae of 735 Cuath lie was a 
Laicut enant Uclonel end Ci-ief of the Laboratory brineh, Signal 
Sscurity scency. 


* . * ° e- CB le 
ew ‘ 22 ee . s é ‘ ve 
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First Licutenant:G. C. Chandlee, riho wes'a chemist. yt 
ah First Licutenant D. F.-d. Lynch, who was al.so a Chemist, 
Cee a 


“First Lieutenznt. Hugo. S. Campagnoli. mR ‘an ae 


First Lieutenant Henry D. Learned ; tho is ‘knorin to hzve been on” 
duty as a Naval Officer in the Office sof Naval Com: aunicaticns. 
“in orld ° Jar il. : : . 


Second Lieutenant ies Be ial a ‘chemist. 


Secotid hieubenet Eds: ard Fe Snyder,” Sige a eta ey po 
— ‘Lieutenant Lee ' test Sellérs*> ncaa & amma) 4 0: % 
. hieutansit Kaul’ B.Voodfin,- who remained ‘with t he Military ' # re 


Intelligence ‘Division after the reioval of MI-3 to New York | -. 


‘We in August ae 
Lieutenant fen Stinchfield. 


af Metneeet A. R.- Dodd. 
bp OP eriy gf 
Lieutenant “Hots, first neme i ial 


. 


The following isa Te cf the. speieuis Ino: mn c" have been én mies 


os Neryptograyhers," 3 S$. e. as crypta analysts, es they would 1 now be called: 
} 


‘us, Chexiotee ©. Guides dovenien), ° “a 8 3 it 


Mr. Wo OM. Barlow. 

“Ur. Paul Derhard : p Py 
Mr. Claus Bogel (texican). dL -. - 7 i Sm aw, 
Urss- Clara S. Yroksw (German). ; ; 
re Kenri S. Brown (afterwards commissioned). 


Diy Er. Borel ronained with IT-€ in New York unbd ke joined the 
PE RGy of Naval Tnkuligelics in 1923. o° 


- 
. - - 


-- 
2 ees 
a’ 


: 


* Ursa dees J. i arkine 


Mr. Kent J. Brot (afterwar ‘ds commissioned). , 
Miss “Anna F. Carter. , oe 
Ur. Paul Dutko. ° ee eS —s P 
Miss Nary L. E. Freneis- sy : a ee eee 


Yr. John llornicek. EEE SEES IESG, 1 EN enti “* pees: Nga 


Miss Dorothea 8. Jachens ihe ee 


“Er. Robert H. Keoner (afterverds conmissivied). , 
“tr. Sanvel- Kroesch. . ae. ae 
‘Mr. Frederick Mivesev.= . ” ae * 


Mr. ilias Avery Loew. 3  t# _ * ‘ , erae2 


Miss Laura EB. McCleary. : a re a ute oe ERE 


Mr. B. » Morgan. 

Mr. Tein De Norris (aftervards commissicned).« 
Mtr. John Rice, Jr. 5 _+ 

Miss Edith Rickert. sO : 

lr. Martin B. Rund. a &. 
Mir. Austin E. Spear. 5g at ‘ 4 tee 
Mr. Edgar 2. Sturtevent. _  e ® * fae ve es Be 


Miss Anita Thomas. : ee -¢ a - 
Mr. John C. ieirel. - we aan 


Mr. Victor Vieiskopf- (Mexics «3). 57 
Miss Ituth ‘Willson (Sp. anaes 


- Mr. Austin @. “lorks (aftervierds comaissiened). 


52, 


— = ee 
? 


Mr. Livesey. ‘remained with MI-8 until 1923. It is he who figures - + ; 


.in Chapter XV of The smerican Back Chamber as "Charles lund." ' 


ep Later Professor. of Palaeograshy = the University of Oxford. 


Now craic? of German at the University a SiMieaEet 


-For many years eee Rickert was }rétessor of Englist at the 
Uabrensty of Chicago. : : 


- 


Now fader of Laut bas, ue fale ara sity. 


Vins? “eiskopf wes not officially | an cuployee of MI-8 but of the 


Department of Justice... He had begun his interest in erypto= 


graphy: while an agent of the Lepartment in Tes:as curing 1916. 
He renizined with LI-8 when soved to Mew York in 1919, and after 
_the closing of the office in 1929 cenducted a rate stamp and 
‘coin business until his death in 1940. 


Miss Willson Likewice remained with KI-8 until 1929. 


- 


viore? 


In cddition to these persons, there were a mnunber of others who | os 


_Vr. Harry E. Burt. 


Mrs» Bessie 9. MeTuecn.: 
Miss Marion E. Voeodvward. 


“ir. Frank J. Kennedy. 


Mss Ruth Lansing. 
ire Hulbert.. 
Mir, Theoba). d.79 


-- occupied supervisory, positions, of vihom nothing else is known, 


The prey penitioned zbove sho-7s that, of fhe civilizns on * the 


ae 


(apparently custodial personnel), . the .remainder received Sl, 200 a 


yenr ° 


"aN St, one received ol, 600, _ten received ph; 100, and one only $480 


A bonus of $120 vas Riv in to 46 of dee peréons, — not to” 


These . 


alxtcen whose’ appointments were evidently tro retent to ave earns such 


"a bonus. 


$74,830 and as bonus a total of $6,200, the grand total being $82,080. ° | 


This payroll is; however, that of 1919; after considerable reduction 


in force had taken place, and does ‘not account for the Shorthand Sub- 


mrss for the Secret Ink Lapehateniesy or for military personnel. 


The 62 civilians en the peyroll received as salary a total of | 


It seems. clear ee the te-tal Pay roll’ of Ene Cipher Bureau for the entire 


petied of its existence. wes probably consicérably less than £500,000. 


29s 


It is interesting to nele thet 


MIN INS, 


the other exployees was 


Mr. Stephen Vincent Menet, eftervards a celebrated Anerican poet, 


who wes on the slaff fer only seven days in Noverber 1918. 
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GENERA, STAFF : 
Canceled fafa. 


PASS: HELEN HUBBARD. 


ee 


sxecunve or 


Signature 


Culor of bair........ 


Ara rarerate sein sieta(ete) 


Iiecight...... “Colour of eyea...-.-0- 


Weight. ......6- 


* NOTICE 


This identification: eard is protected 
uuler severe penalticn by Beetion 3 of 
Tithe X uf the Expionuge Act of June 16, 
ANT, whieh reads 3x follows: 


“Sra, 3. Whoever shall falsely make, 
Sorgv, comaterf{eit, alter, or tamper soith 
siny naval, military or official pasa oF par- 
mit, ixxved by or uuder the authority of 
the Unite States, or with wrongful or 
framlubont intent, shall wae or have in his 
posarasion ny auch pass or permit, or 
xhall personate or falaely represent him- 
self to le or not to be o persun to whom 
auch jraxs or pennit bas been duly buved, 
or whill wilfully alluw any other person to 
lrave or wae uny such juxs or permit, is- 
mucd Sor hin une alone, slinll be fined not 
wore than $2,000 or tuprixuned not wore 
than Are wears, or oth. 


Pass used for personnel in 
The Cipher Bureau 


“WAR DEPARTMENT |. 
: a MILITARY INTRLLICMAE DIVIBIONS 


WHOSE PHOTOGRAPH I8 ATTACHED 


MIS PASS MUST BE SURRENDERED WHEN THE BEARER 


18 MO LONGER CONNE J THe &. 1. 5. 
bd . -_. 
_ - 
= 5 ‘fy. come. 8. -RA.. 
~ nce 


aaa 


ey 


tits code vias continued in use throughout ‘the War, chiefly because | 


Cte 


0 TR 
" s «6 : ‘ en ae 


| CHADTER II. -CODE AMD CIPHER COLPILATION IN WASHINGTON) =: °° = 1? 
y * . -* Ok : + Queahisation ot of the Unit a : 
am the eens between the civil War and the Fire t World. War all vee 


* code ae ‘cliflies compilation had — the work id ‘Ge Chief Signal ; gl: 


Officer, mit h the notable | exception of the so-called "Cipher of the © 


War Department ," published by authority of The. Adjutent Gereral in * 


pa 
sees abe Chief Signal officer? had ee the onty’ code a a. 


‘ he in 1917 Gor current use, the var atartnent Teleeravh Code 1915, 


which had been doce on. insecure e principles? and was : eeldiewed to ‘have 


been comp romised even before the editereait of hostilities.” Even so, 


1. See Volune One, Chapter VI. ws 


2. See the Renort of the Chief Sicnal Officer to the Secretary of Ye 


— —__ eS ee eee ee = 


1919 (iashington, Government Frinting Office, 1919), p. 12, which 

. Tists ‘as ‘one of the functions of the /dninistrative Section "the 
supervision of the preparation of codes" but this was a pre-war - 
arrangement dating from 4 November 1915 and was a function net 
much exercized in Vashington ecuri ing the “ar. The Signal Corps did, 
however, control coce ccempilation in France (see the Report, pp. 536- — 
538, and below chats Vid). . 


” By It was a epee’. code but it . nust be admitted ther “in 1915: trom 


* part Gades were a novelty. : ‘. 2 a 


‘kh. For the cnttieads, see note 2 of Chapter I. 


—- 26— 


vo dbs Code end Cipher Compilation in Washington oy 


there "aS at least ie rey 1916, no altérnat ive to ng No code 


~ 


a 


had da canpiled for use in an smeEpeney and none was Beize prepared. - 
Moreover, there’ was ‘in existence no unit char ged with “such a respon- 


cibility. The sensi. "Tactical cae" at best only an abridgnert 


. of the Har. en Telecravh Code. 19155 had never been completed, 


and the livberdencstmentia Cade w had been: nerély’ Seeeniendell Go a 


desirable: project: "funds were never. appropriated. 


ree sees ‘2 
t 


The Signal ( Gores did not relinguish its responsibility for’ “code ia ao a 


compilation, but the Militery Intelligence Divisica decided to° }.epere - 


- 


- a code for its: own communications with military attachés. This xas E 


Genes: and later this piecing of bale? Was used el also fer other. War 


Departnent purposes. Thus it cone about that that compilation as 


dane in Sesithnten destin: the Var tas perforned by the Military ine 


iieones Division, not by the Signal. Sorps, though the latter did con- 
Lrol. code compilation in France. c 
The Gude Gonpllt silten Sutewsteen as HI-S wes crganized in 1917 while 


Lhe cipher ve Wes still at the Ver GaSe 6 This caze about as the 


‘resilt of a communication from the henat sat Secretazy- ‘of State who on 


* 5« Tho. encipherment tables used with this code will be ‘described later. 


Os. Yardley, Black Chamber, pp. 39-47. A more ‘trustworthy account 
of this subsection, also by Hervert C. Yardley, aspeers in the 
history of WI~@ which is the first docune:t in Yardley, Achievements, 
1214. ; : ' 


" J @ 232 


é 


8 
mettod of coding cabl egrans was unsafe and a menace We Seana ye 


- Brittsb Sivemaiee. was itself subjecting * lar Department traffic to 


Ii. . Code and Cinher ae in Washington‘ = s eR * 


“12 July'1917 transmitted to the Chief, Militery Intelligence Section,” 


“General Staff (then Colonel Van Denman), a paraphrase of a cablegram 


3 


otating that "the British Government considered the 7 ‘iar —_ =tment's 
° \ 
The source of this ‘informaticn w2s not, of course, “at once dis- 


‘ closal-to thie Hnitited States Government It seens probable that the” 


>" Sing, 6 
“cryptmalytic attack, though it is not snpossitie that the American ° 


7. dis save unit was afterwards mccn elso as the Military Intelligence 
@ench end liilitary Intellisence Division. ss the narrative develors, 
tre will ve taken to refer to te organization by the proper title 
“Reach instance, but it is not alwaivs possible to-do so, particul= 
wiy in the case of events which cannot be dated exactly. "There 
@™S one reason why ve were so late in getting our system across the 

mean. Up until August [1912] we were a branch of 2 division. At 
Sxut thought, you would not realize that that was an obstacle, as 
Sere vies only one superior between us and the Chief of Staff. If © 
monly had one superior interested in what re were doing, it would 
me been different, but he wes running a division mace up of unrela- 
Ze branches, which was unfortuitte. The Chief of tle Division 
smld not know and would not Ino Bey Ging about hat ve were Going." 

Zmted fro:n-remarks by Brigadier General Marlborough Churchill at 

alecture by Licutenant Cclonel Frenk scorman, 15 te anee 

BsIs 311.7, 1929-1940, Case Ho. 897). 


8. Ze Memorendum fer the Chief of Staff fromm the Chief, Militery 
aéelligence Brunch, 2 naar oo a ccpy of which is now filed 
zi 4328. - ° 


9.Ge VWillion F. Friedman oO J. Mendelsohn, The Zimnermann 

*  ‘Merram of Jannary 16, 1917, wnd its Crvptorrarhic Sackzround. 
Bshington, United States Govermnent Frinting Office, 1932), fp. 26, 

~ “Bra statencnt that in 1917 the Vritish Covernaent was ae . 
wading American diplomatic traffic. 


ge “ J * . 
o Bett O° 
*. re es ae 


ex 
+f bigs 
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7 


¥ breclresy Saher rot any case, She expression of a lack of confidence ' 


- 
a. 


ab = - 


. authorities in France had divulged to the siesta the nature ‘of Ge. - ; 


“es 


‘Sn ‘the cryptogrephic system used by an ally isa delicate hatter, wid 


\ oder: 


_ at is probable thet the British Government acted only Ww hen the danger Pid 


“to the security of British systems. ‘counter belanced ihe desirability: o of 


. réeding american TREGERe., 


The news mast. have — Haglan to the Military Intelligence ; 


Section then at as Seoeiness rae ied is probably not indulging hie he 


“10 Ws 
penciant for sensational exaggerat 4 ion ‘when he writes, "No won?ar is 


- ry 


° ete oe 


the merorandum from the “Assistant Secretary of State frightened the ie 


“Var Departnent}- The ‘Chief of Staff a a persone al reques & for a : 


prot report." “His. official history,” 5 however, fenelly Poses that ies 


_ Shortly after. ins orgenization of MI-S "it Kes a eaeiee that the Germ: 


were reading eonrteenbten, hessages pas sine betueen Generals Pershing 


and @liss and the Washington office} " . 
‘ 


_In ny case, the Code Compilation Savebin Goan was then organized 


andzlaced “under the dienction of Ceptain A. E. — 120 His name.” 


is st mentioned in The American Black Chamber, - but the following 


10. Black Chember, 40. 


, LL Achievenents, 12... . 
A235 Yardley, ! Ahchieverents, 12; see also a letter of Yardley dated: 
& December 1915 (IR 4149) « 


Bk : 


33 . a a 
. paragraph can refer omy to hin: 


; ne proastly hose a man in the Stute Depertment Code Reon 
whom I considered best qualified to follow my directions, and 


_ tempted. hin with a conmissicn. I wished him to take inmediate 


charge of a subsection v.hich would compile codes ami ciphers. 


*Ioh:d no intenticn of beinz overvihelned with the details of 
,this work for’ I hed much else before me. In a very'short tine 


the subsection vies efficiently functisning with ten clerks 
Se the man «ho hac been put in chirge. The arrangement 
was whelly setisfectory for the vork was being cone well, and 


- Inced to cevote no iicre tien an hour erch day ke ESVAOnES 


some of the. fwore inrorta:t details... 


“The york os the Subséct ion ultinately, ivelude d the prepeneeten 


‘of ecipieraent tables for use ¥: “ith the’ War Devertnient id arma Code * 


; 15155 andthe co:;npilstion of six setlen, as Por saits 


_ MilLitery ise leense Cede No. 5 
Military Intelligence Core No. 9- 
The French Geogr apace Code . 
Geogrephicel Code No. 2 
The Casualty Cale 


The Ideal Cor es Code ee a i "ie 
~ © ae B. Enesshernent Tables 
Then the-: ver Department ee Code 1915 was first issiied, it 


ws intended thet code groups would be, vihen desired, -enciphered by 


use af a substitution table known © as “The Tedle for Forming iver. 


1 


ths 


Letter Code Yords." Such a table wes actually issued sscuetime in 1916 > 


andws still in force in the office of The Adjutent General as late 


1d Thiid. .8R. LO-21 


“Whe ee Military Taber's rence Codes sere | 1-L or uk : 


Code efid Cipher Comsilation in Vashington _.- —_— 30°. 


15 


Hae, 2 April 1916°° for the encipherment 6f communications other than |“: 


.. those ehascitled as secret. a confidential and semi-confidential : ce % 


covimunieations from this source were thus being transi sted in an 


dnsocure seit ‘which wes 21m st certainly cetpnentiset,, and enciphered - 


bate 
« ‘. 


_ cates, since 1916. 


Te action of The Ag jutent Gere —s in peraitting t this bresch of 


" good secarity sik ns ations YAS not the result of necessity, for the Code Ps :* 


ag & 


Compilation Sub sect ion had roe, pearly 2 year "batore; “a newer ant, 


‘etter teble for supplant ing that issued in 1916. - This is desérabed 2s 4 


os eisai of the British, the state, enc the Navy Devart: ment 


co 


——— eneizhering codes. 26 It was intended for use by the: 


Wiitey Intel ligence Section, Gens vals Staff, for snetohentng ‘all cont 


17. e €F.2 
fidentEz . code messa ges detieen The hdjutent Generel of the Aray oe eer. 


and Geeral $e rohing,. and Bebacet the Ghief, “warts! Intelligence | 


25. Sehemera nduin for the Ciief of Stuff from the Chief Militer ery 
v ‘Eielligence Sranch, Subject: Coding aid Cinhering Cables sess 
: ea} 2 fpril 1915, par. 4h (cory in 1 in IR-4328). This nmenorandwe 


lars the vintials of E. ai Yardley. and is aharetore to bs- regarded r 


aeiris Ca gtEE ARO 


16. Te per, 9. 


by insecure tables -" changed, so far as Sued etce now available indi-. or es 


17. Se word Neonfident ial" may. here havi2 been used ina general sense, --_ 


Ber than precisely as a classificatiun lower than "secret". The 


wal "Secret" vias appurently first adopted eas a stendard classifica-" 


Sm on Peper 1917.in Change No. & to Comsiletion ef Crders,. 
FE 176 and wes written into zmay Repwlatiens, 330-5isie] on 22 ; 
decry 152. This infermtion has been supplied by the Historical 
Msivon, Mar Department Special Staff; 9 April 1946. 


7, * -* Code And Cipher Comnilation in.washington 


= 

{oe General Staff, and a intent of fieéz 3 and military . . ; 5 rh 
Fs attaches, and vias to be changed at frequent intervals. Ag a matter + “e 
‘of fact The Adjutant Generel did use this new end better, table for. * . . 

*«, Steret eablegrens but not for messages ‘of lower classification. e Ga 3 

: hecordingly, a new tie gtive vias meeperee for: The Adjutant General, : 3 - 


dated 4 April 1913, vhich read as selene! ; 


.The Secretary - of; war directs wie "Table for Forming Five- 
LeUter- Code ‘fords"' be discontinued as a weuns of enciphering all 
-. coded cablegrams betvieen The fcjutant General of the Amny, the 
Comnanding General of the Exped itionary Forces in France, the 


“"-* Conunanding General of the smerican Forces in England, and ? ee. @ 
“General Bliss; that secret txbles, to be changed frequently; ” ¥ 
furnished by the Cipher Section, Militery Intelligence Bra? yy 3. 3 
Executive Division, be used for enciphering secret cablegrazs * 

° . between the foregoing, and that cther m2ssages be enciphered . _ 


“ “by ‘dnother set of confidential tebles also to be changed fre- 
_ guently. These tvio-sets of tables will be delivered in person 
by an officer of the Cipner Section, Militery Intelligence Brench, 
* Executive Division to. The Adjutant General of the Sriay at_interwals 
of tvio weeks to be transnitted to ee foregoing hiness 


: Curiously. ‘enough, vVhile these negotiations viere taking place, the 
Chief, wiltary, Intellicence’ Section, ‘received tien the Secrets ary of. 


. ie General Staff a messaze eyumenautiing a .reguest Irom Generel Tener 
H. Hiss, Bc follows: s 


1. — attention is invited to: the following extract from 
cablegram_ Niieer 74.fron Gereral ‘Bliss: 
“Paragraph 3. Plesse arrange to furnish a ssectal perf rectly 
‘safe code for confidenti2i communicutions between Peniene 21° : 
John J. Parshing and nyse 


1. Copy now “filed in It &228, Be bearing Herbert O. Yerdley! s 
initials. For. 6 of the rmemore ndun cited in note 12 states 
that The Adjutant General had been consulted end concurred. 


Roy i . - m 8 * _- 


il. oe cae ‘and Civher. Compila tion _in “ashini ton’ ; 


2- The following reply has been sent to Generel Bliss this date: . 


* Reference Faragraph 3 your 74 sista ‘code will ~ sent oy 
a Comnissioned officer in near ORES oe 


3. The Chier of Staff directs that you prepare ‘the necessary 
.. code and thet. you deliver it to the Secretary of the General 


Staff for transmission to General tee by a Cenemis stoned 
officers 


Instead ef compiling a new code cras eperate cipher sheet for 


use teteen General. Bliss and General. Pershing, Captain Pessina com . 


= 


sulted t the Secretary of the Generel. Staff, (Colone2. Ps P. Bishop) a 
also Zajor Wilson of the General Staff. It vas decided that: the plan 
set Sth in the directive oe L April ex ed atove would satisfy Gemenal 


20 © 
Blix? requirchents,” and no action was ‘taken, it should be point ed out 


that che a of compiling a code for an emergency such as this would 


havezeen beyond’ of the poviers ef the Code Compilation Subsection, 


aGeuied” then been at work on “the preparation of Military Intelligence 


—— 


CodeIo. 5 for nine nonths and geeaed three months more to complete ate 
Though the ana "Table for Forming Pive-Lett er Cods vords" was 


reagiized Pr insecure and vas prohibited for.use in enciphering code 


’ 


- 


meses seit ‘to France, it Was, surprisingly enough, continued an 


for ier comnunicat joris ‘With the com sine Generals of ‘the Panoza, 


1% Venorandum for the Chief cf the Mil ster ey ied Vi eenae section, [rem 
_ the Secretary, General Steff, 2 April 1915, aon now filed in 
- IR 4328. . . 


a See Me:orendun saat th. = aangays 9 Apr 1926, ccpy now fied 
in I 4328. 


Cal 
8.0 4 


Code and Cipher Compilation in Yiashington * 


Philippine, and Hav:aiian - i liad cy ‘Wot. unti) August 1918 did tle : 


“a Code Compilation Subsection Prepare a nevi “enciphermnent table for this” 


correspondence. 


- 


6. “Military Intellixence Gode No. 5 


Tis ‘code, une first on, vihich Sie Subsection began to wor ky ‘was 
comrileted onl duly, isi8" tang. was re at the Government ae 
Office in the sane: year. cept for the great wealness viet the bulk - 


~~ of the vocabulary ‘was one+part in arrangenent, this conpi ilat jon Pe -* 


ey te eee 


a distinct advance over the a evious Genes used by the Yar Depe sate 


“ach group consisted ai a pentagrarh eenforsing to. one of ths : 7 


~ 


peDartnp pattetnes : 


ae ‘Vvovel-ccnsonant-vovel-consenant-vowel 
"bs. voviel-conson2znt-conscnant-vowel—consonant . 
c. © con sonant~-vo%i el~consonant—censcnant-vowel 


The ic-letter differential WaS_use dy every group eying tro vowels | 
“4 


aiid Se consonants and another letier whi. ch, of course, might be 


> elite. Basted inside the front cover were the ‘three mutilation 


21.- See Memorandum for the Chief of Staff from Chief, Military 
Intelligence Branch, Sudject: Cizher sheets for Comnendine 
“Generals, Parmuma, Fhilivnines end Huveiian Depertnents, 
© August 1915, c: copy now filed in in lm 4326; anc Memorandum for 
the Adjutant Generel of the ariy from the Executive Assistant 
fo the Chief of Staff, same subject, 10 a 1918, copy now 
filed also in im 4328. : 


22. Pirelli Achievenents. 12. 


- Spart in the grione. aceeEiesy and Ehsan in “the ‘other secticns.. This 


Ti. “Code and Cicher Compilation ‘in vlashington os 35 
tables, one for each pattern. The instructions’ (i-isx) vere generally 
. ini accord with more recent practice, except that permission vas given 


to aurennes whole paragraphs of plain text in a coded DETESERS eerie : 


é ed th: " the encoded paregraphs did not discuss. the sane topics as 


“those | in lain text. ‘ 
" The fee ‘was sectional, in* that there vas a gene ral roebulacy 
“(a-493) and three Sections viii respectively, the 365 eave of 


‘the year, ‘a nuner ical tains, fe cardinal nunerals (en nunerals to © 


“2560 ‘end. many higher), “and: a Yhunerical table Sor ‘ordinals’ (an from ee a ee 


ae ty 
Yee TY, 


" “lat be bE Oth). No other sections amaearealé The arrangement was one- 


r 


made a necessary for the groups in the sections to appear also in the 
fEener ‘al vocabulary out of their alphabetical position, in order Be Fprovice 
a decode for ‘then. Moreover, there vere on every pe ze, at the botton, 


‘ten groups: for t he follov:ing frequent plain equivalents: 


" coma, © _ quote 
: the suffix "ing". . ' semicolon. 
.. the suffix "ing" ( sic} ’ spell . 
paragraphs (s) , spelling ends 1 
"4. * -period ; _c: ‘, unquote . 


? These «ere. also ty io—peurt in character and oe pitas: the refore also es 


to appear on the Pares of shia vocabulary in Bee normal alphabetical 


secmenee. “In additicn, ° on many pages. varients were provided for very 


frouent groups; Gs Bia ithe main entry for the letter A was ABACE,. but ; 


there were also the variants ABHIK, ACSHO, HAHFO, QACEM, , and ZABCY. 


043 


Code amd Cipher Compilation in Yushington 
. These were not printed in the columns but in the ‘blank space between 


s . . 3 eas 
bs . , .- ar % e = ogy 1a a 


the columns. a ~ ae * | _ * Sore 


- The serial numbers run from 01000 to 99999, vhich — it appear. wd 


=f oe first glante that, ‘there cre 2 99,000 groups "in the code book, but this’ haat? 


oa 


“ais iMtusory, since many of. the possible serial nuubers are omitted, in 4 


ee en . . Sample sequences are es follows: is ps te a ss 
OMOO a Fag *, 01100 
01302 ee = » * m OVER « 
, © C1004 5 - # * Oliee * 
_ 01006: Sy 01103. ; ef 
. 01.008 _ ee a one i aes Sa T PiectivigA tll seers 


On ‘each’ pace, a are two columns vith 43 eretne ‘each. The total 
ALES ae al a reaps is ‘therefore 495, pages x 96: groups = 475520 groups * £oe 
. . the mazinnua nuunber permitted by Ce three perutat’ ion ‘tables, _ The 
variants. in the me rgin and “at the bottom of the pages, as eat as the mJ 
groups in the secticns, may be disregarded in ‘computing the total, 
since each of “them must appear an the, moin vocabulary which serves 
: as a decode for Cue sheeted er ours. : 2 
o ’ . *3 
The follouing: statenent anpeurs an Yurdley's achieve:crts: 
“This “book . . «would. trve served its ‘purpose well ‘for a 
Yong time but for te fact thet ether orgoenicaticens of the Aray 
Bich had been permitted to use the book misused it in such a 
“wey as to destroy its security. -_ . as Ss 


a tainst this statement it ny. ve pointed wut on si vitnesses * 


opT aEely did hot believe the re _ compro: Wuseds ¢ it remsined in 


‘2.1 . « Coe 2 * 7% 


:: ae —fode_2 an C. ssher Comp Compilation in tashington 20 | 


current use for’ mihitady’ intellice ence purposes until 1934 when the 


¥ 2a eeatteeutaen ves lowered from SECR eT to. cCHFIRSITLAL, and the book 


, Ves reiosued on al September 193k with a nevi title-page made. by — 


_ over the old a sneet bearing the follov ing title: .ar Department 
” Cont ident il Code lo. i (formerly Militery Intelligence Code No. 5) 
‘ SIGCOT. ; : This reuse of old roterial was jus tifiable, of CORRS Ey only = 


decause of the lack. of. sitemutite funds to prepare new ronptisrdems. 


D. -& gees i ‘itary ntellicence Code No., 9 


fork on another gots of he same . general type, “‘Wilitacy Inte” - 


ee 


— e3 Code is, 9,° wes initiated with ‘ortain inprovenents in ‘plan 


~ and unéer’ pressure of neceszity work vas hastened te such a degree 


2h 


that the volume was. ready for uSe on 2 Decexber 1918. 


” ‘She inprovenents nenticned consisted of the sdepbien of the tio- 
‘part Finciple thre meron While this —_ the only basic pent it. 
wes a inportant ene, since it nest ea in piving the code seh: greater 
security than hed: been inherent in the co feztures a Military 
. intel zzence Goze No. 5. The decoce had 495° pages, each with two 


> coluas of ‘48 groups cach, making a pote of h7, 520 groups, “exactly 


"2h. ‘Eardley, ieeceaeth «, 12-13. The implication’ there mede is that 
: xcopy wns talien by Yardley to France and v:as used there by hin- 
‘is known that- it was used by the late Lieutenant Colnnel LicGrail, 
" en a First Lieutenanl, for encoding a fer messages which in 1519 
i sent for Secretcry Baker from Frence (see Yardley, Black Chane, ° 
expy of Mr. WiLian Pe Friedman, p. 40, marginal note of Ae Je” 
Grail). ‘ 


tI. : Code and Cipher Compilation sn Washington 38° 


-the same eben as appeared in the earlier epee; The code groups con= i 


a formed to the. sane ‘general pattern as AEG se af Military Intelligence 7 
Code Yo. > the encode had several probininiry seeleenyt - at , 
, “aie Days of the wean = , - A a a 
a .b.. Cardinal munbers (1 to 50 and m:ny niger) ; ; 

: e. Ordinal nanerals (ist to 500th) 
‘There Ferre no veriaaks: Free in ‘fie rozgins or at ene bottom of He, 
# pees but frequent ideas had several eroups eosigned to then in wbe Bideing 


normal sequence: ° Bes A had tan variant, ‘ecile groups. mi bes . 


D1 ecpies of WaLitery “Intelligence Code No. 2 were recel led about : 


=, 


19235 but it developed See the copy which fied ‘ween ‘issued to the office. 
se the seeded attaché in Tokyo was supposed, eccording to cereful «- : 
, investigation, to have eh burned to ashes during th ie Toko earth- oi 
que and fire. . tile ‘this investigetion seemed to Ge ‘corclusiv ey | 
Lher€ remained a pencils eutue the minds of the authorities in: 
. the Grice of tix Chief Sign yal Officer. “The other copies were stored ’ 
in t= oul in the Hunitions suttaing end alter a slecade Valitery | 


Intetirence Code ice 9. was reissu aa, still "aE the classification 


ef SENET, on 1 April 1933, with the neiz title-page nede by jae 


- 8 - 


over She old a sheet Betgans tire ieitowine title: War Desert ment 


Staff Code ‘Ho. 2 (Koameniae Hilitery Intellicence Ho. 9), with the - 


sha titles SIGSYS (encode), and SISPIK (decode). This red’ssue of.: _ 


*3 oldsalerial was also the result of financial stringency. 


Il. - | Code and Civher Compilation in Washington’ - S 


E. The French Geovrapvhical Code : , << . 


“The Code Compilation’ Subsection produced Lwo codes for ps in 
France’ nile. The first of these was Imown as ‘the French Georzrachical 
‘ ‘ Code, but the name wes sonevhat misleading: oo eee was French only 

. in that the plain ecuivalents’ were et psographicel names taken ‘from 
‘ais of Trane Ge h ceblegram from dena’. Tasker H. Bliss, dated me 
10 June 1918, iat cuggested i We Adjutant General. the seevencaabn * he: * 
of a List of code words for a ell seotraphicat” names in sections of om 
_France where military eeeaciieioner Vere then taking pl Lace, based on & 


* French map of the scale “1-100, 000. . This. was desirable because the - é 


weates tien being ‘used in’ France on} Chapter vit) did sia provide for 
: 
place mnes. As. a nESEES of this reouest a. French geographical cos . 


was. aproved ina =. aeeerdon for The psu ant General of a jray, 
from te Chief, bilitary. Intelligence Eranch, dated 1 hugust 1918. 


Throe ‘umded copies, were ‘to be pease bed, ezch to be Peemstene and . 


: given ane following distributien: 


_ @ copies to the Comiznder in Chief, fmer ican Expeditionsry Forces - 
_ copies to The Adjutant General of the Arry 
B copies to the Chief, MATS tary Intellisence Sranch’ : 
@ber copies to mil ttery att aches and special’ represent tives. 


A menarandum of 8 mugust 1916 directed tie Chief, Military Intellicence 


’ Branch, to dithegat with the printing of this coce at the Governne 


VyrintSey Office. 


25. Ee Storie. copy of the telesrim (fit0d in Ik 4330) reeds here 
Seological" but the meaning ‘is clear. 


"26. Se If 4330 for all these memorandums, -.— 


‘ , a ; Code and Cisher Compilation in ‘ashinaton 40... 
. bl y . e et . * . 


am a This ‘code, which wes finished i ‘Octooer 1518, is one~part and - 


“> da provided with both five-letter and five-digit groups, so that it 


could be used in conjuncticn with other den using either Sabine 


cs * 
a w Sax 
. 


*e¢ or digits. Thére are (10; 800 code groups, of sen 9, 1230 have plain . 
; ‘equivalents, | the renainder ‘being BLaohe for addenda, eounes through- 
on the book at ir peeeiiee intervals. . 
_‘The plain equivalents are entirely mace up of French geographical” 
nares "taken anes a strip of the map of France (on a scale of 1; 200,000) 
ills ais xLending tiventjntive ‘wiles on either side of the battle front as it = 
‘existed on July 10, 1914, as well as from the aaa Paris, Tle, and” ' 
“ Chalons areas." The nares . be the principa al.towns and cities rr 
eS ; out the ‘remainder of France ae included in the list. The dis- 
tinguishing feature of inne letter code groups is: the use of a dovdle 


vouel in each! group... There § cre tin-ee- forns: (1) vowelcensenant~vortel~ 
vorel-censenants (2) consonant-veue}-vorel-eenscnant-vorsh and (3) ; 

, gonsonin tv ow" el-cens: onant-vex el-vo: sel. The letter groups begin rath ABAL 
end end: with VULIY. Tsun this code vas to be used only, in France, 
there the requirement of the cable companies thi t eher code. sroups 
chou be pronctihnertatsils woul not be effective, tie code a never-_ 
thee met — requirenent. ed was then custenary to Jean two | 


groups together, e wid send theia as one ersup, whaeh viould aie be 


‘charged for as ons word. -This practice ra 5 then allowed by the cable 


ecayanies in transmitting messages to all points except those a the’ 


04g. 


new NAAN 


ae 
-¢ 


Code and Cirker Compilation in ies Raabe hein: " 


ee a 
‘United States,’ Maska, Ganeaa, ‘and Masco: ) ‘ 


Three muti), ation abies are er in Hie front’ of the code 
book, one Tor exch of the — types of code groups. 7 . 
"Accompanying, the sive-tetter code eroups are five-digit code . le . 
eroupe to be used ‘alternately, “but never BaEheut first encipher ing 
“them by a aetired to be supplied. These grcups range from C0000 to 


"35997, ‘ith eclectic: emissions.” The digit Eroups are identical with - 


" those seville: red: in ether tak Depertment code book’, except host oe 


‘liters Intelis gence Code’ Ho. 569 That ‘code contadas none of the. 


“numbers ak have “been ‘used in the French ‘Seqrebiel Code and’ con- 


».< sequently ‘no ecnfusion cuul.d result, 


* Eacipherneat could Se epplied to the ‘ie. nEPOUDS, fcllowing any ; 


. miereotlied ate cap) sik ed vaen ony code for which the French Geo- , 


" prarkical’ Code nes used as a supplement. Bm 
“F. Geographical Code Ho. 2 


“Seoprephical Code No. 2, . a new code made necessary by the 


27. On thts: ecekien at per rasatee ercups in internetional ‘calves 
and radiote slegraghic language, see ‘iilliam F, Friedman,” Revort 
an the History of the Use of Cades end Code Lanrcuere, the Inter 
pational Yelcsruvh Rerulctions pertaininy thereto, and the “bear 
ing of this history on the oe Revort, to the Internaticnsl 


Badioteleprarh Conference of ishipgtens: 1927 (Weshington: 
United Status ‘Government Print in Office: 1928). 


28. ess rraphical Code Yo. 2 ‘(“ashingtor, Ovteusr 1918). ‘ork was‘ 
7 October L9L3, but the book was not ready for distribution , 
mnt 15 Hovenber 1916. n is € 3 


° ee up ‘of French’ Esoguephicall names tater from ‘reac maps Seale 


0: “"Code and Civher Comilation’ in Washington - : 42 


_ changes in the front, was Hitineoeasbies in October 1918 asa _supplenenitary 


’ Eads to be used in connection with any current’ code ‘heels, - wes also 
one- party with fivecletter or five-digit groups, of .which 26 »7h2 had 
plain, equivalents and 138 were blanks fer addenda and 5 eae, 
‘ores 26 £85 aunts groups. ‘The plain equivalents were again enue 


ws 


“a: 3200, 000 and coyerind the area bésiniing with ‘the Battle —— as a 
existed 5 Septenber 15, 925, north and east ead in, allo¢ Belgiua, 

" swall portion of Holland werdening’ on the Belgian aoe ond Geraany * 
~ from the Belgisn-French Engekies to ebout 25 tas beyond the Rhine." | 
- A map on page ii shows the ens territery from which the nemes vere - 
oe ; - i _ . 

The principle of the two-letter dir oepeikiat: Was employed in be 7 
cons caugidion of all the cocie ee which were. either (1) ern 
vovel-consenant-consenant-viowel or (23 etiche: Seataee tete 
eensenant in form. £Ezch aroup chenedient nee tivo vovels and three ne ; 
*‘gonants. If ai, consonants and 211 vo: is are used it-is possible to 
have’ 20,8 £0 combinations of ‘five le ters, white still maintaining ‘the ° 
‘trio-letter disferential. Only zbeut 27,000 geographical nenes were -used, . 
however, 30 an of the possible ‘core combinations vere not ‘eeeds The 
first code group wus BABAL and the last xOZ%. The Pronounceability of 
Lhe eorte groups, whether sent singly or in pairs, agein satisfied, unneces- 


sarily; the regulations of the cable companies. ° 


O72 O80 


a at a he ret ee a te, ba Specie: ig 


: _ LAs itdt ke ty Patent th ia cinch ote Unseen anaconda a Sate < — a 
- ©, ae ® ; ; 7. : ie 3 
. ° : Yeo a, ed 
oe . . 2 ee | , 
" . ‘- ; ‘ . : os, 
~ 11. | * + Code ent Cipher Ccinnilation in Washington 3 
t . . ‘ : : : - -. ° . % 
it « |  ° + This code contains a single —— Table, a distinct advance _ . 


“a over the three-part table necessary in the preceding code. 


the. finendigit epde groups, ranging from ae to 83,8 with» 


- 6 eclectic omissions,, we're to be used as alternat Lives to the es 


" groups, but, never unleas the entire message vies, in digits. The main 


rl . 
. 


" ** goede book used for the body of.the message would determine the manner_ 


el 
oP GO 8 


aie 


¢. dn which code groups frog this. code book are. enciphered.. 3 pg” * 
te (ee) a i. wil be recalled that the French Geosraphicel Code contained © 


' code groups “employed by no other code--all groups hosrtn ing apr .e voviels— 


tee 


” on wae 


ec . and that this distanguishine characteristic made the code groups | from 
“i a that code “jumaediately recognizable in traffic. Geosrenhital Coxie No. 2 


"  .*did not possess thet feature. Therefore, indicators, five in maser, 
* were provided to designate what group or groups were taken from this 


* ate ex 


i on ie alt ie eG 


“. . : ry 
Ad 


The indicators were an highs 3758, 92812, 93573, 93985, 93587 


-" but the normal code excups vere teh. ‘tre last one belies. sae, Tt 


the indicators wwere placed in the nenety=three thousends to facilitate 


>. 4° decoding ae making possible easy recognition of grours taken frea 
Geeaiiled] 1 Tode No. 2, “then this would cor> esponding’y also aid the 
ecDery eryptanalysts by showing them that .a shift to other groups ras 


occurring in the message. This wea ite point could “ha ve nen elininzted 


‘by uc cane tee er numbers. 


‘In the Introduction is a list of Mnoditys ng terms, articles, | 


| | a j | Os), 


| | : QO adJeclives end prepositions" in an Sandel diies form, covering alnose 


il. Code and Cipher Comnilatiun in Washingt on: . Lh ° 


"+. * saven pages, which are for the purpose of aiding the encoder and - 


AM ni decoder when such seiewiations arpear on a map or elsevhere. 


‘ _ we . = %. : “a = : . Le: 


-* .G.°-The Casuelty Code ; 
* .,. “The Casualty Code, as planned in “the ‘Code Cumpilation Subsection, x 
_mast not be confused with another code of the same neme compiled by the we 


. 


Cede Compilation Secticn, General Hecdminrters, american ESSE LBALy 


Forces, in iene” 

tg e 2 oe : # . 

This code cn which work was’ besun on 16 September 2918, was 
intended to provide a substitute for the’ Wor Den: rtment Telesrerh 


Wee ie, 


‘Code 1915 for the special purpose of casualty —s The older’ code 


required fren five to seven or eight groups to report a single casualty. 


The Casualty Coce vias planned to comprise a long list of | 
. Memes, necessery nunvers and dste’s, the name of every individ- = 1 
. wal organization in the «ray; including all branches, together 
with a numoer of provisional organizati:ns contemplated at thet 
. time, and a vocabulary ee for the purpose for which the 
:, code was infenied. The na » Getes, nuibers, and vocebular 
: tere not especially diericult: te com-ile, out when en effort 
‘t2s mace to secure a complete list or org2nizeticns, it devel- 
oped that no cepartirent in Vidshington ‘had sircha list Censid- 
erable difficulty tizs therefore experienced in sotesnia she : 
.information necessary, Dut it wes obtained. Frobably this 
section had in its possession cn Movember 15 data vith regard. 
‘to the vuricus branches of cur Army, which, had it been properly 
tabulsted, weuld hove formed the must complete end comprehensive ° 
catalogue of cur military resources in existence. 


29. Sec Chapter YI. a 


30. sl evidence concerning tis coce is taken frea Yardley, 
- BOicvernts, 13-1. ¢ : : : ” 


a __Code and Cinher Compilation in 


washington 


The york on this book wes nearly completed, when the signing 
of the armistice, and the necessity for the imediate compilation 


and production of Code No. 9, rendered further work undesirable. 
The materi 1 gathered at thet time, hoviever, is still in the 


Possession of M.1I 8B J -and vould be qyeiiable 4 if the i allieas ; 


; of such a cocie ever became Hacasesry 


"He The Zdead Corresvondence Code 
_ On P) Decenber’ 1918 tncteustions were EVE the Code Conpilation 
‘Subs section to prepare a "pocket code" fez use by aera ay attends 
tihen on ae away from their regular posts and for genes special 
sg itary agents in the. “field, par See ey those rho would gO into 
° eneny ——- PEE be the Army of Occupation. _ The necessity con eons 
eel ne the true notre of this sede nectitad aire the adoption of a 
‘ subterfuge’ the code .wasentitled the ideal Corresnondence fede, 
‘the publ. sher VOLS seated to be the "Ideal Code = anys New York 
City,” and a’ ey was made on the title-page that ite purpose 
‘of the ecapilation wis to disguise "commercial, SearensitistSe and 


. . . e ” . S 
genes correspondence." i the code was a product of the. 


- Code Coraia ion Subsection end Was printed at the Govern Ty (ee 


“ang Office, though in type end form’ it wes completely di fferent from 


“ ordinary pudlications of that office. 


The ere ter differential was used threughout; 211 groups being 


of the consonant-vo: el~consonant—vor -21~consonant formation. A mutilstion 


. dm Tee Sas probably later destrosed as obsolete matcrial. 


32. Yardley, Achicveiz2it's, dgths ° e : 


Tis Code arm) Cinher Compilation in tashineton 46 


table appears on the insics of the front cover, Ths arrangenent is txo- 
part, and both encode (caliesd “cods") ani decode are printed inthe saze 
volnzs in a peculiar fashion. Yhen the book is held so that the title- 
page is right side up, the richt—hand pages alone eontain th encode. 
The decode is printed on the left-hand pages bat upside down, so that 

in decoding one mast turn the book upside dorm, in which case ths decode 
_Peges will also be on the right hand. The reason for such an arrangezent 
Tus this: the cods clerk could turn the pages with his left hand, using 
his right hand for writing. The left asm could cover the _— on the 
left, concealing the printing on iat pac. , 

There is a munerical table on paces x=xvi providing for all ordizals 
and eardinels up to 500 end soce higher thanthat. Each page contains 
42 groups in each of two eciuene,, and there eve U8 full paces (12,432 

- groups), one page with 25 groups, ani 532 groups for numbers, a total of 
12,929 groups in ell. Sate of tie plein equivalents ars provided with 

" varfants: 4n one instence (cinher indicator) there are es samy as 51, 
though core norzally three is the usuel nucver for very frecuent words. 
Sore of the plain equivalents reveal the cilitary origin of tho ele, 

€. G+ wakUN = "Cannander, s, in Chief, Amex Forces." Unusually good 
provision 4s made for suffixes to be added to roots. Though the cods 
e=bodied a nunber of ingenious ecititaatcy, it ras mever used very mich 


and never was closely Imiteted. 


054 


8 “very fev, if” not,- pas tlie only ‘example in jmerican ey pboeracir Sf ay ‘ 


wwe Ndistorticn table" (merely an ‘encipherment table based on ronal pha- ss 


at, Code and Cinher Compilation in Washincton  : L” oe 


ae ve 


‘betic substitution) is given in oH Int troduction Gps ae enone of the . SNe 


Bs 


. . 
Oe 


the publication of an eneipherent ta able in the sare volume as a code, a 


. . - 
t- 
- 


aes, The AT&T Printing Telerrath Cinher 


There, remains to be discussed one inportent development in the 


field of a and cipher compilation. in. panel ws la 8 topured during” 


- s , 
e 


the Vary though Bot on’ nits oun initiative. This 1 was the, printing 


telegraph cipher designed by the engineers “of tle American Telienhire 


‘and Telegraph Company shich was tne subject of a Aengeny controversy, ae ao 


between the Tavenbane Teter, ries, the Wilitary Tnbariteenee tisisle®, Ss 
the Signal Corps, end o icials of the Connery. a a ; ae 
i eitacene of the Company had begun, in the spring of 1916 t oe. 


vork on ‘the problen of devising a‘pr inting Talegrege ci ipher 24° and 


wee ve re later, during the war, reques Led by Colonel John J. Carty, 
| Sigial corps, ‘to’ continue their researches into the possibility of , es 
obtaining se er'acy’ = some modification of the printing ¢ telegrarh. 


33. Sco Report of the Ciief Sinnsl Officer to the Secretary of Ver . ? 
agrS, ps 133. “The secre is teld in detoil in Hexisacts Tres 
correspondence relsting to svlution of A. Te and T. Printing : 7 
Telegrayh Cipher," a document presivred in 1543 by Xe. Willian 

F. Friccnian and now in the Fes ak the Direster of Communications 
Research. , : sO sas 


. ¢ 


34. Ictter of R. D. Farker, Telegraph Development Director, AT&T, 

* to Villiem F. Frieden, 1 Mareh ISL), Tiled with, "Zxtracve™ 
cited in preceding note.’ See also a p2per ty G. S. Vernan, 
"Cipher printinc telcsrath seystens fer secret wire ard rezdio- 
telegrajiie comuniceticns,” in cyeriecan Justitute of Electrics) 
Engineers Journal, Mew Yerk, Fedrwery 19%9,, Yoke L5, pp. LO9-115s 


* « J e to 
3 ~ fe des 


Ii. -_ Code ao ‘Cipher. ‘Guetta tion “in Mashington en L8 


In an ‘effort to speed the transmission of traffic between ° 


Ss rene 


“\fachingten and France, considerable attention had been given by the ~. 
Signal, Corps tothe pos play of Steae interception of cables, 


«since at was’ ‘desired’ to ‘send’ messages in plain tgs. by this means. 


a ° 


The. conclusion dratin front daverul: study wes that, theugh difficult, 


: eneny interception of the cables vias not beyond, the range of possibili~ ‘ 
ties and that nthe ‘priating, telegra; ch system, without ‘further invention, | 


could net. be depended. upon to safe-guard a mesSage sent in plain English 


' against tice efforts of an enterprising encsy with proper scientific - 


- IeiowLedge and ccuignent ee oe 
The AT&T engineers, cooperating with Pieavennar: Co Lone? J-.0. 
iz bors, Signal Corps, oe ed a series of experinets, and « j 


a" finaly Gevised amparatus thereby a rieesaee written in plein English. 


‘cowld te quick! r enciphered, printed in plain letters similar to the ” agg 
printizz ofa typeuriter, and transmitted over a ‘Eeleeeeat ne and 
received at the distant end. This printed eames * tel egrany copied 

. upon the decirhe: “ing bray cnne, eee finally eypeer “in pain Ensiish. 


“ian forms of tluis system are possible, each adanted to 
diferent circumstances. For seme cases the best plan is as 
fellows: rite the isessane to be sent first in plain Englisn 
SJathe office rmicre it originates; copy this messatje upon a 
tapesriter keybom-d which perforztes a long peper tupe. These 
peforations a: por on the tape in telegrzhic code and enciph- 
eed. The tape thus perforated end enciphered is sant to the 


35. Beort of the Chief Sicnal Officer ‘ts the Secretary of Vor 1919, 


TT es Code and Civher’ Com: Matton in “fashin:ton L9 


telegraph at Tice; whore “it is passat — a transnle ber mi , 
. thus ‘sent ever the wire to the distant end, at which point it 
- . again apnears, still in cipher, in the form of a -perforated * 
* * -tape. This tape is delivered to its destinaticn, where, being 
put through the decirhering neers ae I~essage ajpears in mo. 
rial "Sagi dy, a ; > a a : 6» 23 
- The sending of ube, cnet peseane over ‘the wire is _ 
-* . accomplished as. ey as the sending of an ordinary message. 
* " “ The enciphering of the message or the decivhering of it is s. % 
‘accomplished zs cuicldy as en ordinary message can be copied , 
upon a typewriter, . : le 
Menifestly ‘a device such as this overcomes all of the "al 
delay caused by’ enciphoring and deciphering, end if proved © {). % +: 
to be reliable in operation and if the enciphered message ie 
isin secure form, a method has. been developed vheredy the’ 
time of encinhering end deciphering “Ss seved and the trans= “a 
mission of the messase over the telegrarh wire is accemnlish-. oie 
_ ed as rapidly es the “transmission of a message in plain 
" English. .In addition to this, the safety of the message is 
tervise ‘enhanced because of the reduction in the number of 
‘dose who must, possess the cirher end beceuse the message in 
-Fessing throush the telegraph office is in the form of a 
IP of Raper arbitrerily perforated. a 


a ie Revort for the year 1919 the qhies Signal ‘Officer stated 


* that te speed znd reliability of this apparatus ies been fhoroustly 


toutes over line's cariving messages of the mos  eeneaeuneaan character 
’ from Ebsken to deshington end fron 7 veshington to Nevport Nevis. ‘The 


; Sapien peeduced by this apparatus hen used ain accordance with the 


methods Geyises by: the Signal Corps BS seid to have suécessfully 


pees all the efforts of ci: ‘her experts to solve it. These state- ; 


MCiTbsy shilo anette trie et the time they vere — for inclusion 


36. Yoted fron.tle Revert cited. . 


II. Code ard Civher BoA ein in Hiashington : 50 
_ in the Report, vantedated the conclus sion of the rade ter, since ate 


solution ef fede messages vias not achieved until ‘8 Decenber 1919. 


‘Tt will be vell to summarize the story in some detail. On 11 


* June -1918 Mr. Gherardi, an official of the Company, sent to Colonel 
‘ ‘Goorge Febyan, of Riverdank laboratories, seven challenge messages with 


_the following comnent: * ; . 4 , Ba Se 
Ian not a civher expert.and wevld rot presume to say | ° * et 
vint.can or cannot be done, out should you:and Frofessor wi fot 3 


Friedman decipher messages Nos. 1, 5, 6 ard 7; I shall feel 
that I oie you both a geod dinner. I have no doubt ial 
+ -.you’can decipher Nos. 2, 3 and perhaps ‘he These, howeve 
as vee understand, are not. the arrangement which jie propose. ; 


The next important ‘docurent is deted 8 August 78 and is a 1 letter 


‘from the Director of 3 ilitary Intel. Licence to the Chief Signal Officer: 
od. The ‘excited means of enciphering’ “messages with 
an arbitrary, meaningless running key of 999,000 letters, 
provided no tiio messazes are enciphered et the sam point 
on the tape as explained to Major HMauborgne, Sisial Cerrps, 
*, am Captain Yardley, bGlitery inzelldsénee Px anch, ‘by 
officials of the ‘merican Telegraph and Telephone Conrany, 
is congidered by this offi ice to de abselutely indeciphe~ 
‘a wall 


q 


Message Ho. 2 of the Gherardi Sutiene nessases’ vas ‘sclved on 22 


March 2919, nessage ‘Ho. 3 four days later; when meosage Ho. , was 
acheiet des not ap ES er in, the record put a0 Wes cer rtainly solved. 


Son solutions of Pe three were penoansea, the ‘proponents of 


‘the inacinheravilty of the pedicle eal h Sayhen refused bo 


accept t this 29 proof of he ‘insecuri ity of the system and claimed 


a) : ". 37. Since this docunent be:rs: the initials. of Il. C. Yardley, it 
0D seems clear thut he dicteted fcr tlw signature of his supericr. 


055 


? iv] « 


Code*amnd Civher Compilation in “eshin tor . 


“that the — solved mes Sen _ nt — encither: a in necordanss j 


ee. <? es with the Ii ethod ectuslly ‘used by the § Signal Gorps. Hot being ‘ina 
*s , position to contes Ht tet iehediny, since the chalterice messages ere anes i 
ae ‘ : 

| prepared, by the Cony: any ond net ‘the ad Corps the ive bank 


Laboratories contirued to press for more Lest messages vihich would 


= , : “actus ay conform to the Sime 1’ Corps “rethads Finally, after STEN 


. inejotdaticn, they received on: er - aboit 6. Getiotres 1919 a eet. of 150 


; food a cipher ages, constituting “the totel numoer es messages actually 


ane Sine ~- wees Sites 


J . Be sent in, one Gay by the Pais staticns ef ‘the Printing Telegreph -- 


- = ‘System . eS fae opera ated by phe Signal Cor rps bet ween Teshingt. any herfolk, * 


"New ‘Tork City and Hoboken." a” tt * Be, ‘ i 7 Cy .*, ee : : 


Thet at this date Colonel } Mauborgne wes stil strongly of the 


* 6pinion that atte: mpts at solutis n vould be- diueeess hin 15 indicated 


by the following quotation Reon Hee Dever 45) Caloned Fabyen dees sad es 
28 Noverber 1919: : oS a es . 


e « 
. 
— . - . 
- 


i fs ee tee T never a8 sided tted thet you hac eny method 

for danas ng tnis cinher, and, 2s in the case of 211 these 
academic detates, yrou wiJ.l give to produce the prooft 1 t... : 
As you reeenniue. the by-praiucts of tiis investigation are- 
highiy worth while even though vilieare never vias, as there never 
will Pes a reed solution. . 


- Colonel Meuborgne was, however, neattalten, for on & Decerber 135, 
Colonel Fabyan was able to wire a ‘report of suécess. Colonel ieaoset 


nov ras willing to admit his: error; for he r:rote brs days later: oT 


Code and Cinher Compilation in ‘nshinaton 


, ~ * F = wake 
' a ame 


Your telegram of 5.00 p. m. of the &th wes received here Pe a 

" about noon, the 9th. Your force is unddubtedly to be comn- - .-.° ™. 
_ gratulated uron the cecivherment of the messages Which you.- ; 

“annonce in your sae em. I take off my hat to Riverbankl 


arid —_ on 29 December 1919: a ee a x 


e* og rc You have done a great work gail your contentien of last s 
. eS is sustained - that tle method of using the, printing oe 5 sm 

’ telegraph cipher as used last yerr by the Signal. Corps wes - Pe 

_ decipheradle. - This is, perhars, the toighest individual cipher 

. you- have "ever oe to taclde. To the victor belong the spoils) 


"The letter just quoted. in part makes: clear ‘the’ precise Limits of the Ee ~*~ 


. 
: = : Pe eh AS 


i: Achievenent, of the Riverbank solution: cas 
: I « » - did not receive, until my ee) on Savuedae, the 
little tupe messere which ycu‘had prepared, which demonstrated . °° ae 
. beyond a shadow of a doubt, that you had not ‘only troken the a 4 
".’ one hundred fifty messaj:es prerared on the printing telegraph 
* according to the nethod used last yerr by the Sigal Corps, — 
: but th:t you had also reconstructed the running key ‘which 
‘ enabled you to prepare messages to Le sent to the Chief Signal 
Officer, to General Churchill and to myself, all of which were’ 
this mornins put threugh with-ut mishap, on the ¢3 ipher machine 
here, using cur F ey tapes aad to existing x methods. 


. : . 
ga a 5 . OR 


i The significa nce of thie: solution desbeads sone further comment. 


There is m0 doubt hav” it rep wrocented ey, far the most important envpe 


analytic scWinyen ext of eny Junerican’ group; ‘it is peandlite ‘that it vas 


‘for. in advance of sri titine thet nod —_ cone hitherto by any p eeees 
elsevtere, That it took only tro aenthe t6 adeonpitdh the feat wes 

' sone thing the at “Was made poss sible only by, the preceding eight months: 
of special <tiiaice by the smd. Rroup under Yoo Fe Friedman! s Apaters, ~ 


ship cansisting of two or tirece erypdlan-lysts and a- sind) ar nunber of 


9 clerks. As a matter of fact, had it not been fer a single error made 


we, TF 
\V ms 


a - . . ‘ ae S 4 


fa Goda iit 0 Cipher Compilation in tdshington — we. 


“by a clerk in Ue i = t stages of: tie silenstian | of he material 
ie - .. 
‘for solution, an error which rem2ined undetected se over a month and | sg EP 


a half, the solutin ‘vould probably have been seathed in! a fen aeys 
- Anuteed % Sycuth sixty. The principles underlyi ing: the: ‘soluticn, 


- developed at ieee time, ‘rena'ined practically unchanged. 


* Aes: the solutis wy had been accomplished, the principles and. lag ky 

method viers ex}: tained te Colonel Heuborgne and to Magee Yardley. > "ts 

aA The latter tindertock to sits cece the system: by superinposing a "@ oo i 

“method of ehedéing the. tiddestorst- which hitherto hadb een -sert - Se i . 
*. . -in clear. The method qe svbnitted to ‘Peivertitete and a relativey : 


. jeomely acini ¢ as ; found, much to. the ‘chagrin ‘of he HE Si ‘The re- 4 
Sed no further works on the GRE problen was done by either the | . 4 
e i Corps or). r = The ae for the mechines having a sed, 
they were discontinued frem service and sent to storage. : : x sci 

. = = In conelt usion it shuld, be pei ae out that the aesinvess of : 


this: system lay in. part in its use of a *adiile een than a aineiie 


tas of the’ type new now as "one-t: ime "and : thet origin My the 

- engincers of the AieT Conary hed var ted ig use the -sinzle tepe but 
were proveated frei doing so - pl cas, on the part of -the hong officers 
~ytho’ were shoym . the eysten, thet ‘the production and A steateten’ of 
such keys usthe. involve insuper: able difficulties. Consider the 


folowing stitensntss taken en the letter ‘of R. D. Parker alreacy 


- 38. Tie vere eibodied in technical papers on file in the files of 
: the Director of Cormunications Research. 


a *" Code and Cipher Compilation in Washington * 


*» cited: 


thet ‘one. of the mna jor objecticns to ‘any siete tue is sa : 


to time pis sae propos2is for new nhes systems ahieem to their 


I vas Yin" on this from the start and the printing telegraph 
cipher system, 2s originaliy proposed, ecntemplated the use of a 
random non-repeating key Lape. ‘Ve were disappointed at the first 
‘demonstraticn of this single ey system to an officer of the ~ 
Signal Corps in that he eal tered the problem of preparing and 
distributing key tapes. insurmsuntable. I argued with hima bit -: 
zt that time.on the value of the secrecy obtained by the single ~ - 
key system. “It is.reme:bered that this erguncntative attitude 


vas out-of~line with the ‘feelings of my bOsces, : , me 


Horicver, nobudy seers then to hive pointed out wnat stall remains ‘true, ay 


ee et oon spies (gee 


impracticability of. Ant erconsmunicat ny, by: ‘this means, among a large : 


‘number of stations. Were it not, ‘SO, the one-time _tape systen pote 


*e = - 


hie reached full developnent long petene 1913 and the SSA, would not 


have had to adopt one ‘tuo-tape ‘sy eben as an interim measure. In 


elubor ating the Latter, full adventaye Wis edie of security principles 


based pon the 19.9. solution at Riv sce {elscnetantes, It is wor - 


ful of the interin : sy ides would have been adopted had it not bem for 


these’ early studies, which therefore eeeved: a highly ‘useful purpose . 


‘in Vorld usr rt. a 


. - * = a . 30. .— . - 
J. _Miscollancous Material ‘ : 


Cryptographic bureaus receive pron the arene pubis from time 


39. In'this section will be discussed certain activities in the field 


of cee and cipher, compilation which were not carried on by the 
Code Scompilation Subsection of H. I. & but rather by the Signal Corps. 


qrn 


ne2 


:inventors appeer ie be’ "a Speen: indecipherable." ‘Yost of Phe se. 


* prove upon close es% camination to ue either. too simple for security; 


« 


| 


Pek Se tahoe 


or too complicated for practical use undér ‘the _conds tions of mili Stary , 


: coniunication. he United States “Asi aw hasy ES @ netter of fact, rever 


hecepticd 2 PRG Res ed sys Loin n coming frov an outside source, though aa, 
"Less ce. viorild do so in eis event thst a fee nee suggestion vere. 
ade. = mein reason wily cutside sujijesticns have “proved so useless’ 
his been thie Deer that seotrty has prevented the ‘general public feos 


* gaini ng- any lorouedge of, le conditisns on which all cryptologicel 


_ developnent ee be based. Niece inventors are doomed to” , 


failur e. ky 


' During the ‘ar corlsiderable corregiondence pacsed betvieen River- 


1 %e By "i 
bank Laboratories end kI-8 concerning the running-key type ¢ of 


Sib, In tidis case the key sare of intelligi ble text, usually : 


taken from an. ordinary book or ‘ovels ‘The, cryptanalysts at, River- 


.. bank had devised’ means’ of sol ving, sich’ a cipher, but as the Chief, 


"astitary Intelligence : Sranch, stated in a memorandun for the. Chief of 
a : F 


: 7 . a 4 
Staff dated 13 May 1915, ~° no enesy or we asia ssontiegt nes know ‘to 


~-be using a running-key cipher, ania simpler end wore rapid’ rethod, of 


42.° Copy novi filed in m Baas ; 


40. See Chapter I, Secbion B. 


- 


attack had been deyisee in MiI-S some nonths previously," This type 


jl. See’ itiverbank Fublicaticn ilo. 16, cited cvove on p, 6. 


12 


43. Despite tliis statenent, the method vas. not simp ple. 


ae Sod Code and ( Cipher Comitet, Lion in alduatien a 55 


Gr . Code ar ciohor ‘Comination in tT! n taskiniten ” 56. ; 


3 ' : ‘ ga ae 
e . ad 2 " . s 


* ‘of elphor was FOuaree, henever, by. Colonel Parker Hitt ond Licutenait | ne iy 


“Colonel ceneph 0. Ieuborghe, es indecipherchle, and they challenged ; aT s 


- Captein Yardley, to solve sone” “samp  hhossaces. The challerige was 


el ‘accepted, and in the: firs st week of Decesber 1917. Yardley, was able ie. 


_ ah 
aid the messages. on soner snely, Colonel Ieduborgne advised General. ; 


Pevahing not ™ use ‘this type of etinde qutiees Sabine with trans- 


- Ce - - : GaleD i ‘ . “ .e . - : - on 
_hnother, device investiayed by the Signal Corps, not by MI. Bpee es 
“at first a; : peered ‘to have sie merit. It was in the form of a types Se Rete 


+ -* Ps Cj 


‘ writer of She typepheel wodel. A key disk was so ‘exranged thet t the “*'¢: 


copy y obteiried Was ‘a iis reeset lot’ of 1éte tes which could be deciph- ”. 


ares on any. other nééhine. of the sone type, provided the ‘operator wes . 


furnished ath a. ey disk spercensniins to. the one used for enciphering . - 
. . © a's . . S a is % 
, Gis. sendetes ; Erorenin’ of the plugs in.these disks could be changed 


° e | LY 5 . ® 
. . 5 * Q fA) % . . 
*. at the will of the correspondents ccncerned. - It was ‘scon found, hovever, 


‘that’ there was 2 certain Sequence to the letters and there was but 


little trowble in ‘solving the ciphe:, if an expert was supplied with 
ee 5 a ae stv Be ‘ 3 Lis : A.8 
-the nuzcer of messages written with ane ‘some key disk. a 


Ly. ‘See letter of Yardley to General IM. Churchill, 15 Septeaber 1929, . 

. in IR 4332; other corresponience in IR 4553; ani a Menorandum for : 

* the Chief Sirmal Officer, from the Chief, itiitary Intellivence 
-Branci, 16.harch 1913, in which Col-vnel Van Deman reports that he 
had advised the -Inteilicence Of!icer, #serican Expeditionary: Forces, °. 
that the system was not iudecirherable. See Revort of the Chiel 
Simal Officer to the Secretary of Ver 1919, Pe 24,0. 


_ 4&5. This was solved by Lictlenant Fr ried:an an Mrancé, 


. - « . we © eee 6 oe - 


© 


system," 


an 


drical — a rendon-ai: ea i ail alphabet tas viritten . on a exter~” 


. 


ned cylinder, ‘tnehty-s Sac, other edphez alphabets on an internal cylinder, . e 


; "att cylinders benne: so arre aged as to revolve on a commen aus with | 


the inner alphabets’ m2 


each, if 5,000 devices. vere ‘purchased, ‘or at e 


‘+ ‘purchased, but tie cempa ny refused to give the Governzent the il, 


of exclusive ust. 


- Even so, “it apie ared thet the Govermaent might eecept the proposal. a 


> + Cap! Lain J. 0. “‘Maubozene, tien, ‘Still at Fort Leavenuor th, urote t oat bp *S vr 


" Code and Civher C Compilation | in ashi 


eS 


- . . 
. Pa 
- e 


ington. : 57 an *. 
‘Another propsel sys ten, known as the fy Je Atchley Secret, Code 


was in reality 2 éipher sien wing a device of a 


wie ‘yistble, one at a tine, cheer an 2 opening. ” 
The a. G. Sanl Conpaiy. of Cidetgo desired in Jun 12 1917 to manu- a 
factur e the ‘divitics in 1 quantit ty for doverrinent use, at a cost of m0, 


5 ea ach if 10, 000 were a 


cm 


ast 


‘far as he could see, whe, device vias indecipherable. . The saine Seiten, : 2 ie 
_Was expresed ‘by: Captain ¥ ve Ne Hughes, Fes who visited th 2 company . ‘ fog 
. a ca a 
_ and gevea favors :ble Epon on every detail except the price, which - eS 
he thougt shout nee eaReee | one doliar pel ch. His recomue: ndaticas es 


were “appreved Any the ch iel, 


Davalos in a merore. ndum dated 15 ne USashs 
Signal ai but the device appears never to 


_may be peed out that it cavelires 3: ittle more 


1,6. 


eae mater 


51 


dee 


: eyli nder tevisec by the Confederates ciring tiie 


Theszidence cn this system is filed in In 433k. 


ite 27 Prvstid cen’s Secticn, ° 


ae 


adeneacen to the Chief 
have been adopted. It 


security than a cipher 


far College 


7 


—— 


" ” ace 
-8 . . . 


, The este moar as the ninterLoekiing Cipher, submit ted by 


. . 
. 


, Jimues 3 sie Pryor on 25 ray 128, 47 _ Was rejected as too pan aectted i. 


Seorre H Parke, of. “403 ian: sport, Femeyivania,” on 16 January 1918 


- ° 
. = raery 


_subait ted to the, Berndt nent os “Iustice a sample PSESHEe ‘in what he ° 


. 


; descrdted as "an absolutely new Saas built along entirely new’: 


lings. * peat no person on earth knows asinine iiteues about 


it except myself." “ether ery ottenpt vias 1eAce to Bons ve the" sengie - 


message is not Imown. ~*~ ' 
- : * . i 
‘ . _ 
- a « . P : . . 
. - , ° ~ . oe 
_ s® a ; _ 
— . 4 ' - ‘ 
: = . is a : 
: xf r Ss ad sz 
. Po *. - 
. . ae 
<3 - . . . . 
. ae : J 7 


LZ. see T4335. : . . . i, , , . "y O 6 ei a 
ia. sa Tag1. *" yt 7 - + & . ee 


* le Code - ie “ard “t iVipher | Comiflation in ‘ashinrton : "ae we a: x 


‘CHAPTER III. . THE COMMUNICATIONS SUBSECTION OF THE CIPHER a | 4 it 


The Cofmunicatic ns | Sub section atthe phe Bireou, chateh not “ 


ew? 


' pfficially organized 2s such until soner: hae later, grew out of ‘the 7. 


a a, operations peaummet io any personnel “of Sie cipher Barcau, . at 
ven Rorbert 0. Yardley vies conmissioned ‘first ‘3s eutenant on 10 Jane oh : 
: 1917, he Bs given tro civilian asdistants and vas: “expected to carry | 


. 


on the —? of encoding, and decoding all Military Intelligence traffic, 
as vel as of preparing tables for enciphement and the soluticn of 7 ‘. 
enemy caaaes! ard ‘ciphers. The functien of encoding and decoding, : 5 oe 
“under the ‘Tegulations ‘then e-dsting zetually belonged to The Adjutant 
General's Office, but for reasons of ‘ eater ny it was (assum ed- . \ 
: by the Minitary Intelligence Stang. ‘The result nas thet the ‘volune | i. 
_ of treffie ‘to. Be processed was socn so great that the tine of Tiwie : 


tenant: Yerdley ae Has eno assistants’ was entirely ccnsured in this 


: relatively mechanical task. First Lieutenant Janes E. McKenna vss 


1. Tee chief source of information concer ‘ning this subsecticn = 
Yardley's payer: M. I. 8, Cods and Cisher Section, the fir 


‘of the.ddcuments eailected, Gr ts sdley, scntievenents (5-6, i 
' Tais paper includes all ‘the deta contained in his Brief CstiSoe 
-of Mork Covered by M. I. 8 for tho Year Ending June 30, 1919 
* (e@py non in the “Tiles of the Director of Conmunicationg Research) 
wai in a Memorendun for the Chief of Staff from the Director of 
Wilitary Intelligence, Subject:’ Plans for Mi_1,-@, 16 May 1919 
_(Gbid., ‘another copy in TR 4366). A si: angle peracraph on the 
wrk of the ‘subsecticn appears in The imerican Black Chenber (us). 


~ 


. . " a 
ete 6 Os or Ome gh achcguw © te et Deen em ee TES Ae Um ee oe Tame Mote 


Hk > The Communications Subsection of the Cipher Bureau) 60 


Boon. ‘after appointed to take cherge of this atl, 2 but how many Os re gitka 


ns assistants he ultinately- had is unknown. 8a” Fe f 3 a ae a" Be 


er? to years the Communications. bac eebien maintained cable and : 


tee telegraphic conminteat ion with ebout forty ‘piditary’ attachés and intel 


- Suteds, ‘The office was open. for business tienty-four hours a daye © oo pes 


, Ligen’ce officers in foreign countries ‘and with hundreds of intelligence “t. 


officers stationed in anu camps ane inportant cities within the United * 


i ers 
at eee 
FO Weg 


Special wire eénnections nade possible exceptionally ‘fast service, vy. 


cs particulerly ath a the most Anportent center, fiom diteh cable. " = my 


messages are’ said to have’ been erten receiv =e medthin Seys then a a 


7 half heur after ‘the tine ‘of Sending «' ee ‘This interval must oby eae 
heve’ been thet ‘between the tine of filing and the. ioe of es 
. fl the dispatch, and doubtless did not include the time needed for €5= 
coding and decoding the mESSR ECs . 
‘Approxtnately half of. fhe voluhe of messages transnitted was 

- sent in cryptographed fora, the: Hest; ‘surprisingly enough, in plain 
* dees, No messages mere sent, it would appear, in unencisheréd codet 
"only encip hered code and plain: test were used. oo 

. Fron September 1918 to May 1919, the stieedeten ‘sent and received 


" 25,000 x massages, containing 1,300,000 words. Yardley was impressed — 


with the fact that the use of code had effected great economies in” : 


2. Uf he is the unnamed man mentioned by Yardles (Black Chetber, pe 48) 
be had had experience as a coce clerk for the State Departnent. - 


— 


Dt. : . * The Conminications Subsection of oo eter Bureeu a ¢ 


telegraphic expenseat ‘the ase paragraph of his account of the Com 
munications Subsect ion states that it wes ‘estimated that ‘the saving 
, to the Cove rnnsiit was, at least fifty percent éf what the ° ‘cost would” - ' 


"- have’ lia had only plain-text messages ‘been sert.-. 


Moodres econ used for correspondence wath ‘his friend and conf iden 
. tial scent, Pitan. E. House ey ere of interest because by illus- ; 


_trate the type of cryptography used by eninent stateszen of the 


_ the expromise of. a State Dezertsent’ "code {v, 204), an appears in a 


; ee oe Anbassador ' walter H. ‘Page 2, 14 ‘Septarber TLS 


*: . = ‘ ee 


“EXCURSUS .ON Yi OOURO! iaILsOW'S 5 couaneToAtTONS WITH HOUSE : ae Fs 
" Bough not & , pert, of the - activity of the Con‘ninications Subsec— ie 


Zion of the Cipher Pureau,, the’ ‘communications systens “which Presigent- 


we 
. 1% . 


i a er 


erie’: | The chief source of our infornaticn is ‘Ray Stannard Belier' 3 


“wole=tous biogrephyy, Tegshox oir Wilson, ‘Life and Lotters (Gerden city: 


Douay. Doran), especially volumes V (1935) and VI (1 937). 


“Be earliest reference to cryptography in Baker's bools concerns 


+ ‘cannot tell you how chagrined bcth the Bacarsnare of Seay 
ad-I are tiat the leaks should have occurred of yhich eee dis=- 
“essed cable of the other day spoke. We have for som tin 
¥en trying to trace them, for they hove occurred a 
mx ve are new cominced that our code is in the possession of 
‘ aaErsons at neues points. ‘We ere going to take thorough 
ging measures ‘ _ : ° 
ih mike of the many bur eens vhich the Presgaent uaa ie wes serving 


as Emorm code Alcs, at least oe some of the ee Mes. E. Te 


Broa a visitor to the white House, wrote on 21 February 1915 to her 


The Communications Subsection of the Cipher Purean | .. 62 


| friend a i, Sis ‘Wabene. (Vv, 260):" 


The poor Presidert - Has had an  eeianaic of lites ae 


‘Oa 30 Senuary 1915 (v, 307) Colonel Howse 


oe set up a si code in. which proper” ‘names were ‘used as code’ ' 


one ‘to make last’ night, which took him until nearly midnish, and © 
two to read today which took him every spare moment betneen Church, 
& driving ani dinner--and when he came to dinner the pecend Yas 

not Guite. worked out yet. a 


¢, as be was 3 Leaving for ‘. 


equivalents +P prominent state sm2n 1 and countries; « Ce Be  . e , aes 
. plain text z” code word. : * 'S .% A 
-- Allies: Wilmot —~ - eas 
“* Austria Zeus | ~< * pews 
‘England _Zenobia _—— tg’ dee a 
’ France Warren ve DORE 
* Germany Zadok : "* 7 #F 23 
Greeco ; : vendell & a o fe . 5 Ee 
' Italy : St 2 ss Vest , ro A et 
-Rownania © - "ip “Whitney - - all 
Russia, Winter *“", 4. i mn” Bg" 
- Asquith York . — 6 ae 
> Bekhméteff * Wizen eee ge 
- Bernstorff Walter .* 
‘ Cron Prince Yammer : & 4 a) 
_° Gerard - “ ‘Youth ~.° - oye 
.Groy . White re, . 
. Hinderburg oe, Yonder .* ‘ — 
*, Hoxsa | _ Beverly e. 
‘+ Jusserand Young ° - 
“+ Kaiser Dante jee 
Marye : Zenith j » 
'. Page (t.. He) Tew . $ 
Pege (\7. H.) Yucca - , 
Penfield * Zebra “ 
" Sharp: Keen 
Spring Rice _ Winklo °  * 
* “Stovall Pelhan : fe 
Van Dyke . Zion, o« «. |S . 
Von Bethann-Holl weg ito : - 4 ; 
Von Jagow Othello 
Vhitlocl: Zenda 
Villard Zeal a 
Zimmermann folf 


. ome coments on the list that tan expert could probably have - ae 


or be recedved from the Président a cablegres dated 8 March 1935, 


eB oll ‘The Communications Subsection of the Civher Bureau ° _ $3 . 


4, . . 


Note the suggestive nature of the ‘code words ‘for Grey and Sharp 


ganred {the systen]] in an | hour.” 


—oe the Sede for miteh ‘Calon. House Sapa the foregoing 


the clear text of which da given by Baker W, 318) as follows: 


There i mann sfenaal to report on ie side, and 3 you ‘ 


_ ‘@ not need jnstructions.. Your admirable letters and telesrezs 
“keep me posted in just ths right way. Your cable of today. 
gives me the feeling that there is at least sos real hope. 
“This is just a message of personal greeting end to express the 

- Ince that the journey-you are ebout to undertake mzy be __ 
zconplished without untoward adventure and in perfect her” 
You may menage ar the me eMe I have no cca ebiou’ it. 


_The ‘Sher text of this ‘mes sage (as. yell as Président Wilson's | 
-short=n draft)’ appease on page 317 as “gollevet 


” i For Beverly. Misspend <r Plunkets wesitiees upsets 
ratier innerly upstreem apogee lamely bedsite slacked joined 

¢ tes orthoepic Smpleader jetson. presidency truncation con- 

: taries spines graduation frencs snallness snells burdors right~ 
Sety pevo.Koosiers solemnised jitter lowlenéers moons nugify 
garth bedsids-foddered hopping Smiter jaunties blendons 
@posity sunk lobar alkalize unpunished Tacoza argol bedsore 


| ° , s@lead nenpluses Hester truss lobuler ae lhe peice 


texreds Benthanite adhesion. : : e727 
er the President's sei ah to — Galt, some of the lator of : 


encetkg end decoding was borne oy her (VI, 52-53): - 


- The President's papers reveal the fact that almost at 
@e irs, [Edith Bolling] i ‘ilson began to coUperate with her 
Reband in his lonely labour. In February vie find notes and. 
mmpranda showing that she was helping hin with the. difficult 
"Sets of ‘codini; and decoding the most confidential dispetches 
‘ @eand from Europe. They worked together, she with the secret 
- tm keys, spelling out the messages word by vord, and he at 
Ez typewriter, setting them down. Or they reversed tm process, 
Hewriting out his dispatches and she translating then into ths 


oa : : avg ari 


- . o alee 
- ® FS 
ee : ° 


| 


” . Note Baker's precise ‘use of code vocabulary : during the Peace Con- - s 
ference he had served as confidential secretary to ‘the President and 
-" “B0 doubtless was familiar with code york, Saree sik, Pog es 

dn. tfteon!» handwriting of a message ‘to. House at Eabassy in Léaieh, ¥ 
i the sab3 moesage, and (us) by the. seme code-text in. typing (on a Ed 


. digits, interspersed with code words bales fron House’ 8 code (Zenabia « a .: 


i, Englanij Zodek = Gerzeny, It ais digtieurt to determin whether the. 
length of” the code . groups is net narked off in the plain a There 


no Anfornaticn available as to whether any fora of encipherment was) 


III. ._ The Communications ‘Subsection of the Cinhe Bureau “64 _ 
code symbols ready for ‘transmissions: ‘Sed a rary hours, of | 
mony nights in this painstaking Snpiayaenhs 


The same ectnune contains. a reproduction (143) of the ‘eile vee’ 


to. Bd al 


folloved (144) by the ‘wede ‘text, elso in | Wilson! 8 “handrriting, . of 


- Will son's orn machine y the President hinselt). The date is he Jenuary. 


os 1916. ‘een bs seen fron tite i1lust a “the * grours are of five se 


code is one-part or teo-part since we-do ase know which units of thé. " 


aoa Eroup formed tne page “symbol and aance the Line syabol, end the | 


seems 20 be no. corr espondence betricgn the. alphabetical range of the 


plaiosext wiltts i “ punerigal range of the code grouRs. There 4s 


used. ry 


“Asiniler exhibit, of a ¥ilson message to fiouser was on view in ‘- 


‘Set. Tors is es mien to lis. Wilson' 8 work on nn code 


eens on page 176. 7 ks 
4. emes 1-3 reproduce these pages: 
5. Yh=s0n to House No. 5, 30 October 1915, discussing the evmins 072. 


Peace Conference: the plain text is given by Baker Wil, 533). 


- 


7 : a dtepilian case in ; Abe Library, of ‘Congress ‘in the spring of 1946 The: 
plain text in ‘Wilson! 3 penetied script i's marked) off in eons 
lengths. . There ds only one repetition, “is — Winelue" cine’ 
. i ‘by the: code group L290) The cipher text,’ also n Visleon's hand 


o.7s 
eo” F 


: * writing, shi: vs that the code was one-part. After encoding the medetge, 
the “five-digit ereupe were converted to five-letter groups by a ao 


- dn which, abrarently, each digit in sed position’ in. the ésite group 


could be’ converted to one of tro variants. Thus, “the code group 42904, ¥ : 


a Sa “appears once as FOCES aod ‘the sécond: time: as- KOCEQ. ~ “. Every det an 4. wie a 


“— Tepresented. by either F or Ke _The sans plenbaence was also visible. 


kn the case of the final digit ‘of otter eroupe—it would provable 


_ have been noted an every instance, ted fu exatination of the rassage 


i ‘been: ‘possible. . S 


rt é : z ’ ° 


- 6. The axhibit mas in a case on-the north side of the corridor leading 
* to the Rotunda, second floor, main building, and h2d been on view 
= for several months. Examtinuticn of the message, which took places ~ 
on 11 May 1946, was hampered by the fact that the corridor was , 
crovded with visitors and it vas necessary to prevent unde 
ettention fron being dravin to the examination by taking a quick 
look and then BECanatae several times, after an aes on 
7. of. cour SC). ‘other vords are repeated in tie plain text but no other 
code group is repeated. _ . . : 


ce 


| 
{ 


AGE =i Wes 8 thy Flushes SUES ty. ie ths é fr fe, 


. 
s ¢. . . . . 
+ cee < emt see we tee ae, oe ee eee 6 eee Renee de 5 
. 4c ee : 
. e e 
. : . 
. . 
- . r 


a hee Reo Vie wees: 3 is 2 Bite an 


M+, eo Sa Aebei aie seen 


dekard dans i Behe his 
va CRISIS. “IN “WILSON s PEPE RS Wap 


ae fate at Lut e- 
 guet Omeess conn, Ane —— 
RAO Wena e Etats < Gt 
c Ay (6 furrt—et fad. S. 


os 
ss 


ar ta. 
Rea eh Meena, Wsibie £eY : > a et @ ee ak. 
; ith ys sete WS tdomsi 3 ices nea c mies (aria Ray - cca 2 FS 2: oy, is 
Het, Me a ee ae oS OUR hy eee 
aU “tale ut tw 4 URE OE :, ’ Es ‘in . ; oe 
! oa este Nine Soe oe Mele nn 8 . os 
144 WUODK.OW “WILsow i ee 
te = as at sae age 2 
RC, ‘, PY 
t a i 
ered ‘ 
. : “ 


3960¥— 333 3) — 372 00-. a 


> | ae i717 06 4 Sdons-92rb<tadag wey 
127.26 — Zodnk- saognn Spon 72e 


. eae Bouse ~ 686 (3-~S 40S L243336.7- LIG7 4H. . 
| yb 3 $2 —-22 643 —bE0b2 -420/7-/7¥02,° 
<f | fps Ronis nC Cep ATS, 
F ft SPIE TABS G. 
‘| | 59436- -17288 bo a 7: ro on 3 
al Lys sb “17g03 3198 abaya 48030" ae 
a aaueactte re Hag ee “et: 
| ea 
4 ne 


Te 


jee: BE ores 


IF is Ao : _ THE WHITE HOU =" 
, 7 " WASHINOTON, - 


CABLE. 


sa “lia London, 


r. a. . "+ 87200 
“ Hegyskedun =" Se RRS 7° 338391 = Spas. 


= 67906: - 
82040 = -22114 = 52927 - 12728. =° godek> | 
65092 - ‘29004 - 72810 - 20885 = 68618 -, 


ss 64088" 49396 = 49876: “ot-Gune® 2." 2668: -<- 


65062 =. 42217 = 17802 = 47186 = Zonobie 
geese’ > 66908 - 49728 = 58488 =. 17288 = 
: . fe oi 

16187 - 69957 - £8756 - 26558 = .17503 = 
39195 = 44120 - 42630 ‘= -23662 = 17688 = 
“47124 = 41126 <2. 70106 = 44885. 

~ * & ; -- Wilson. 
. ‘ ° 


Pee 


Three documents showing President Wilson's method of com- 
municating with Colonel House, in London. The message.was written . 
out'in the President's own hand, and signed “W." It was then trans- 


= ferred into the complicated code Reues and letters by Mrs. Wilson © 0 > 
* "the code word “Zadok” signifies Germany, and “Zenobia,” Eng- aoe é 
- _ land). The President then copicd out the fieures on his own ney pew riter, ; > 
_ for transmission by the Department of State. _ oe : <2 eS op ip 
145 « “ : sy 24 sae *- : - - 
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. . ‘ oe « . = » af 3 
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a . CHAPTER Wve “come AND CIPHER SOLUTION, Ti THE CIPHER BUREAU: .- 


“s fe ok . ¢ ey ae 


Ae The ee ‘from Yard) dley's Retorts feens ~ ca, ¥ @ mee 4 a 


_f attempt to write @ history of the work done in weg oa the "' 

‘oe solution of onexy codes and ciphers encounters the diffs culty that Be 

, < sfeocigatiy large Fonesep of the records of that subsect ich are. no 10. id 
Longer available.” Cne of Gis: scedsenl losses, fom the point ¢ of | 

. ; " “yiew of the historian, is he ‘file of progress ‘Feports, which mow | 

Min 5 APNE SW aces have Ene invalueble An dating events and Lene vhat achleveconts. hs 


wore considered significant st the tine. Thotgh much dencrtant ©.” 


, J LL scoe“or ‘tho files <3 the pixccitian of 1-£ (probebliy everj~ oe 
‘ . . thing pertaining to eryptenalytic work) were taken to New York - 
3n 1919 shen Major Yardley moved his snell staff there.’ There. : 
‘. . they remained until 192°, when, together with the files of the 
at, .- .* pestod 1919-1929 and these of the Shorthand Subsection which 
; : ad never becn in Yeshington, they were brought to isshinsten 
_ 8m beceme the property of the nerdy fermed Signal Intelligencs 
: Section, Office of the Chief Signal Officer. ‘They wltinately eo” a 
“_ _+ °° passed to the Signal Security Agency and vere reoxanined with "Fe 
‘ 7 exe in‘tho spring of 1945 in connection with the preparation : 
igs “efthis History. A number of special historical papers heve 
’ been prepared on various phases of the work and yall be cited 
azoccasicn demandse That tn3se files are incomplete is quite 
Giser fromthe fact that there existe e card file containing én 
er inter by subject matter of the eryptenalstic flles of 12-2 
“ " References ere there mde to reny folders vhich have Ad senpenne 
: -Tw couse of their disappearance. is a matter for spoculation. 
Aporticularly imporlent lacina is tho complete absonce of a 
reord of the vork done on secret inks, theugh the Shorthand 
Section is well roprosented. Somo of ths missing nzeriel . 
smy bo in the files of the Administrative Records Eranch, there *°: 
tte is also other 14-2 material, chiefly copies of letters 
++ “faewarding reports of individual solutions of no great interest, 


{@ . 


* Ens Cntlaiare Virher Eolution in ‘the Cinher 2uerentn 
© ee PE BER SEAL, Dt AS OR AGL AAA TE Ao oA TER 2D US A A Bi Ak RN Bade 
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cea fe missing, the part which hes survived is eccnsidersble, um 
it An.ntdtl voss ible to culeraina the main outlines of the story, on 
OvUTT pe thougt not alzaye tho complete dstalta, 

There axtat, for ezacple, throe historiesl docurnts thich were 


i 
fax prepared by Kajor Burbost 2. Tardley soon aftor tho wnre These 


mare 41 1915 coilecta! ain a pAnAe of tha Historleal Unit, ti$sa-d 


eS Sacurity FERNCY, entitled The Achtove avoqsits of tha Cicher Furenu 
6 e 
Q'S) Curiae Bin Finch lorld cart Irewaante uy Major Hertact ot 
= Xerciez. : ir) eanvonts of ths Paper ara bee Seliaest PE ae ea 


Ho Ashort elsbtory of the Cirhor toreet, prarared In Wy, —Ts 
$e Luarpely concerned with achisveacnats ocher tren thse in 
tha fleud af aslutien, Sut 4ta pursgprayhs on this tople 02 
6 —_ - bs notleed alurbir. . oye eee - 

:. : 


be Acamriadun five the feacbor of MiLbary Intell Lrenca,y 
Reeeee Pee OF, 12a Cee eee citings Yeas 2 aii 


AGIQ.— thls daa tore toulece Lora ef another re Serttl ort 
the sano surdect ovacad ed ina weraraniua cat.d 16 Hay? LYLY 


whieh wU1 Yo munbisnmd lstore , 

r : 

: ) Ge Foplbite cppered in 3919 snd M20 te austify Cha cortimncss 
of aunis Like tlsje—Jhe emphasis Sore $9 antimiy on oculu- 
tf:-n, 


secelleationa e. L§ectenin’ 


2, .It het Seon piarhed te a iis 
Galenish we ds asennghh.. th _Sarct Zale La ‘ada re an 
obeyed heber : JOSALAys THnehy, ok. Pesurlsy 
fee, Bub has te ines ant con LD. word L8N0 pravaniad Unig cine 


Saute Ea wang baonwares, ab the tisd of hie Cente prasurag jne 
Wiaberyv of sin crettets and fCorbhunaiads had eum Llebtad Grit aint af ube 


’ swprahage whet cuscernerd caedd cor Ie His reesiagecbione ore tie 
rhacca Gi ihe apres in de oled with Ala. Unsiuentuily, ha vas whe 
- oy vemter of sa55 tm oshiucten cha ohn Sanvrs nith Waa fF oeney 
So wder Citas <6 bh a aut liven deemed porslise, for rovtcus of 
fomurity, to sire cuaasve ulth wither Si-d perasnunel anon ta ve 
ae. 


aac teria iia w 0798 


- Te: Code ani Civher ‘Solution in the Civher Bureau __ 7 68 "ad 


Piet . 
eo S . “. gos . ri 


Rs Tho first document contains tro short oe oad ostensibly dovoted . 
to tha work of the teas sat Cipher Solution Subsecticnt = . ; gsi a 


i> In the Ssptoprephie® section Stuelt—which will Hapeagige’: 
ge y forthe sake of clearness, be.referred to 2s M. I. B—as inthe -. 
- “whole organization of lilitary Intelligence, the increase in - *. 
: . personnel was closely dependent upon the pressure of the 1ork 
dtself. During the first year of the rar, edditions to the staff 
rere not made until they tiere ebsolutely necessary. The growth 
*. was therefore slow and the tine of the staff fully occupied by 


Gzrent routine work... Plens for atteck uvoon large problezs or ~ 
*. + far research 4nto new methods. had constantly to ba postponed te 
2 es are u-—beesuse of the uncscapable [sic] demands of the dey werk. In”. *- 
*, * 'R - fact,-it was not until the beginning of August, 1928, that tts ae 
3 . staff was enlarged sufficiently to permit of serious attack ; n 3 


wm the large nunters of code messages in various codes waach 
". hak been eccumlat ing in tho aus “alk , é : 
5) , ens ‘The results obtained ahold be. judged in the light of these 
cs “ Laets. And for the futuro it shovwld be borne in mind that an 
. edstuate Personnel of clerks and typists es well as of crypto=- 
. BZhors is necessary for satisfactory results in code attack, . 
amithat the perscnnel is not adequate unless it is large enough e ae 
eo piteass the time of one .or mcre experts fcr research. ia 


. « — chart ‘stat onent is eae + contains no reference to ~ 
‘ : “ary optic ‘gchievement of the subsection but merely discusses person- 


‘nel preven. The brevity here contrests strongly with the fullrees of. ° 


Be Yerdoy, kehieven cake, Pe Or , 


ke Unt 1921 American use of this tern dimplied vhat hes sirce been 
‘ . cated cryptanalysis, as well as the purcly eryptogrephic opaaticns. 


5« This, in Yarcley's resort: the official title wes the Cipher . - 
Buram.a designation verified by the fact that the dating staxp. 
_ useaim 10-2 s0 narked all inccaing docurmis. - os 


= . pa a 
- fe : ° 
. 


—_— no Ne 


7. Cr22 and Clitwr Solution to tts Glo her Pereiw. i4 


the Cencription of the work of other eshawcktons, Thay aro frog ti 
te Live thics ce long os thie dosoripticn, are specific, end give @ 
dofInite Adon ef what non achieved. hy, then, the silence en euch 
rattorm in the prenont instunce? The resson ds probably to te found 
in a healthy rogerd for security. . . 

“Zhe ecoond ducument 5 rrorented in Yardley, fchicvecerta, i9 4 
muasrendua which ha rraparet on 5 duce 1720, piring tho status of 
slulien onthst dain, Tho difficulty involved in usin, thie masven 


fanius to evaluste the tork dune én -ashington 46 that 4% incluces 


‘ Andiscrizinately the werk of MI-S.buth dn-ashd: gton -bofero tugast .. .- west 
1924) end in Kew York after thet dato. To astirmina mich of tho ‘ 


molting thers aenticned bad bem eccenplished before the were to 

Bow York, thera ‘in aysiiahle another and o:rliar documa, wish coon , 
not, oruvory inclute eny yolubians reachud between 16 Sry 1929 and 
tho tine of the resaval to Kas York, apjroxissataly 1 sa ytust i919. ita 
Escunant in maethon is 0 sotsrendua fer tho CRis? of Staff fsa che 
Viesctor uf Salitcry Intelilipence (Subject, Mirns for Y. y. 8° 

must tovs been based on a rough craft by Captain Yardley nve Loute 
Parugrarh 3 lists tle foreign eryztograyhte oystexs then rosdablo 


ap Poblews - 


Ge "NO Goods £2 to Ti lousy neobher da Whe Ciles af tie GC 
OY Sar Gitethire tosearene Cue clau Yoluse ihreea, Chusber it. 


(eo. eee 


poll Iv, Code and Civdor Solution in ‘tha “Ch, her Buyaau 72 
Lo * 

4 Mees Bicadeleih akan om 67 eR ay kites 

‘ Total 978 


Tt was prodictud thet by the om of dune, Kith edeguate parsainel, 


ta ; would ba 


solysd, in action to tove listed. — Horeover, it wes stated elco that 


fee wees in Lhe oigtwes on months of Ate. existanos the @ su scaction had rode ee 


OF Rem k sen eRe meee a 


19,735 heocaces sent by Soroign govermacnts. 


( im This igrossive total cf 573 solved eputens nus rucehed Ly counting 
fs 
Mes each ocluticn of « alujile or different 
epccifia key used cn a basic® system as the ojutve-e 


lent of tha long and painstaking solution of a codes thuru con, hosaver, 


. be n> conperizen bulncen tho malytie ckiil or tine recuired in tho 


‘ 
~ 


solution ofthe bisa types of eystens. & 

Pur ins the ‘gtucur of 1929, us will bs doscrlted in dstail in Yolurs 
Three, Yarfey moved his unit to New York and continued work there, 
chiefly inthe £fivild of oryptunaiyois, thouch cosa tiork wun Goo for o 
phot tine in cloher-ney com:Inatien. Cn § Juno 1720 he male the report 
$n xhich fe lioted the srdncipsl codes end cinhsrs wuich toro reetnulo 


7 


on that d-tm" The ict in this case ig meturally lonzer sbi.ce aver a 


Te & cug ss nov Filed in 12 4156. 


OF] . 


*. F 44, «= © we 


€ 9 av. Cai and Cirher Salntion in the Cizbar bursa Te 


yonr tec punned. Ib 4a 1h, breevar, porsible to atsiy exaclly how 
mech work mis actully acnomlishad in teuhington, clnco, os hea been 
sald, thero fn me rejart eorering mpocdslenlir tho pected dclvaca 16 
Bey 1729 anal fuguch 3913, The 1320 List comraineg ecversl duos ths 
nie of which are kaom frag cies wouress ant can thersfurd te : 


dofinitaly ect domi asa nohicvecuntn of tle Dew York perdod. #ith tisre 


aitted, tis 2ist io sq Lullonar : ; 
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Tie Code ant Ciohor Solutio 
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DeteLercncoming ths poluticn of theno spstess wil be given icter 
me 
in the cocS== describing the specifics pretiers, but certain fects cusiwd 
bo pointes s& which qualify the clsics mula fn teth the reports of 26 


Ley 191.9 ors June 1920. In ths first placs, nhile ths text oF the 
9 . 
ister sesemmm ) «=morely statas thst the lict £9 commosed of tim 


Noringioiess] codes end elphers then [ic] ean bo reed et preesat,e 


&, Yerdigtetctal ef 713 systeso nas ontat nod by Snelesing the 


(rac Mey only | tro cozent), pas 
four genre ocdes which hed been solved efttes ths tuve to 
Eox Yak 


9. Ths wie of the cariier matroncui is wors cerefids it eerily 
pointe thot the cystesy are reavztia, 


63 
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iv. Cota art fisher Solution in the Chphor Baro 2 
tha-pubject heading La "iusbar cf alien coves nnd eiphers broisn Ths 


ward “brakens* an alder tera for whet de now called polubien, gurely 


dmplindg polution by ergptansigtic meme, yet the list eouteins a murte> 


‘ot ay stnite wulod tocene resdebls, ab Iseat in pert, through the possas= 


cisn of cvs toticed varuions of the cals boo! fay. Gis Se" 


esi a musber off the elphar systexe. Ka sention,s marcaver, 40 mais of ay 
zosietanee fron tile 


Yst the real achievassnts of tha Gis end Cipher Solubicn Gude 


“Beridina wera meny snl, siyen the ebates- of chyptcgrapihile aludias at 


ths begin ning of tho Tor, thry ners hishly praiosrerthe, ageing 19 


execgerati-n te gnke thea doprassiva., ths Llewlny poagraphs are 


teten fron the neroranduy of tia Dirsutor of Uititery Fatal tees to 
the Chief oF Yeaft, 26 Lay 2919, edrowty clicd, aud ere indicative of 
whet Corercl Cimschill, end doubtless eico Mealor Yardley, then oon 


citercd tie valu of the tork done by Vied: 


Tee Chis? velus ef GIL thls work hae reehited An Che Largs 
ard erestiestt stroma of Enforinntlen Lt ban trevoded in iS wu ts 
the etizivdes, perneras, wrt plena ef eur noletoss, Uap 2 fen 


God ors les uli 2: srhacize tia roesults of the ract. end oie 
poesiuaritics of tho Lutuic. : 


de A Jotler dated GL Logech 1912 (cape tn Wt 153) fre a 
an er in Zanhingtem, tao aesotp wad iy 
@ esonsnhm on code Messasss oad toele calubden. Ito uriter te 


the stmmrondxs het yarticipstad in cove rocenporichdon, tas 48 
4s owls evidort Chet he bak aever boen Seced olin a neally 
disliset pssislem. Gee nodove Chapbcr Ji. raterinl tus 
cls? reoiyed by ths Geran Cocg Selving Undzt (nea tia Lonzur 
discwecn fa Scotdun Be) | 


as 


xv. 


See ene wee 


Code ard Cipher Bolution in the Cipher Burem 4 


1. Insight into German Secret Service. 


_@-) The Raberski Cinher fa an official letter of 
introduction given by Minister won Eckardt to 
Pablo Naberski, a secret arent of the German 
guvermrmt, adcressed to ali German consular 
agents {n Mexico, ordering then to furnish hia 
aid and support, provide funds, and formd his 
messages in code as official. This wos captured. 
en a German s)77 and tas a principal factor in 
his comviction. Fey this cipher ani its decishe~ 
Dent see Exhibit A. 


be) The yon Bnenus Cipher—imom offisielly av 

"Docuzert PUR —is a very long end elaborate 
quadruple trensposition cipher, addressod i 
tha Gerzren Charge G'Affaires in Wexico City . 
to all Gersm consular officinis in Bexies, 
Eiving directions concerning the careful end 

' Complete dostructicn ef eorresponimes, 
accounts, receipts, lists, resisters, md 
all other pepers hroving to & with "the 
Seeret Service cod the repreeentatives of the 
General Steff end the Adctralty Steff" and the 
presorvation of "the strictest silence cam 
cerning the existence and activitics of timse 
rupresemtativos now and for all future Rg 
even alter the e-nelusicn of pezce.” = a 
Cirher end its decipherment see aes Be 


c.) Cf the numerous Caram code rsssaces deciphered 
by 2:2 I. 8 two belong specifics ye under this 
hese, Thea first was sent out by wireless froa 
Rauen and intearcemed by our stetions sixty 
fuur tines betxesn Jarm-ary 13 and Februry 2, 
1718. It incluces an order from the Gerzan 


On Germen eyste-:s see section B of this chapter, 


This exhibit 4s nor CHled in IP 436453 it is a cuplicats of 
Fxbibit II in Yardley, Achisverents, Fart I. 


This exiibit 4s now filed Sn IR 4364; it is a duplicate of 


Exhibit ID 4s Yardley, achiveronts, tert III. 


~ TVs Code ami Cipher Solution in tho -Civhor Bureau" .- = 
. Poreign Office to the recipient to avoid. . - ~ 
negotiations with the Japanese, because .° °, a Man 
: _ ° "communication through y> is too difficult" " S 
">" " * --end the Japanese have "representatives in’. - 
: Europs''; and presents a plen for providing 
Mexico with arms, and machinery end tech-- ; . 
; .Mical staf{ for the. manufacture of arms“ °° 7S... 
mags - °* | and aimcraft. The second message — also ee ae 
. - a wireless from Neuen, intercepted in _& eae 
* °°: February 1918 — informs the German Minister- 
in Mexico of the deposit of.ten million 
‘pesetas in the Geran Oversea’Bank; Madrid,” 


which he is authorized to offer to the Ee «CO RE 

; ’ Mexican Governmart as a "preliminary amount" fone 

s ~ ton supposition that Mexico will rezaj ee 

és men eit neutral’ during var." “See “Exhibit’B3s ae eee 

ian * , >, Otek We 

. - 2 . ev we 

7 Speeds? War Veesures,.. The most inportant message me 

.. o£ this character deciphered by M4. I. 8 ds. ie 

pn _! “ths code cablegram sent by Eubasszdor [sic] ° eater 

Psthan Macy test}. "von Bernstorff on Jenuery 21, 1917 to the * 
aig hie ee de -+ German Consul at Manila ordering him to take ic 


up at once the question of making useless tho 
‘machinery of interned Geraan vessels or, in 
case thet: proved impossible, of pinkeing thon. 
(for message end decipherment see Exhibit C.) 
It will be noted that this messages tes ‘sent 
- ten days before the’ -aeclaration of unrestricted 


15 


. -submarine warfare. If the U.S. Government hed | 
re Possessed at that time an organiscstion cavable 
+... cf-deeiphering this and the other sesseses relat= 
* * ’. . dng to this subject — as «was later don2 by 


i. 6 =e precautions egainst the crippling of 
.« . these vessels cowd have teen taken, with a 

- + .° + ‘saving to this govemment conservatively 

: * estimated at twenty-five millions of dollers. 


“bk. ‘This exhibit is now filed in IR 4364; it 4s a cuplicete’ of Exiibit 
V. in Yardley, Achievements, Part III. : , * OL ee 


15. Thisexhibit is ‘nor filed in JR'4366; it is a duplicate of Exhibit 
Z* ‘i ja Tardley, Achieve: nents, Pert Lit, 2. °% oe ic 


- Code and Civher Solution in the. Civher Bureau ' oe vis 


Although M. I..8 as an organization did 
not take part in any of the work on the front, 
it was in constent comunication rith G-2, A-6,- 

“and furnished ani trained most of its paxson- 
nel. The distinction between Mh. I. @ and G2, . «i 
A~$, 16 therefore purcly ona of names and the 6: 7“ 

- work of G-2, A-6 should be taken iniocon- 7 : 
sideration in estinating the value of an organ- . 
-ization for code and cipher attack. The follox- -. ee 
.ing incidents illustrate not only the value of °s.°' 4°. 
this work in actual military operations but also 
‘the absolute necessity of preparing in advance a 
the trained pee re pane by this work. © “ 


‘ 
Mh 
£ 
4 
I 


; ; ; ‘oe. Tet — 1918 the Germens put into 
ea ance tooty. “py .,.-Bervice along their entire western front. a new--- 
code, different fren anything they had had. ".: ” ee 
the eecond day after it was issued the compl..e. - ..:.,° 
a & Bay system had been worked out by the experts of Y 6. ee 
¢ - «¢ Sas 7 . ourselves and our sllies and we vere reading. it _— 
Dl oyet °: 4," eurrently before’ the Germans thezselves hed BY 
@ s: 8 ; «. _ become familiar vith it. Colonel Ucomzen, chief 
: = , of G=-2, A-S, the authority fer this incident, ; 
justly remarks: ‘Ynile it is too muchto say 
thet it changed the result of the rer, it certainly 
-*':* cost the lives of many German cele end saved | 
many vas the “Allies.” 


Sheedy, Oe 


a . Sontee O .) In 1916, whey the Gerrans macs their - 

; ‘ a withdrawal in Flanders, the coda experts 
of the British gave G. H. Q. advéenee infor:mtion 
not merely of the fact of the intended withirsval 

- but also cf the tine and’ manner of it. Fut at 
_ the tine the.officers in charge of operations «ere 
eae . - skeptical of cede attack and put no faith in the 
. 7 ss. Snforration until they woke one morming and found 
° _—" . the Germans gone. Similar skepticism, says Colonel 
2 ae ' Moorman, awaited the first nessage decistered by 
".G-2, A-6, giving definite inforvation of an ; 
intended attack, but in this instance elso the - :; 
‘attack itself authenticated the work of the code-men. 


16. This ond the fA erie paragraph confirao ie ‘statesents nada con- 
@) 7 * eomning Pritish cooperation. . 


eT 


te "Code and Cipher Solution ae the Cipher Bureat es ae ] . #? 


. ' When the var bape British officers declared that’ 
w . the Playfair ciphc-the officiel cipher’of the British 
na ‘ Ariay—rays indecipherable. liessages in this system can 
- now be easily sclved in thirty minutes, and the system - 
has been abandoned as insecuree. When the United States 
ee entered the war the officiel cipher was the Army disk 
"og. oe. with running key. This acthod was believed by experts” _— .. 
ee es - of the Amny to te indecipherable. By Noverber 1917 - * WS 
ie ** ‘Me. I. 8 had shown that it sas ret only deciphereble ut 8g 
.' 2 “yielded easily to scientific attack. The nunber of . *% gy 
official ciphers end codes which have been successfully ~ ae 
‘Attacked by.i& I. 8 bears vitness to the saze truth. 
‘Scores of eystens subaitted for Arzy use as invulnerable ‘ 
heve been ev.amined’ by ms I. 8 sie nepuctet 2s insecures . °  . t-= 


the exhibits menticned as forming, the third document in Yardley, 


= -- soe Tse 


tiered ay adoes to specific preilem: and w will be mention- as 
- . occasien demands in following sectiana of this chapter. “~ 


: , Bs Solutien of German Diplomat, ic Systers | , _ ° : : > 


: 7 ih Vorid Yar I ‘the. chief sbmeuniey of the United States was 
| Germany, a and iv a5 natural thet the chief effort wes made end the 
chief | success obtzined in ‘Tegard to this opponent. : 
The outstending success, judged {rem present perspective, was 


fo that of the unit, direct, ed ‘by iam Charl US J. Yordelechn, said 


solved the eum diplomatic codes, vee rots ng concerning this work 


17. The — of the _— of imenitieon cryptanalysts at Genondl Heed- 

*e 2 quarters jn France on German military codes and ciphers mild be 
told in Chayter VIII. The present ctapter is limited to work 
mane “ 11-8 an Washington. . a 


_ appears Ss The American Flack Chanber« 18 : For’ the story, the reser 
is referred to the nonograpi by is cee Mendelsohn himself, which 


“heve appoaved as fettvores 


ex ‘Studies in German diplomat ic codes e es seins the World 
oe War: Tes, Code ii 1€L70 and its derivetions; iT. th ic 
PFuenfbichiatabenher tis - win Om Zi. Gernen Bettods of code syetehe 


“mont. (ie ashingten: > United States GoNernaen Peas Office, ° 


19370. ae on 


An encipherment of the eres Pinienstie cute “qsbo"? a edogton a 


~ United States Goverrment Printing Office, 8, 1938)«. 


, ~ 


“these have recently (1945) been simmariced in” a paper of ths Hste~Lea, 
Unit, Sigal Security Agency: German Gryptorrathic ars tens during the 


: First World’ ‘Yar (mR 5036), which cortals an eveluaticn of all iam 


: systens _ uring the “perdod in “questice, 2 + -_ oo“ care ae 


"18. .This éannot be the pesui¢ of any = betreen Major Ya ee and 
- + Captain Uendelschn. The tiio were on irieniy terms, and Mendelsolin 
maintained a ouasi-cfficial relationship to-the cryptanalytic unit 
in New York, working there as his ‘cuties as Professor of History 

- 4n New Yerk University rermitted. He twas a reserve officer in the 


| Military Intelligence Division at that time, end.he was also assccie= ; 


ted. ene teuiey outside of office Fenes in. a business ventures 


19. fetanones desaae also be mde to a ronegraph drepared by Captain 
Mendelsohn in ccllsboration with Mr, Willien F. Friecnan, The 
Zimrennan Tel errem of Jenuary 16, 1917, and its eryoto mracnic back- 

und. - (Washi ington: United § Sta tes Government Prainitang Office,” 
1938). . 


20. The per tinent sone ere in wets jon III, pp. 21-536. : - ‘ 


«a _*__* Code ans ‘Cipher Solution in the Cipher Bur cau - ey i=) 


8 
. . 


lv. Cotto ord Sirhor| fclution 4n tho Cinher Trea | 79 


The Sirat Gerann clplarstic code knam to 11-8 wns Cenignatod 


ao Coxe 1300, “a ehort title dorived froa the discrintnant used 


Sn ‘the masssf9 5. : 


‘ Oo _ * 


of 3-8 therofore wa ‘to use Shi.s —, omoneneetien to decoca 


" Anter cpa traffie and to complete the reconstruction as far cs 


posible, vie 


Code 335.,0 was of a hybrid type, now callod sapantanteds thst 


io, new me nunocers were assigned to the one-par t code in blocks of 


four. Tha, the code was one=-pert within nequences of fou pases but 


pita rene me reearcs soquences of blocks. Fages which ‘cenlgeeed fro= 


quent fos ware ‘given two cipher page numbers to docrsase ths fro~* 
Guencye £further rearrangement was nace cn ech paso in thit blocks 


of ton =ps were rearranged on tis pags. -The code had, in addition 


ei. PFrSeto ths far fmtonsndor yon erndtorif hed dapooited with 
bats Tepartcert a copy of tha once-nart German cx'’e in the 
Besh lansvops inom o8 s’ntliashor C. itfra ¥372. Vho 
yess for ti2o unusual slivation rao a ussire on tia jnrt 
Scat to obiasn a channel fcr diplomatic tre1 {ia 


beagn iashiagtoa &nd Vorline Sos tte m1 stery 19 rrictoan 
een, Uby & ~ersarn “Wabeorin of dsnuary 16, 1217, 
Chay cited, am! Ser van pie ba: 


“1.7 
ua de EAPNAC 4.2 “Aue Uurine bia 


fame .acorjd rar (IR “OCSa) » Pare 235 


qv. + Bode end “Cibher Solution in’ the Cipher Bureau’ aa go fu) 
. * to the main vocabulary, four — sections. Those containing a ey 
" groups for esange rumbers, ‘Gates, and frequent references and for = "ay 
: : . : 7 “Blecelenoous Genmon eo were both placed before the vocabulary ; es 
| gee ’iaese: for proper nenes: and for grennatical ia clades both after . ite 
|: , * . the vocabulary. | i -_ _ Bes, Lot SF e ris aes « 
: ‘The seme basic eutid was also used with two encipherments inom, - oa 
respectively. as ecdes 5950 and 26010. Ts the case of 5950, the Page : Ce g 
; : blind punbers: nere different, 4 6. pages 10-14 ‘of. 13040 becene ‘tn 3950 rae a panna 
, Fae luis, ete, ssf the blocks of ten groups on Miles a were bly : - 
_Fenumbered so thet the order of blocks yas ai frerent. “Code 26040 . bict 
«> Was an. encipherment of cede 130/,0- by erplication of an additive or "iy 
. " subtractor; viet is, when tho message ‘had been encoded, a number 
| oe . between 100 and 999 nes either added to or subtracted from each Pa Se 
! ‘group. . The number used as ‘additive or Subtractor, was indventea to ay ; 7 
"the recipient de the “Ressage by a ollp arbi concealed. 2 2 * 
7 Having begun their first” project vith the advantage of _— . “sme 
‘sonething of British ‘experience, tho eryptenelyste of 10-8 rere ee . 
to aVUaoss nen problens on which tle British had sent no ee 
For thet eon) there was & spetaenats body of rater ial mines hed — 
‘boen ‘Antercepted i France. A lnovLedge of the position of ths 
- discricinant used with code 12040 ard its ns derivati ves ‘led to 
the discovery of sinilar discrinitants in the raw traffic, Solutica 


oO i: was ultizately re: ‘ched in the case of the six codes heving as 


OTs, Cate, 


IV... --* Code and Cipher Solution in the Cipher Bureau 81.-. 


discrininan s 184,70, L2hhh 1777, 2310, 2815, and BOs As was pees : i 


diaeoveret, the tt three were adiply variants for the sane woul, 50 
‘there were only four different codes. represented in the List; further s 


; more, as ‘golittdon leila ne vias found that all: for were mesely - 


: conversions of the sene basic ‘one-part cede to which the hypothetical " 


“ designation of yas. given. _Thether x had ever been used 4s treffic 


or was ‘merely a step in the ceupiatdon of the codes whe’ were 50 used, 


was never determined. = ind case, os never appecred in any tubes Sa 


‘eoptea teattic! is it was “Gbed at: ally 4b ves * a date anterior to - : 


the experience af oA eryptanalysts in MI-2.-° ti. . «a o 4 eee 
» oe will serve no usenet "purpose ta a here in tu detail 


tho’ steps ” whteh solution + ras reached—the read ser veho dis interes ted 


; ee find a — record in Mend ices monographs elrezdy cited. , 


Certain fac. ts becane apparent: code XX: was one~part in arrengenent end 


Ni not aieedt a to code .13040, but it definitely | was a different conpila- 


* tic. Ne. The chief difference was the absence of the eection containing © 


“27, 700 groups. 


. 


frequeat Fhreses, though XK did contain scien Tor grenwe tical inflec= ~ 
tions, for verdant discriminants, end for geographical and personal 
names, in addition to the gemrel vocabulary. The vocebulery was 


arrange! in one~part fashion except for the insertion of a few numerals, . 


Punctuation, - frequent words on each page, aces ling to a complicated 


and matly concealed pers ‘The size of the code’ waa = excess of - 


ed: Code and ‘Cipher Solution inthe Cipher Bureau. 82 


; “ aia To convert xx to one, of the forms in vhich .it was used, 8. Be, 3 


Bode 184,70, charges were. made beth in the’ P23 e SRDS by a pattern _ 
7 somewhat similar to nae used in the case of abide 13040," and dn the 
Line ‘symbol, were also changed, but in this instance not according - 
" 46 ary pattern that was ever di scov ered. - Soms doubt was entertained* 
_— to whether tie. Germans had printed trio copies of the code, one far : 
, ‘encoding end the other ‘for ieee or * ates mer ae used a zingle 
: printing, het this, ai did noe affect the result.’ : hae 
games - “Code Lil Was a conversion of Sage 184,70 = a sinnle senoelphan’ + o 
betic sub etitution of the. last digit of a code Bou, and arema-: | 
4 “ bering’ of She pages—this ine. not in, blocks of” fouw pages ‘@ singly. in 
. The same mens was _—s to form code 1777; but in foming code 2210- ) 
2815-8057h, a singls’ enciphernent, the page sie tienen was nee in accom 
ae plished in blocks of four. : 
Since all these hybrid codes bore a mathematical, pate main to ; 
| each omer, once Sclution was begun, conversion tebles could be con 
structed 50 that peg. fact ciecavened in one ‘instence could ab once be 


ploited in as many other instances as possible. e 4 

- In peel 1919, while 1-8 vias stil. Poniceetending in a e 
American officials then in Holland were approached by a person vee! 
. identity was Rover learned by ths eryptanalysts width dite “one that Me 


™ [Recs i Cipher Solution din the eiphes Bureau 2” ‘cs 


“this sees deoignated thereafter in 1-3 as “tthe Ditehnan, 2.: 3 hide, 


~ * ould sell the itnseas States ‘Sena Anformation Sensemilng § the German" . es 


systemse + ‘The purchase of the material never took plece even though | 
it was. brought, to alae ta in December 1919 with this end in view. 
: vite the ratter vias under revier, ho. wevery the material ves “Bhoto= : 


‘graphed and then returned as wot ‘ranted. = _peeneren this infornation. ee sed, 


_ was not obteinod by ur-g" during the War, “at will be well to 687. that 


the naterial contained, inter alia, a reconstruction of a code Inowa - 
: er eae Os with uabies for converting ids code into. three other. forms, a ee 


° 


, tion, as 37002, 29006, and 18/00. Seen exaninzt don: code 161,00 proved 


“to be Aéentical with code 121,70, though, tech code" had never been used 


@ . with the diserininant 18400: in any traffic intercepted by the peices 
- "The ‘Dutehmant believed that Cods 2500 vas. tho basic. bate froa which the 
; _ others mre, as he sahd, “derivated." fith this vier, Ceptain Wendelschn 


yas eo disagreenent: for what seem excellent reasons, but, it wes clear 
‘ ‘ - id 


. 7 ‘that 25m, 37000, 29000, and 29000 ware really related to the archetype r 
, Ke A stonna ‘wes therefore prepared il ali vines alee seas, as 


follows: . yr _ 2s my : . Se os 


wn "226 Tt wes, of course, recognized that he was probably not e Dutchman, 
; ; % bat-fran the evidence it is clear‘that he hed perticipated in the. 
_ . reemstruction of German dirlomatic codes in some cryptenalytic 
: ‘burmmnu with considerable resources at its disposal. - The Dutch . ° 
Govemiment is not likely to Beg aces the bureau in which. . ~ 
tis man worked, and the point cannot be scttled,. but it is * 
worth suggesting that he may have been a former rerber of such 
a wereau previously maintaited by the then defunct Laperial 
- Resoan Governzent. 


ve ae | 7 Org 294 
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.four-page rearrangements . one~page rearrangecsnts ‘ 


Code and Cipher Solution in the Cipher Bureau: “-85 


¢ . 


= S - . os 
— Satelt) Bae 


; ae Gercen Code Solving Subsection received from a variety of 


urces canpronieed GOpEes of ot her German codes which were ‘available 
3 er ae 
or study and Cor decoding aay weet fs which’ might e intercepted. | a i ee 
« - ‘. : Ht rs 


] be Re . 


rhese veret: ~~. - ‘. “ i 2 i 4. ‘ es ; \ « Ses 


‘.a. The Englischer Chiffre 9972, whi - had Been topeatind 
by von Bernstor{f while he was yet in aeons agen 
ba’ Boy-Ed' s° code, a system devised chiefly for reporting 
“-s-. Ship movements. The code groups were worcs: 6. Bey 
HUBBARD, HUBER, pe HEINZ, or HAY, could sterd 
’ ‘for Greece. ie : é 
” e. The Von Igel Code was “available ina revonstruétion. . 
received from 2n unknovm source. It wes a one-part 
code having slightly rore then 10,000 grcups. Only 
. oné message in this cede was evailable, one vhich : fee : 
.. + ded been sent by von Papen to Berlin on & Avgust . - > ge eee He 
- 1915. How this reached I1-€ is unknown. - F 2oee 


-@. The Handels-Schiftf{s-Verxehrsbuch fur den chiffrierten ar 
'.Werkehr mit deutschen Hindels-Schitfen (H. V. 55), Zte an oo 36 
-Auflage, Berlin, 1913, was obviously received from.the oi ee 

_ British. The arrangenem was one-part and sectioneél. : "eo 

The code, which as the title indicetes, vias published | ¢- 

--for th> use of shipping cempsnies, was used by the 4 oe 

7% German Navy ard by covnsuls in Spain es well. A few 
messages were intercepted in it. “* 


-A Sirly large volume of messages in Geman commercial codes 


“was interopted and read, chiefly traffic between Germany end German 


Ste me “eS 


Iv. ae Code and Cirher Solution in the Cinher Bureau 86 


We 


firms in South Anerica. Since the records now extant donsit oily 
of work-sheets with the decodings oe doy | 4s probable that , 
the codes Amvolved ' were regularly published comercial venpiletiens C 
' available. ain the open perket, and tes, sie ‘traffic did not require, 


cryptanalytic techniques. 4 © ial Sa is _ :. ate Se 


: 7 Solution of Gerran Cipher Systens - 
In ‘the menorandun dated. 5 June 1920 Yardley warsekea as seadette 

_ five Corman intelligence ciphers. Which cipher systexs were meant is a 
“not entirely ex, “put at is certain that - tro of Phe s _— the ie 


-f bersk cipher ad. the von Yaghue ciphers i) oa 2 ta 


‘The Mebersid. oipher was found, anon other pafers, on the person 
: : of. e Gerzan epent arrested as Feblo Vaberski, at Nogeles, Arizone, on : | 
y Fobrasry 1918. The 7 nenig of the man ras Lothar witeke oF Witzke; 
he was proved ty the’ document to be &@ Gorza man spy ard at ‘file trisl ras ; 
“eondesnad | to death. He was, however, sai executed, ‘the sentence having 
been comuted to aire inprisonment by President Wilson oe) 4 Juss 1920. 
tates @ 23 oe 1923, . Jaberskd vias 2 deported to Geraa mang ad is 
: believed to’ have died there. © ; . : “4 ; 
The al in question was cosiiesdes at once to WI-€ and was , 
: received there, according to the offietal Record of Wabereki's trial, . 
on 7 Feruary 1918, Its importance was not, however; eS at : 


once, though severe) persons in 1-2, including Yardley, tried their 


tends ‘at solution and tetlets Thon, Ceptain: ‘John M. kanly took Up 


se task, erent, a week on prel iminary vere, me PEs more on the 


pollution which yas sera hayedl on 18 May 1918, and, re ‘ies Edit ho 


Rickort, worked cout the = of the eal after the message had’ 


-beon read. i shy ae es * 


ie, te 


- The docunent hed been dated a5 January 1918 and soutien stored 


. Pala" to be a. letter of introduction to German .censular. officizls in: 


Hoxteo signed by the German iunister, von Eckhardt. ° It consisted az” 


"432 letters and proved ‘to. be & renee ‘transposition, the route Bedng” 


i 29-813 ~6-5-7,, end the vertical 5:3 “8-9-4 6-T-1-10-11-2-12,. 


a were taken in groups of four, except, oa the end Nat thres 


‘diagonal ard controlled by trio — numerical reste, tha frocleonuant 


- vere taken, and inscription was by ‘diagonals, transer iptien by the 


Wipe cmmeunce of the horizontal key, one *‘taviws ata taxe, te” . 


text, ‘translated, is 2g redone 


e 
Pid 


To the Imperial Bone ae Or iniees ts. in the Republi ce of Yertco 
Strictly Seared] -. 
The bearer of this isa “eitizen of the Raich who under the 


name of Pablo taderski is travelling es a Russian. He a 
edGerman alain agent. « 


‘The si Tatas 4n this paragraph are based on maricinel motes by 


Williem I’. Friedzan in his copy of Yardley, Black; Chamber, 153-171, , 
reporting cwaments of John }f. Manly nade on 15 Juno 1934, The - 
account of the solution by Yardley himself is faulty. Tra impres- 


“sion is there given that the importance of the messase ras realized 
; oe and solution speedily, if not cars arrived et.. 


Iv. | Codo _and Cipher Solution in ths Cioter Burean _ & 


- I beg you to afford him protection and assistance, also neivanes 
“him on danand, up to one thousand pesos of Mexican gold, and’ 
‘send his coda telegrans to this a as official consular 
dispatches. ' : Ae 


1 
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Mp “Von ‘Eckhardt. 


é 


all archives in ‘all —_— consul ates in Mexico. Transm tted on "ie oy 


January 9, e was epived and read by Me on 22 led 1919. ” 


toxt nas seni an ersups "ee ten letters, the a being a columar - 


. 
= “2% 


transposition ‘in eighteen adic a a ie a. : | te 


” the three daditfonal Srey sapere “pepartea és Feadable 


ad . 


PY 
Qs an opon sah sgetest seid to here ‘been used sn @ Germe.n ag ents 


in France. A cover letter was mritten in such a wey that _ 
* the number of syllebles in each three words would refer to 
- ' a threo-dijzit code group cor ses yaricais to a single letter 
et ee we OE BIE s ‘plain texte ; . 


b. another open cods system as vhich -_ aan agents in Frence 
and Syitzerland inserted want-ads in the newsoepers. The 
“first letter of each sentence ould indicate, by reference 


_ to a cipher table, which word in that sentence ves simifican 


: “in the’ secret tesct.'. This infonnetion wes.obtained frea th: 
aialian military attoche in Meehan atts b. _ 8 


-% third open code “as lororm from inferration received from 
an American invellizence. officer. The plan inveived the - 
insertion of a feeble sort of joke in a.newsparer, contein — 


ing thinl y veiled references to bie words of the secret texte © 


2h. Ses Exribit JII, Yardley, Achievements, pages 27-30; Bleck Chanter, 


pages149-153, and In L606. 


“The ron Magnus cipher"was a message order ing the destruction an. 


must have been tncluded among the following: - " s , we se: 
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Cx3id pid Cicher Serinti nin the Gieher Poresu n3 


stun cuobther cystua of sinllur ty-py, ecld Lo have boon 


ured in the Felina, consisted of 


tnraacs in Syanish ared 


Soran which represented vocrot texts previouel’ ugreed 
Uyene 7 


Cozies cf nevoparects cenb t 
EBALS hurd corsed oy Ein 
poh ainy ae Lo oreid ot 


heovnsn the mails by Germea 
rick et mith Lem Juice in 
thea secret turt. Thu Uonuste 


ret «-f Wustiecs had 4nleressbed gue c.cassges which wore 
ammreshiy revd in Bil-3, 


at Seas$ 


FAs a8) 


BWicnst tro nalyalphabot ler 


wiens mee kacwn to have oven used be & 
Sethe Widted Ututso. 
ai:'s 


ois different versions of nenozlrhabstie sab- 

OMS AenlsS 
ri of those esrea Lo-wtned of Sros 

egencien. : 


subotiveLtton tebles vers 


=a, and thera wara,also dloentio uusutitutluns usad 


ssc 


Meotitt ten ree) 7 tres nspositd. ma elruedy rota, Gernans 


smn ofleers 4a Kextcoe 


~ SO a ote tat 


Pee eee ~- 


wae belisved to havo used sisles, lant whoth.r Wd colived 


eyar net, Lo nat clear.*? 


Sti ef 


_ The emlographic. cyut axa of ‘only ene cblzr Curopecn govern 


ie 26 
sent reraZtonsively” 


studied by the exports in NIe5, thoce oF 


eee to time YI-v es “meu of conll codes desiznod for 


Tee ule 2h orplera é a in the United Stabea, bur noms. of these 


cous@tive boon oolved in 


4 


ETS, tase? 
theseces of 
tismeneg, amd usoa in tne airs 


LurcgiE & & Veruinenes | 


C———~. - wie 
noe 0 tt 


ths Surcsu.s 


antion wie elven to the ey — uced by cthur Yurep on 
ts 


os we oes - = merase 


"Th 
put La cok cares this cunainied mreiy 
wa retalved 
SPEC Rant. 


Brows 
aote.. 


vf Jil= 
eeyour Joss by actieunb, Jreg 

Whe oeant Jagioreytion evallatie In 

or ansbesicas ol a fun nmn=- 

$6 ou tyctioed In iste Se Seoeblescm 

Biswa LT-229, a psrer of the Nistirlesi unlit, 


rid: Kile 4 
me = 


Sim ecurlty wanezg (40 S47<). 


aa exe 


—_ , 
Cu . Its Cagto and wkstur Solution i tho tirher “ureau 29 
an ee ; 
-by osplonage activity, wis made Tie code as originally pristed une 


| 
en ee i + ee ee eee 
’ 
. 
—~-—- — - - —- ee ee ee a Se me eee le et ee -_e eee wee 


yw : 
2%. Th? Motosrenhy nox filed in OU. M%. ‘ihe stsry of the cepturo of 
this ede weich srpours sn Yurdley's took, ‘ihe Fe ot Ltt 
Charis (chapter vidi, ype 172-133) probe Diy Coresins apes deal 
er tiey.e Tp bruth ateul this aclivits ds thet mn a: ort vwi.8 ogal 
; fee ahlactan ta obtein a copy of the exia bus ho sigued 29 
7) dneissvctly that ° is fur paso in cuming —— ___. becuse kas. a to 
- represtnlivis of the diteliissuce oitlrer on duty Inthe 
PenamMente he Ha wage ae prseched With Cho efPar that, If ke 
wowi2tabiwitly walt for g stort tine, the e:do esusd be abtalned 
fer SS by Une res reuuntatives aL tin intveiidceave of Liter. Th 
stomtg ted dn otnsiver vlo detall in testvroang rivan bo Ure 
VY tm padi auan br ond of tho pareong iwha sestyunlcte asuiloved 
in tap imbosenining af tho estune Site rae ; 
——— ; 
5 pee eo ras ate ng end weile urinthy t.8 hey 
to eerie: mnfo ans ctelon fran his. én inpresmisn of tha ety 
: WRG TaD wide Sled Loy returned to uhe a ithnal acousiay irks 
sus;dion. «bili t*D Raurledro Of ths ANS # 
tisess oileciod when it tao knowa Lhet he wouad de at ay Ursa his 
arta, at! the cade wee thon photovrarhed, Vieso cremtians ive 
to teztcpeanted ty ninsa on the firet boy ere af tsa puges nus nit 
= phofsre nes eis arise 
eo: , 
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C- 5 er Cnde stri Cisher “wdutden in tha Civ ser Se vau 92 
te i - - oe =e sae «< 
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i. 
wae ee % > ee = 
i 3 
‘ ils polis ite ne — z 
<3. : Miea PF. riedann 4n 1492), 
Cod jai iD & Paper 
ty Pics tath Silesn, vho rirtiedeamd an Ula sci itlua, now 
Filed in Fh dete). ate Letber reaper Suals ty cevke elenr tine 
, Inet thot Ule ates had vacn cerbielly e-srraniseo: th 
Srplocethau Ais thet rll the euces mere reconstructed cutireiy 
hy <siaiyvaie. 
59. ee the ilat of F.itorn arutalning the trenalotions, presented 
‘ en pams 27-15 of Ta 5092. 
o 
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¢ 
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ve Cote net Clvicr Gilutizn in tho Cinher Mecou 93 


1925, the latter until 1975. Nciskopf had Leen an asployce of the 
Topartiseont of Justice as oarly as 1916, rhe he wes sent to Texas cs 
* 
@ gonfivontial azeat. For a ling tise he resained on tho payroil of 
the Sopertuont of Justice on loan to W~g. 
i then work on | first besan in Nl-2, Soiskopf's— 


nosvices eere obtuined, and sith his thore became avallablo sn axten- 


ceive amount of infcrsetisn concerning alscollancous systens ured oF 


— ee ee ——— — se wee ee - - 

mem ee —- ee ee ee ee ee ee + ee . . -- o - - 

_-- oe te eee - mers wor ey 

‘ 

; - -- me ee we ee me te -- mee — ee we oe oe - 

° a ——-- 
‘ . 
bg 
ee me me we ee re es ee —_——-—- -—- — - . 
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f “ oe 7 Saaremaa oo ee eee 


C } re Coe snd Cinto cCelubi.n in the Clicker Eurcon i? 
- 


with cole. Prequency counts of the proups wero soue, end govd tie Has 
mtce_of the proszble nord pathnd, In the care of this exiv il is yot= 
*bis to cet sxw dies af when solution berant tho earliest neccape 
vtucles yas sont cn 
. Thus, tho 


Znbeiaizence ob eds, “6G frvem tho reading of thin traflle wee not made 


avatlstie until thy pesdiod after-the fnaistico. 


—_ 
Ge. faiutin of thse 
Tha soletisn of the . was tis Yirst provlea uncertsicen 
by the Casa and Cipher Acluts un Subsection Captain Fe 3. Lucuions . 
r wulortask oe assignnonit, esgieted by a large staff ef cluriual perssn 
= ; > 
= nel cond b; ee in tho Spenieh I:nguage, esnng whoa Pre Victor 
“alskopf wes ont. The chiuf svuree of infermation caneserning tho 
project is a dcecume:nt eatiiiead skich 4a aimst 
oN Stan ean 
at cartainiy the work of shan Luyulons hinself. The dcnemecot contains 
. . 
‘ ' % ‘ 
a fil ascavat, step Ly slat; of tlm solution. ; 
- _- . - 


nl tho exyclon wns never esmcletse]7 


. . 
te % 


350 Tha reura Crstt of this surer bas been reprocuced in Cantatn F. 
ievegons’ Davies 13. i wt abn nous of eho 


ee eee Se = eee ee wee ewe ee 


pote Pitert ay dL this BW pene of Lhe Lilstesic: 7 atta tay a ath : rs "pity 
w1eteF (es - st ba 289 nL isenisle corien 2 Saber ht sa ert «De 
at “te, Jint.iee a beper ef Lhe pisiurlend Patt (la Sedddy J 
= tisaturly Jere he ; 
. - 164 
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wee ee ee ee 


I. Misesllinaons Meoblesd 
——— ror - 


Tn agditicn to the diplamatie problexs already discusved, tho 


exports fa 23-3 attucked any problens of a erysAanslytic naturs 


arising frou motoricl received Crom a varloty of sources, 


Cue such problos wp Lo be found in a vorles of rossugas cubslt~ 
ted by tie Lelagrayn cazpantca. AlL of tho reneLpes vere SLled in 
Supt acer 7." hey had buen euciprerad by a trenspositicn of the 
womls of tre rluin taxt. Thoawzh the trenspositian VES nelverd, tin 


raciltant decdisivrsants ure nt e:stirely clesr, and ths sucpieton 


rewiangs te in eveltlun to the transwaltion, seme Lesa of open cio 


eus aise deylved. Anung the persens rho bod filed thess sersaces 


with Che telocroaph combat vers 


AS. IR LR now cantina ita texts of thoso messazeoe 


Clair Salutiun to the Ch.bor jiuresy e2 
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rs ae Tight uso for tgsieisélion of messages chess problens printed 
” iia newspapers. Coloned Van- Denman saat x Lettor on 113 April ‘1918 to ee . 
| the various officials of the Censorship 


" source of dangers hg Mg ce oy ee OO * 2 Op uly 


Catienet Ven Denan on 16 peat saidiaes that the ‘British’ had been holding - 


in er Sclution in “the Cipher Burosau 


e 


. ae ee : 

~ . . 
. : e+ 

° e Pan Whe ey 


“Considerable sci’ was shown in the possibility that eneny ‘ . ul e 


42 5 ee attention to this 


; It has often been suggested that messages in cipher may be 
and are being transmitted by the standard symbols for chess movese 
Careful investigation convinced us thet it is net possible to 

convey a message and at the saris time play a correct gars. It 
apreers, hovever, that it 4s possible to devise a system whereby 
the positions of the pieces in a chess problem can be made t- con- 
vay & message end at the same time satisfy the conditions o. good _ 

_ play. : : : : 2a : adhe 


Whether ary actual chess preblens were found to be ala in 


.* character is net known: the wiitary At Hache in tendon repor ted to te 2 


‘up: chess problens, exanining then, and aiendine Lhose to pass whioh 


appeared. innocent. One suspicious pastes had been found in cighteen 


wale, ‘The French vere impr essed sufficiently by Colonel Van Desan' . 


letter to- en to the Bureau de la Presse a — again nst chess 


problers in French ‘papers. An elaborate analysis acess ‘of conyeys= 


ing a . message in ‘a antes problem isas. received from Captain D. uM. Liddell, 


of mm ‘Exuipnent Pividllos, Siena. Corps, in New York, dated 6 May 1918.42 


A. ‘To BL _ Mardox, a age Cenrorshino nee, Washington, es to , 
Captain BenJanin 4. Day, Ex-cutive Postsl Cer isorship Comaittes, .° 
New Tork (see IR sousy. 


42. Copy now filed in IR 5015. 


ae a) re re er i a ees 
--+ + IW. Code ar Code and Cipher Solution in the Cipher Bureau. _* - 10h 


There exist in the files devine folders Caaeang other ciphers 
‘which - were received ‘from’ various sources but were never solved. . Che 
. such problen consisted ‘of a message dn runes which was subait bel on. 


“—— - . ‘is Apr 1918 by Lieutenant Hasbext We Roners; Industrial Service , Zs as 


t - ri 
4 ae _ gen, Office of the: chiet of ‘Ordnange."?. wre of the experts ‘each os os 
spent: tro hours on “the paoblen without SUCCESS « This ray have. ‘been 
(es) . ‘@ s2ple Hsscake in “a new system devised’ by ee asa Rogers ora ‘ 
on) . measage vhieh had cons Re ie oe Line of duty. “alle a 
dl ie 
: | ~ a ? 
1. : 
4. 
| 
§ | sil ws 3 
. i - ® ‘’ 
a . ~~ 
i 


4i.. Wiscellaneous cipher problexs of no great importance are now filed 
in IR 13,86, Rm 1,568, pore 4928, Ir W939 5 end Il L931. Verious records 
@ " . of 1-8 (log books, notebools, memorandum pads, ete.), of Little 
historical value, are filed in IR 4347, IR 4348, IR 4376, and IR £377. 
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Jn his work at Harvard Professor Richards had the eid of Pro= 
fessors Baxter, ‘Kohler, ‘and Lamb of thet university, but in the 
 pammer ‘of 2927 Professors Kohler at Laxb Joined the chexical staff 

: ‘ho Sihidioes ‘fran the project: on account of pressure of adninistrative 
‘Guties st Harvard. To fild =e weeaney, @ young che=ist, Dr. Exzstt 


ae Ea Carver, Fas assigned to iadetat Frofessor Richards. . Pichards hea 


“. been, in tack, offered a eee as eatin in the United States 


= Bat don2l Asay (the ‘equivalent of ths present-day Aray of the United 
States), but 1 the condition of bis health made it impossible for him 


to acest. 


a 


In Hoverer 1917 the Military Int igitiparen, — set up a 
laboratory in the Postal Censorship at 642 kashington Street, New York 


“City, which was placed under the directicn of Dr. Carver, who in 


a April 1918 was comnissioned a captain in the i Aray. In the 
i late spring of ‘1918 a exgene lateratory was set BP in Fashington fo 


=... tbe office of the inst ary Tstellieenes Division at 1330 P Street,” 

% a “Rortbwest ts a balding ‘Wich oocunisd part of the site of the present | = 
| ational Press Club. This laboratory was ¥ Fenced in charge of Dr. 4. de 

eee s SE ‘McGrail, a grsduste’ ‘of Harverd fintireralits ty (B. A.) and The Catholic 

ee Undversity seamed who was commissioned a first L4suterant in the 


S_Betonal rays ae Caer a “ae _# 2 


“Ia Dececber 1917 ‘Captain J. A. Powell was pent abroad we ortaklish 


sae eee eee 


~atzon with the British and pest in ail matters hagtistiodins to the r: 


. 


: : -¢ - 1G 
60 a en pe ae aes ew memncen ns © . tones oe & 


: to 
’ ‘ 
00 8 cere eee tem apommemmeres anes-Fet te Ligterees sececeerererecosacs —e 


77+ GHAPTER ve THE SECRET 7 INK LABORATORIES? al, ee 


Early in ‘agar ¢ Colonel ‘Van Deman becane interested in Se “question 


e ‘of secret inks and applied to the National Research Gouneit for help. ; ae 
, Dre Warston P. geErets Chairman of the Chemistry Committee of the : 
Research Gouneti- reguesied Frofessor Theodore ve Richards, of Fatvard i j a 
University, to undertake this” ‘s tudy, and. he. first scientific york on. 
in seanat inks ever done in this country was carried iit; ty Professor veg, 
Richards in the Violcott . Gibbs Nevanatory at Harvard: It may be > cate 

~ ed out that Professor. Richa rds at that tine was outstanding mong : a! ate 
. “American cheni sts—he had been Excl: ange Profeosor at the University S 
of Ber2in znd had in doe received the liobel — i Chenistry, ‘ths 


. first Anerican: chenist ever td roceive this award. For many years | 


; We was the leading authority 4 in thie weed on the question of. the stonie, 


pas 2 
. 7 ° é ~ “i Lor 
“ * a 


“wel ght: of the elements. . : - oo: . Sok oe S. 


al tute wackiton is based very la-gely on an acceunt being written in 
the spring of 1945 by tre late Lieutenant Colenel A. J. cGrail, 
Signel Corps, then Chief of .the Laboratory Branch, Sigal Security 
Agency. Colonel MoGrail hed ‘been a first lieutenant in the 
Washingtcn laboratory during ‘iorld Wer I, and an officer in the 
‘Hilitery Intelligence Reserve from 1919 to 1941, end since that 
-time had been on duty with the Signal Intelligence Service end 
its successor, tle Sisnal Security Agency, until his untizely . 
death on 30 April 19,5. The, account was not cemplete at the 
time of Colonel McGrail's death, but it fortunately told the stery 
of secret ink activity from 1917 to the point at which the account 
can be carricd on through the recollecticns of other menbders of the 
Laboratory Branch. . e 
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© ee Acta ciemmlle «wwe! entre. + 


: Tt is certain, ho: wever, that much help was derived fren a visit of 


* dnstruebien of the American chemists. 


2s. See Yardley, Achievenents, eae ,  Bag® 


ee The Secret: Ink Laboratories ‘ lial 107 - 
yer) of -S. He sent back, what is desemibed as a voluninous report, 2 


- : but this Was eure sa lno st ‘wholly of material on _orgptanalytie a : 


; thore nay. have neen "some “information on — ink, as Yardley hapten, 


© 8s 
oe 


Mrs Stanley” We Collins, Chief Chenist of om British Censhorship, rho ° of) 
“cane to the United States in the sun mer of fie, bringing with hia 
; complete files of infornat ion on eneny, ie, gethcds of Getecti ion, and. 


2 : af 
. -actual exhibits ahaa sled iethens.e He devoted tuo _— to the © - 


- 


3. The substance of his main report appears, in The Arericen Black 
Cheer (62-69), disguised as a lecture given cy lr. Collins, 
+ yt in interrupticns by Captain Yardley, who refers tothe visitor 
‘as Mr. Collins.". A lecture ras indeed, given by }&. Collins, | 
bat the steterents mace in the book are taken, rather, {rem his 
wrimen ‘report which he brevght with-him. One copy of this 
, reget was retained by Lieutenant McGrail with officiel persis- 
sic the otter had dicappezred fem the Tilés*of the Lilitary 
Intdligence Division as early as 1929, then Captain McGrail, 
tiem-on temporary duty 2s a reserve officer,.searched fer it in 
- ves In June 1931 he sew in the-v:indow of Futnem's Bockstore, 
45 Street, New York, an exhibit of Yerdley's tock, The fmerican 
* Beek Chaster, in which were a nuxder of photostats of cocuneits 
being nunbers exactly cerrespondiny to those in Mr. Collins’ 
‘emt. The inference is that the bookseller vus given these. 


seet British docutaits by Yariley. See a letter of Ceptain 
Ie&ail to William F. Friedman, 29 June 1931 (SPsis 201: A. Js 
leastag ‘ 
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" ” fessors Sasa, Kohiler,: and Lanb of that university, but. in — 
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ih his work xt Harvard Professor Richards had the aid of Pro-, ; 


summer of 1917 Professors Kohler ene 7 joined the chentcal -etaff 


- me, 


‘. -duties at Harvard. To aan _the vacancy, a young chemist, es Exxett 


” ie Carver, was assigned to assist Professor Richer ds. Richards had 


Se 


Bees in fact, offered a “commission as Gpieas. in the United States e's Ps 
“National here (the equivalent of the present=day Arzy of the United aii aig 


: bated), but the conditicn ef fas weaken qaae it Ang possible for him ca 


ko asin — 
In Novenber 9.7 ‘the ‘ushitery Intel igence Branch set up a. 


nboratery in the Postel Censorship at 64a Mashington Street, New York: 


_" City, which vias placed under tre direction of ie. Greve, ais in 


° 


- ‘eo 1918 vas commissioned a captain in the National Araye In the 


late spring of 1938 a becord latoratoby was ack up. in Washington in 
“tite office of the Wlitary haven ieee Division at 1330 F Street, 
Horthwest, a building vhieh occupied part of the swe, of the present 
"iiiogag Press Club. This laboratory was plzced in charge of” Dr. Ae de 
McGrail, a graduste of Harvard University (B. A.) and The Catholic | 
Dadverstey, (ena D. )s who was commissioned a first Lieutenant in the 


National ery 


In. December 1917 Captain J. A. Powell was sent abroad to estetiinats 


liaison «ith the British and French in all matters peace tc the 


te withdraw fron the project ¢ on account of” pressuns of eduinistrative i 


._ The Secret Ink Laboretories OF ae By 108 


In the New York Laboratory suspect . Letters fron the New foe + 
+ Censorship were exanined, contents of parcel ‘post packages were 


_ Botha, and much york was dans for iepicen and ialied intelligence 


be ‘agencies which operated in the New Tork area. The Yashington. 


Laboratory received each day packages of mail from the Censorship ; 

Stations at Key Vest, New Orleans, San Antonio, San Francisco, aid “ es 

Seaitie. “th addition, it exenined suspect pabtens end materials which” | 

were  ecerenn by tte iaLitary Intelligence Ds vision and other agencies, . 
"The Office of} Naval intel 1igencs carly an 1908 set ops labora~, Pers 

_ tory in 2 building which is stil Svanaing at ano New York Avenues, 

5 Hortimest. This laboratory, vas well: bupplied wich chemicals and was 

car BERteS equipped with apparatus, than wes ies ‘of the oop © 

‘ d eravoeten, but it was direc ted “by an ensign viho = civil life had - 

been a fingerprint expert.. ae accomplished little, ona on 25 Saphiieg”: 


1918 he equipment and. Jeeta were’: staken, over by the Ary nigel ; 


‘on F Street. 


During the Var "tie ees Laboratories ee ai devdiered fifty 


. Letters in secret ink and aided in the srosecutdion of the -German agent 


-Maria de Victorica; tut with the ‘ailgeing of the krnistice, the censor 
ship of nail w2s ' AUiscontitnnet and in February ea bids two Army : 
Laboratories | rere consolidated into one at Rea! Tork. . From that date, ” eg 


until June 1919 a ee deal of research was done. In the gucmer of L919 


the New York Laboratory was closed, its equipment and supplies turned 
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‘ vV..- The Secret Ink Laboratories’ * 122 : 
" over to the selvage duthorities, ana its records were sent to the . a 

“waiters intelligence | Service ard: promptly lost. = 
“ht Miah date Captain, Carver mace his trip to Crest Britain and — Se 


x Es PS aee A 


: France ep study in the labor atories there is ae hor is much 


"known of the trip ‘made to France in 1919 by Lieutenant VcGradtt beyond: ‘ . 


"the Lact that he assistéd Secretary Baker alk the Peace Conference ty 


. J! @ 
. - °, . 


nee the coding of, some of his ——— * We, - iit , 5; \ , ae. 


aA peragraph written by Soe Yardley in 1919 es pe of a generel 


Se eee ee 


report on the work of I-e Gattis the following significant PE 2228: 


Gureapsncmatte’ and Bias preliminaries ‘delayed for a pain- 
“in + Lully long tirue. the establishment ef a Taboraterrin & I. 6. * 
* This did not actually take place until the rezrovel to 1330 F 
‘Street in July 1918. The ‘leboratcry vies, Mowever, ab this date 
"* able to‘ function immediately in highest efficiency. Its record 
"uncer Captain Carver—end in his absence, under Lt. A. J. McOrail— 
‘is one of thoroush equirment for any ‘problem in its field and of. 
- great usefulness. (Cn ap average over 200 letters per week were 
exemined ‘from July 1, 1918 to uelyursy 2, Dele « © 's 


The favor able comments concerning the two ‘chesiists: a> e daterest~ 


“ing in the Light of ste. tenents races in Chepter Aik ("Secret Inks") 


' of The inérican Black Chanter. Yardley fa: ins ‘to aawicn the +0 . 


officers by nane but giv es the impression thet they were not really 


neonakent to do their’ _—s The — Shapners in that volume yhich * 


“treat of secret snite setupten” are untrustworthy oe of events! 
ot — - — a 
kh. * Yardley Achievenents, U-12. eS Sg # es 
5. Ibid. © ; "s oe J 


6. Chapter III: ‘Secret Inks" (55-76); Cheyter IV: "Patricia 
(77-89); Chapter V: “lMadame Victorica" (90-119). , 


7. Pe 89.) 


| 


al ‘Light by the spplication of heat’ ‘fron a smal electric stove, even 


; > Ugh moreover, ‘was not found ‘by a censor on the Mexican border, bub 


- 8. The authority for this statemert snd the other criticisxs’ following, 


Be ie ‘____—*‘The Secret Ink Laboratories _ ae jo lt 


: which Captain ‘Yardley was often in no position to descrite from first- 4 


, hand. experience. He nas, for ‘exonple, in France at. the time yhen ae + 


. " Pteoneeet McGrail, wand eee a . omicted counterfeiter, es Yardley 


maintains,’ was able 46 ‘a a seal ona Wexticen letter® : - addr essed” 
to a high Mexican. of ficdal (et to Catrenza, as Terdley states). The: 

5 oo Pes 
* long story’ _on ‘the’ detection of a Seener ae, letter written in Greek ay one 


eo! °3 
tontains many sarees The. —- hed already been brought. to i 


- before the letter, was sent to ¢ fashington. This Yas’ “ens ~ Lieutenant 


“Colonel Re M. Canpbell, Military At tache in i fexdeo City. The method 


; ‘of protecting a message against une effectivene 2s of ‘the Lodine vapor * 


; test. had been discovered as eas as 1915 by the British end French 


(not, as Yardley maintains, “by the Anericans: in 7918). “The Patricia 


2 


"‘by the ‘San Francisco Censorship which ‘sent the letter to Washington: 


_is to he found in marginal notes by Colonel McGrail din Mr. Willian 
‘F. Friedman's copy of The American Black Chezber. This copy of the- 
book contains many criticisms-from otler firsthand SOULCES 6 : 


oi Pp. . 55-60. - : os ° a 7 + 
10. The’ ‘original documents accompanying | the lettor are now on file in’ « 


the Office of the Director of Communicaticns Research; _the letter — 
itself is in the ghepekeny Branch. ‘ : 


7 
- 


“CBS 


Lise 


~ Ve og ae ed The Secret Ink Laboratories iw 0 


3 - oy Pies : ‘ . 
because it was suspected of containing code. when | some one ‘in 1d-8 


- thought she saw traces of. ‘secret writing: ‘betieen the Lines of the 


jetter, it was “brought to Lieutenant McGreil vis flared it under an a. 

‘ultra-violet esas? and road it—it Was never treated chéni cally om 
Apropss of Yordley's counents: on Madane Victorica, a jesctd. be 

porbe out that she arrived in. the United Stetes on 22 Jenuary 19175. 


was arrested on ia ‘April 1928, and tie. ‘letters were obtaired and 


ie doveloped—some of them—~in ile 1918, when tiey were hore ‘then a year 


Paes . 


= ‘old. Her arrost ere ‘to. the’ discovery of the ‘letters, patties than the es 


"reverse. ‘Enough e v5. dence has been, ‘presented to show the encmnttt sf? 


false end nisleading character of ‘the information on secret inks given 


in The American Black Cha:rber, 


- The Washington “laboratory ‘al als > supplied trained chenists requested 


by Paris in August 1918 we provide. secret Salk facilities for, the te sting - 


_ of soldiers! mail. A small lebcratory had been ant up at tie. Ease 


’ Censer's ores ce in Pix is on 11 daly 1918 under the Erection of Ceptain 


Lucien ve Desha, Badueard” — The first tvo months were Spent am 


; getting equinment ‘end in experince: tal work., ° The first vork was done 


o 


by Gigi "Deske and four omiisted men, but Spaaes chenists were 


needed. First Lieutenants G. C. Chandlee end D. 5. J. Lynch, both 


trained in tin ‘Vashington laboratory, spent a y.cek An the, British 


eo in . London, ‘and perro for duty at the Base Censor ts Or ‘ties 


in Paris on  Novenber 1928. on 13 jtevertben 1918 Second Lieutenents 


7 / 1414 
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Ps a Danner aha Edward Pe Snyder reported to the Base Censor alvectiy . 
‘ fron the Washington laboratory. ¢ eo” a : : . ee 
7 *s : de a The ease relations| established by the sanitary ‘Int ced igence ao Me : 
. Diviston and tthe branches of the petiaten’ Postal Censorship doing . ; 


sinilar work made possible collaboration betwe en the Base Censor’ s 


* Laboratory and these British offices. Most of the mail esate at 


the ‘Paris Laboratory was from soldiers in France to cor> espondents a5 e 
- neutral countries. : During the’ period of the occupation of Luxe: sbourg. a 


‘sal cep Se ts and Germanys several “hundred ee trom wansous divisions of the _— to 7 


‘ eay yere tested each hes he When this Latorstory Vi2s closed | on 8 "a as 


< - Fete z7] 19; a » total of 53, 658 letters had been exanined for a - 
3 a . wpitdig. of the'so, 428 resected an such a marmer as’ to" require further “@ 
; . _éxanination iit only tio p Aeteens _were found t5. contain secr et Ww ing. dal | 


tens tats tt el stats ninth yas ih am 
. P . 
. aie 
. e 
*, . . . 
e 
. 
. 
! 
° 
. 
e 
. 
‘. 
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a = rl ‘ ep aan one E ‘s = 
hs salt ett concerning the Paris eigtee are taken fren an° 


-Extrect fron Final Report of G-2-D, G. 4. Q., A. E. F., May 
1, 1919" (SFSIS 311.7, 1919-1940, Case Wo. £97, 1 May 1919. ° 


-° "" . CHAPTER VI. THE SHCRTHAND, SUESECTION IN NEW it ora Sam phe 


\ Ba, . 7 
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* Oreanigat ion and Personnel . 


~ 


“The -nced for shorthand | experts arose when, in October: 1917, _ . 
Clpticr Bureaw begen to receive from “ime Postal Censorship Conn ttee x 


certain dececictite suspected of copteteis ‘ciphers; Some of these | 


proved wpen examinztion 6 be Yiddish and Ar abic, while a vere 


found be be shorthand notes: The ‘latter, were doubtless submitted, to. 


epee Pa ec 


‘the sa ad evailable in the War Departnient, but ‘some coal not *s 
be read. The unreadable shorthand notes were afparently in foreign 
Languages, or PONENT. systens of shorthand, or both. i. ; ae. 

. To procoss vias mate ‘riel, the ‘services of Ure Franklin We Allen | 


“wore spauwed, Bo ds, eter was sclected for the tial is xuninorn} 


the two accounts of ‘the Subsection ‘made ‘by Major Yardley, and lf, Aen 


“merely state that eneotirsé was had oe ‘Mir. Fe W Allen." He Vas, hor 


ever, a partnor in Hulse end Allen, a emitter = of law reporters, 


with main offices at 165 acta, New York, and —_—" offic sina 


1. The- eviivenee- fer 2ll statements made in this chapter is to ie found 
in a semevihat fuller account.prepzred in Acril 1945 by tle Historical 
Unit, Signal Secursty Agency: The Shorthand Subsection of WG-8 in 
the First World War (1 1917-1319), and decunented as IR 5012, ; 
Appendix Aof IR 5042 is a rough draft of gag ae on the Short—. 
hand Subsection vritten in 1919 by Majer Hertert O. Yardley, while. 
Appendix B is the seme draft as revised oy F. ei Adten, enmief of 
the Subsection. In additiun.to these two documents, the emire 
files of the Subsection were utilised. ee ; 


Teed ® peel cl 


ce) 


Mtl; ee 


Q 


~ 


. 


" number of other eo including Washington. ‘Hulse & Allen Vere. oe aS 


-On LD Job 1919 the Shorthand Subsection cemo to an officiel end: 


Federal Trade Conotesion. The choice of ‘Ye en for this veel was 


+ was, se lat ver yeinbursed for ‘these expenditure és. The ‘extent, es 


Viz. * “th __The Shorthand Subsection in New York . <a 114, 


“ e ° 6% - 
> s % * = . © sy 4 1 


o> ws 


official reporters for one Interstate Comuerce Connission and the 7. a> 


peculiarly fortinate; for not only vas 5 he eneonestiy in cane. the 
“aigttoult problems presented to hin as ‘a shorthand exper tend in 


"recruiting Linguists, and stenographers see other units, but he also *. is re 


- 


; “served Phpcughgut ‘the war without ‘compensation ing, unt 2 ‘Yay ‘aie, 


paid out of ite ovn pocket ‘and the. -expenses of Hite organization. Ke. ae ia 


of Mr Ben's contributions of tine end money tad by ee 1928 become ble 


» SO great that he was requested “to organize. the vork as a sub-section ; i 


of WI-8, which he acon to do, rithout remuneration," . being 


"granted the status of Chief: of the Subsecticn 2s ‘@ civilian Volunteer, * ; 


“and the staff vas sivorn in ‘as Somaeneap ‘enployees. This unit ne = 


describet as the earliest of me subsections formed in 12-8: since 


‘ ‘ens Secret Ink Labor story $n Nev: York was set _up in Novezder 1817, 


this stetement must refer to the beginning of werk by is. en, not 
to the fwzal orgenization of May 1918. °°. ss 


The earliest st dated document nov iin the files is alletter of 29 


Decerbert917 (lm 4238) from Captain terdaes to Mr. ALlen, but the ° 


: ee negotiations had apparently been completed at this tine. 


after 8 Feruary 1919 there was no full-time shor tha: nd expert terking 


me 


; . e of 244 Madison diaries in Mey 1918. No difecce yas Fede by rs Allen 


ony in an Vor t* : 115 ‘ 


for 1-2, but Special problexe vere processed on ap hourly basis. Ce ae 
Tho Shorthand Subsection functioned in Mr. Allen! s orm office, LOM r 


which at first Vas at 165 Broads ay, but vies moved to the second floor’ 


_ for the space ued by the Gover nnent, ‘though most of the tine there 

"were, at dice ineer persons hie” york besides Hr. ‘Allen hinself, The | 
‘Letter did ‘not epparently anes the recespary ‘transcriptions hinself: 
he vas probably not able to read ‘the foreim systems of shorthand, but ‘* 
‘he deséived ereait for org genizing ana ditecting the una coat aa = if. 


Six persons were employed ona ‘full-tine besis, not always eee =. 


taneously. tie elves these vas Arnind B. Coigne of Philadelphia, 


. who was then so Penne that the pros pect of his induction, int o tie a 


-created considerable concern in the unit. ine Coigne. performed the 

| etter of exeminer and classifier and also aaa to have acted in 

‘Mr. A en's abserice as administrative assistant. To somes extent he 

, SEHR as an Sree ceibes for “Major ‘Nicholas Bidete, who 3s Chief of 

a Wlitary Intelligence unit at 302 Broadway: at least he was autter : 
ized to carry issue ten card No. 499. Mr. Coigne as on the | 
Goveriient payroll from about 2h May 1918 until 8 February es « 

“Mass Maria — a highly trusted erployee in spite of her 

German citdzenship, vas the Stelce~Schrey German cvenoes rapher. She * ig 


worked from about 2b May 1928 un $41 about 1 January 1919. In eddition ..: 


to tr anscribing the Stolze-Schz rey probiens, she also ane @ goce ram 


at. 


, 


——— isin - more 2 0 
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-shorthend and longuage tests to avplicants fur pooltisius. 


Posiden Liss Noranan, the Corman staff included ab sons rate tices 


tio Cabeisderger stenogruthoro, Frans 9. wsy and iner Zisenhaver. 


esa why homaiiiact ren ~— Jeng with the unit end rio ultineboly 
rexieced by El senhauor. 


For Spanish shorthund the rs were two stenorra:tors, both fponish 


‘subjects, Vineenta tie Hortoga ea Yosé te Fis ectiaas feeders vias avlo 


ies ae’ an! 


to ecnmamd bhe liwzoue salary pafd to any ene By ‘the Wns. (32 75 Or. 
month.) in aeaaSien to these porsons, a nurser cf others voried fron 
“Lue to tice 8 on an hourly, basis.’ 

Ths expenses of the Shorthand Subsecticn were paid in tha fcllon- 
ing namert certain ef tho employsoes were pale by check received 
fria ths office - Vojor Biddle, while cther expenses nore aid in 
cash by Er. flion, xto wes later ont eaed Ly ieJjer uiddla upsa 
prosenteticn of sn zce-unt rith eamerttns youchors. 


Tle total cost to the Governsent may bc set down as fulloss 


. 


Salarics 255% 3-39 
Steer unansces Ls RC 
Peecncms chiurres 1,08 oe 
Visellunesus (li dulv fea 9) : éo.29 
IeKiw expenses of. éilen Fitba 
Dtel ' Voie sc 


2. TR S42, pe 7 end e nencixes ©, D, ard F. 


3b «+e 


© a Mee ; The Shorthand Subsection in How ex Tot 8 oa pay ok 

lr, Allen himself vas, not the only person ‘who gave voluitersty 

; of his time ‘and energy ‘te the success of the work. Letters of appre- 

ehattons were “Prepared for ten persons, mostly prominent shorthand rag 

i experts, and ‘adaned by ie Directer of nalitery Intelligence. “several . 
‘other Persons, ne ser ettricin reesons, did ee receive letters ae 
aypreciation, made similar contributions to thie vrortt. fens Allen wes 


‘himself thanked in a personel, ‘letter signed by Secretary Eaker, dated 


) 
. 


3 Gctober 1919, Pt ee 2 ee a “ of 23 


-~ “SS 1 te -: 


“ame security. of the Shorthand Subsection, esti as it da, ti 
Nevi Youk City, remote. fron: Mice Jar Depertaent, was "rel atively neglected. 


md ue document: was ever marked SECRET and few were mz auteedh PERSONAL AD 
7 COMPIDERTIAL. No ala military channels for com sunication between 
” New York and - Vashingten seem to have existed as the alia! wails were 


“ou used. Wether the nore : important docun feats were regi stered is ‘unknown, 


id ee 
“se 


* since the envelopes, were not preserved. To judge ing the s ize of 

the tel etone bills, commnication of she type must hkeve been frecent. 
Mr. Allen regularly sane himself as "Of[ficial Reporter, Shorthand 
Subsectice, Military Intelligence, General Starr," and his let ters to | ; 
sacs all always bore the information that his correspondents were 

al so associated. with Military Intelligence activity. He seit out em, 


. corresponince which stags poenmmalty be read by eneny aLieris—sone of 


pa A cae even 5 Race mee@iane frauniidy divulged his official position. 


(ae. 
a a 4 AR ; 
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B. P The ‘Shorthand Problen . i : i # ts : 


The alia task of the unit, end the nity one Gen. cengeged the” o © 


¢ | 


attention of most. of the persons on the 11-3 payroll, was the Froces~ Per 5: 
2a" sing of sforthand Gocuments. “The export knoviedge | of the staff . ; 4 
probably solved many a the bree encountercd wih thout more > traning 
than they pos sessed at the outset, but it vias well’ understood that in ; 

the traffic studied there roi be ° represented amany different systexs - ee 


hos shorthand, and among — ie not nly the vell-recognized s sy stems oe 


ae 


as Gabelsberger and Stol ze-Schrey in Gz Panay ‘but e180 obscure sy" ges 


“used by only a s few people. The first problen was therefore the pre- “ atk: 


7 


-* Ls 
aration ‘of en asehticnenette bibliogrephy on the saeiact of shorthand, with | 


‘ the ultinate creation of as large a shorthand library 2s 2 possible, 

‘Accordingly, a oar of icxdcbuah short hand Levees were obtai ined, “enong 
: other rs ‘books on foreign syste: as of shorthand in the Chicago Public 

"Library, oe New York Public Library ‘Xe eale Collection), the 

Gabel Bezger Shartivena Seciety of New York, che Phonog> aphae. Institute, | 

Cincimaté the Joln Crerar Libr “ay in Chicéso, end the ee of — 

‘certain experts. From these sour ces, and probably SyERS acs, two 

card files were prepared: . | 

Be " bielioemty of foreign shorthand tethentes! and Aaa 4 in 


> € dena and. pave te libraries in the United | Segiees and ° 


‘ob Bibliography of Endlich shorthand publications in Libraries 
- ‘in the United States. 


, * +e fey 


languages. 


Se Neit Hee of hese two cereal files is now available, but the brary a , 


‘ 


which was: collected’ for use by the eepeinus in the ‘Subsection ESeae! 
\ 


7 “the property of the Signal Intelligence Service at its foindation in ‘ 


1930. Tt forms Ble nuclous ‘of the : som er; raha faple ‘election — gi 


Agency. In February 1915 ‘there were 115 tit les which cowld be 


dogtnrtaty treted ‘to the Shertiiand ‘Subsection ‘Riunasy, ‘of waiich at” . 
‘least thirty-two bith es. caine pore the Library of the Gebelsbergér 
' Shorthand Society. These had been obtained, apparently witheut Bay- 


A nent, “through one kindness of ‘63 president of ihe society, cr. Fudol 


o-. 


‘Tenbe, and the secretary, ire Jacob Compter. 


The collection. as finally | built: up by the Shorthend Subsection 


can ‘be erassicied : in the following ways” 
a. Engli sh “and fnetioan S3 vstens. ,of shorthend; 
b. Gabelsbe'rger shorthand: ° 
c. Stolze~Schrey shorthand; 
ds ‘Various other foreim shorthand systeins; : 
e.. Masterpieces of Gerwan literature imeem’ in shorthend. 


Among the foreign systems represented are some in French, Spanish, 


Italian, Hungarian, Turkish, modern Greek, and the southern Slavic 


. 


Using tits material « as fast as-it was obteined, the Stiowhend - 
experts inenutted charts: of the chief ches racteristics of each know 


system A total of 54 di PRemasith iy aheite was dittinstalsy included. 


a 


; VI. oe, the Shorthand Subsectson in Rez. York: 19 


nee - 


“einen 1943 by: ths Special Exandnation Unit of the Signal Security” . 3 a 


e" 


~ 
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Yhen a shorthand docune nt Was received ‘fot study, an attenpt was nade , i 


known to the ‘experts. Tn soine eases,” however, no ‘success "could be 


obtained by ‘this meth; ody ‘and then } ‘fr. ALlen yould send photostats 


of © 


ite document to any ‘experts not on the’ staff: x hoe looviledge eight be - 


_presuned to cover the systems — in the document s in avestion, 


When "4 


‘ne source ‘also failed, the shorthand notes vould ad studied by the 


exerts precisely as if ‘they were eacee vith, cipher. : : Frequency 


. 


with sinilar frequency tests of known systens, te this wey ie, was 


pletely unlanorm % Ene stare, 
. Weeldy Progress reports were ‘subaitted from U, June 1918 to 
20 Saray 119 and are aon extant in IR hia A total of % 


: studies vould be ‘made of ‘the characters in ae document end compe ared' ; : 


zy 


* possitile to transcribe the text of shorthand notes in systens con 


questioned docuvénts came to the ee from the foll ewing sources? 


¢ a. wI-8 ee diet Gnct cnt L6 pucks 


ob. The Executive Postal censorshns Co: mit tee in New York: 22 


problems; ; 


ec. The Bureau of Inv estigation, fheparttaenit of if Tectaleite 2 probless 


d. The Office of Majer Giddle in New Yerk: & problezs; 
e. other sources?’ 2 ae 


- 


Re Upon receip te Sinai was at once studied by a meaber et ag 


date, giving the following facts: 


ak 


* Stafl and a report was centres by Ir. Mien at the earliest possible 


Giza 


3 on Lhe basis dt ‘ine se char ts to identity the systen with those “alveady | ae 


” 


< ae, 
, By Dee 
” iis 
da: = 


"the feVwing docuncnts ‘were z ‘eceived from MI-2 


(1) -The ee ‘Martin Hebe (ir 14238) ee ae 
*. (2) The Teresita letter (IR 4238) «cee 
.(3) The Castellanos letter (In 4268) os 
(4). Unkmova problem (IR 4179) + ts 
(5) The Brother Antenio cor: ae serienwe (IR 4194) . Pris 
(6) Unlaiovm German problem (I 4191) a 
_ (7) The Cenoveva-Chita letter (Tm 4263) 2 a 2 
(8) The Jchn F. James Letier (IN 4,252) 2 2a). 
(9) ,The Arthur de Villers notebooks (IR 4255) Sr ae 
(10) ‘The Haria Rebles Leon notes (IR 4171). |.-- . eases 
(1) The N. Grayson papers’ (IR 4158) tees 
(12) The Felix Conde letter (IR 4199 ard m eee & % 
(13) ‘The Fabela papers (IR 1.163) 
- (14) The May sndersen letter. (IR 427) vé 
(15) ‘The José Ibarra Sanches (IR 4271) bg 

(16) The Bouilla letter (Ir 4122) ' 

(17) .The Feople's Cewncil Correspondence (IR 4,263) ; 
(18) The Hermann Lange notes (Iz h27h) ° me . 
(19) The Miss Z. Jacobs letter (IR 4251) ae 
(20) The Reyes O letter (IR 4257) £ 
(21) .The Gellaga letter (IN 4231) 

(22) The notes of Liecutenent Commander Goulinen of the "Planet" 

: - (IR 4196) _ + : 

(23) Papers from the German Leration at Stoclchelm (IR 4230) 

(2h) The Paul E. Hernendez letter (IP.4259) , 

(25) The Matther Kiernan notes (IR 4279) r 

(26) The Hep renee letter (Ik £173) ce 4 

(27) The Grand Rapids notes (IR 4178) -_ , 
(28) The Ernest Elchenbers ‘notes (IR 4190). , = 

29) .The Alejandro Finco letter (18 4267) 

30) The Luiz Valenzuela letter (IR 4236) - 

(31) The Rodricucs-Villalobos notes (IR 42n0) 

(32) The Cota letter (TR 4195) ° a 2 
(33) Tho Bravo letter (IR £181) ; : _ 
(34) The Josefina Valarde case (IR 1,239) . . 
(35) The Jesus Cortés letter (19-2 No. 10110-656) © 

(36) The Mes. Moliie-Frico Cook letter (IR 42C0) 


The Shorthand Subsection an mew torx 


The languare used; : 

The shorthand system used; - - 2 

A transcription jin the original len guage; 
An English translation of the text. ; 


The 


in Washington: 


Zurita letter (IR 4150) 


VI. 


The 
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The Mollie letter (IR 4150) - 


Feur vords:of shorthand (IR yusoy - °° » oe aes ve, 


‘Most of these problens produced only negative results: persons ° hg : 


Rodrigiez—-Villareal letter (Mm 4150)° . * aks "ee OR gp 

The Gretchen Sender letter (IR 4170) 2 5 ee Se 
The Margrit letter (IR 4176) a2 gr a 
The Juan Janez letter (IR 4150) - xe. ax 8 ‘he. Sa 

' The G. Nallemon notes (IR 4150) - ig A ee 


? buspected of epi seit cownunitations Meee often exonerated when the short 7 


hand notes’ 


ER the ‘evidence shor: ed chet ie writers ,had _— engaged ia question-” e 


which they. had writes could be read. tn e few cases, hors 


ze 


“abi practices ‘or that the writers” fet ‘e know td be Eneigy agents, and men ae 


. the transcription of the notes proved valuable to the authorities who , 


Cne of ihe latter cases wes that of the ‘These! 8 ats cil cor 
. res pondence (No. V7)< 
; Orficer of. the Nesdinicn -Departnient on 8 June aaa end vias submitted hc? is 

Yee (pene ‘on: 1, June 1918. 


‘iibte acted by ‘Imatius NeCerthy, special. agent of the _ Department of 


SS were investigating the cases. 


- .* 


“this problem originated mith the Intelligence . 


It cons =stec cf uinee shorthand not ebocks ae, 


=: 
. 


- Labor, tho on the apt ‘of 6 June 1918 gained access to fe offices’ 


of va Feople 's Council in the Foxcroft Building, San Francisco. and me 


sales the three notebooks “and other pepers. They were the propsrt7 . 


of Blum Zalaznek, alice Bluna ficmase,. then under secret indictment ; 


but, little is noe of these notes. Mr. 


Allen wrote to Captain 


tecller 3 in Paris on 30 pingust 1918 (IR 4149) — the problen would © 


: eettie about 4CO pages when aomiiebetth 


-missinge 


The documer.s thenselves ere 


o me ABS 


The Shorthand Subsection in New York seat <i e ms : 


‘ 

“A second case submitted 3 Septenber 1918 Which was of consider. ; = f 

; able interest becatise a German Naval Officer was aqpalas, Yias that — i" Pi; 

. presented in ‘the notebook taken tres Lieutenant Commander Coulnen of . oa 
the "Planet. "But the notes. consisted merely of records of Coulman's . - 
-Feading, ‘ye sien of an original short t story, some materisl on reli . . 

=" _ Lous matters and Saale s opinions on society and the | vars "a? the 
oat 


Q 


bla ee © oe 


The office of the Postal | Censorship Committee, also called the ti, "3 res 
Executive Pests Censorship committee. was loceted ‘am 642 Washington a Ja 
Satnee: “New York City.~-Cn duty in. this office vi2s 3 Captain Benjamin’ 


.N.° Day, who forwarded ty: add Shere eee decunents to hi re . Alen, as ‘J : Pas 


‘f ollox's 7 


“Mount Herron School case (IR 42,9) : a. ne rs. 


> Bernardo Fago Canido letter (Ir 14297) yt ge BEBE 


:° : = : ‘ “aah 


Gertrude Fox note (IR 4256) he . te oe 
Luisa Senchez notes (IR 4243) OS Ser es E 
"J, G." note to José Herrera (IR 4256) ee eS ae 
Tully-Lozano card (IR 4262 and IR 4243) gut. ge 


‘C. F. do la Reguera notes (IR 4243). mg FOE 


Frenk P. Lucey notes (IR 4243) * s 2 Se de 
A. Caballero notes (I2'4256) : - a 4 ‘ 
P. K. Wilson notes (IR 4243) : eg 
Lamentin Letter (IR 4266) . . * 2 mde 
Enil letter (IR 48k) P ees ae. 
Garcie Gonzalez letter (IA 4234) aa " 
ae letters (R 4172) . Oe” a ee 
veinhart letter (IR 4175) - ve * ae . €€.5 
Bricei is letter (IR £253) ; ; _ 
Romero letter (IR 4186) of oe 
Juan ‘Fernandez letter (I 4174) : My ie 
Eerliavsly lettors (IR 4293) a oe, glee e 


Vineentico P. iguayo letter (IR 4185) : e 


WT. Re Grace conzericsl letter (IR 4235) 
Critter letter (IR 1,233) 
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Of these the Mount Hermon gase Was | important os the results 


ap ie 


-,were negative), because in 1 the pardon before the Var the School had 
. enployed tio Gerrans who disappeared at the outset’ of hostdlities. ) 
, The ‘note to José Herrera ey _— icin apt by a man er ait ws 4 ripe 
} Pepin but the ‘transcription ied to nothing. The ey | : 
“letters, sent by a “Gerran in Lina to his brother in ae! =HeneD . a : 
“clearly hostile intent, though probably no SnireRsive netiwdty, 
The case of: the Juan Fernendez: letter is aarrersit. This problen vi vias 
i & “submitted on’ 26 Sat 1918; the nepare ceed” ‘ewe cor later.” : 2 
The tebe Be signed NPN and atideessey to a post -of fice in seme, h 
Cuba. | "pM wrote in Shenish, using the Varta system. He appears to 
. have been’ a pantie, Charente the a of his friend, and speaks 


hopefully of German victory. 


° ae 


ae, docunents, neither of much interest, yviere submitted by tha i. 
“Bureau of Inyestigation, Department of Justices 


: 4) The John Rinder cease (IR 4265) 
(2) The letter from the German mother (IR 4247) 


" Somezshst more significant were the problers subaitted by ¥ ‘ajor Bicdis's 


< — : « . - ‘a 


office: ; 
(1) The Victor Weiss nate (IR 4390) 2 eS a —. 
.(2) The letter to Count Bernstorrr (IR 4155) eo = 


(3) The Edmund Vater alias Edaund Valter papers (IR 4237) 
(4) The Pan-American Supply Company letters (IR 4155) 


Veiss had a’ criminal record and vas being held on | charges of blisek" 
mail by the Mer: York police. Hig notebook proved conclusively. thet 


che had been’ engayed'in espionage activity. The letter to Count von 
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~ wes 


- The _Shorthend Subsect ion < 


Bernstorff was of importence enily becsuse. the addressee was.well known: 
, . aM proved merely to be a greeting.” Edmund Vater was an itinerant peddle: 
, ‘une may, ae been engaged in Sa RURRREE. _ The Pen-tnerian bag Company 


a letters were unimportant, ¢ . 


C. Recruiting for MT2 - po - a3 
Dur'ing May 1918 Mr. Allen had been successful in recruiting ehort= 


shand experts for his Suisection and at vas doulatiess this success that . 


7 


= oO Mee al all 


-~+ -led Caytain Yardley” to asic wes on 4 “June 1918 te extend his i ele: 


: to oth: er fields, Cinsete, recruiting involved the supply of: ee 

- a. Linguists for Ine; ; . . 3 “is 
b. ‘Army Field Clerks for Frence; ’ at “ages 
ce Army Field Clerks for the Siberian expedition. ha 


, s 
} The’ first request was for thrce experts viho couid think in Gerzan, 
were willing to werk for y,00 a year, and ‘were above draft age. A 


week later a simitar call was mace for three persons 


Sees eee. 
Ultimately, tr. Allen stated? 
'.thet he hed supplied six eryptograrhers to }I-8, The nemes of only 
. . . 
3. IR 5042: .aprendix 3. : at 


* 
oe 2 
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. 
‘ 


four are known, Misses” Inita Thomas, ersthes EB. damien, Ruth Wilson, 


"and Anne Fe Carter. He also mentions having. supplied thelve candidates 


for ceanfasions, of whom the names ‘of ten only ere known? 


. - 


a Captains ! ; "Fe Bs oe . : . « a 
Rotert. H. Marvin ee *, ; ‘ . 


Sp . Herbert S. Spencer 


Lieutenants H. G. Campagnoli- * o@* . wee 
‘Eugene Jackson ‘ ° g Bae" 9 Age 


Robert H. Keener ; tS & 
Charles G. Montross oo, & a D 


* John S. Norris... ot sete 


sey eget Hs 0. Skinner 2 tL i cea catia intel 
_ Austin ¥. Vorks ~ "eH a 


On i June 1918 Chnecail Pershing nequestied in cablegran No. 1323 


"fifteen a i il competent to take — ccmapetions of Eee 


prison nF In the course of events, this request was referred for 


. action to Mr. poste by the Chief, “Military tntelli gence Erench.. Mr. 
-Allen had no success in | BREE eny candidates fron the come vee on ; 


He accordingly trote a 


Classifications of Personnel in the Arm. 


large nukber of letters. to representative persons in the law report- 


ing profession, consulted employe rt agencies me n to firnish German 


stenographers for comrercial and “legel parpose es end even advertised 
Be fier wie nes newspapers. As the replies vere received, each 
suggestion wan follo:ed to its conclusion, and.each person to whon 
Ur. Allen wrote .as asked to. make recommendations in turn. 


was that a very large number of persons was enlisted in the seare ch, 


The result 
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. ° . . . ° 
° 4 . . . *. 


and a census of Geman _steriographérs vas ‘compiled. This ‘census con~ 


4 wine the names of approxinately 400 stenographers. writing Gomesn : 


systems of shorthand. A difficulty which plagued the search was the 


fact. tnt , at Tinest, only native-born Americans vere eligible, but- 


, this requirement was later relaxed and naturalized citizens could be 


7 ; appointed. , 


How mary stenographers vere ietnails - ebtained is not known but 


- 
_“ 


; hie following were sent to prance: pie nn St My peg te 


faces flatoenan : “ Seymour F. LeBell 
John-tl, Greb . me = "«e « ** Prank A. Loner 
‘ Arthur Hurtig ~ ; ; . Otto ha Milbauer 


- Apout 15 August 1918 a speci. al call was sebetved to supp ply oe 


persons qualified fer tall as Arny Field Clerks to serve as 


stenographers. with the Anerican pedi sereay Forces: in Siberie. Two 


‘men were located on three days Be PIES but the name of only one of - 


these om kaevin, Henry H. serblow. 


CHAFTER VII. CODE CourILsTI0H IN FRANCE = é. 


As. Introduction 


In the sumer of 1917, when’ ‘the fir st units of tie, Arerican fence 
" . 

‘Ationary” Forces sated in France, only three aitiepice’ cryptographic 

: systens were available. Tha first was the large code eMart, for 


, acnieh strains telegraphic corresponderice, the War Derartme nt Tele- 


: de 
graph Code Code 1915, but. ‘in “addition to the insecure features of ins 


.code, it was not adapted for rapid and efeteseat tactical oper ations. 


. The second was the. well-knorm Vigentre ‘ipler area (with a ys 

ae keys and fevexsed standard alphabets) ; the means enployed wes a we + ma 
. ape collutloid device called the Arcy Cipher Disk. ~The ‘third ee , 
‘a field cipher essed’ called the plaene Cipher, copied frem ths 

British cipher of the saire nace, Mencuved by ths stencarcs of 1941, ji . * 


the American Expeditionary Forces were eryptogrephicelly unprepared. 


‘The British end Peedish allies were, moreover, very palwctent, for ~ 


obvious Yeasons, to divulge their herd-earned inforration on cormni= 


‘caticns security.“ By 11 Novexber 1918, however, the American 


1. See Volivze Cne, pp. 10-14, for a descripticn of this cede which a 
_ dn addition to being one~-part, had, as was tater learned, teen : 
, ad leas ; . 


2. This vias in ee “The insecurity’ of the Yar Desartmert Tele- 
grarh Code 1915 was so great thet they did reveal its unsevis— 
factory na nature to the autly orities in Mashington, See abcve, Pp. 
- 28 ££, - : 8 . : 


is | 7 o-g 23 


Sunibicés: The seeend factor was ‘the greater mobility of teettes ~ 


‘eryptographie tisuhads 2 


- 


ay “Expeditionary Forces. had caught .up and even, in som cases, sur pas 


Jsed the other Allies, so ‘thet the aBbuEr were even n adopting aioe 


fe = . 2 se os 
a Four Amportant factors led, to’ ‘ithe: dronensed use of codes and ty ea Lf 


*: 


eh c4 phers for -v:artime communications. The first y was the augmented use. 


s of. wire communication following the great. ‘inventions es ths nineteenth 


“ 


: possible by my invent fons in Lee Lield ‘of eneds per venren and the con « , 


“sequent increase of speed of pore et ne aimee | necessary thereby. 
The Anvention of the adis ‘end its speedy adoption as a military aid 7 
\-vias the. third aie i ‘This created one problem, the danger of radio 
inte reeption, ner solved mae lien, the great dexand for wire form erly 
used so much in iceman communications.. The faurth factor y:es the 
Snvention nd aenchdanee of aircraft dnd the speedy adaptation of aim 
craft to milit vary opeesticne.” as 7 re 


3 Griptoerarhtc ‘systems in ths American Expeditionary Forces 


: enibraced three fores: manval se sali cipher cevices, and codes, 


“both unenei phered and enciphered, Ths United States ied Cipher 
. Disk was the only cipher device Inéym to the inerican a ee 


. : Forcese: This device, though Sanat at the Aray Signal School in the 


3. Willian F. Pidledven, American Jirsy Field Cones a the fnerican 


—— 


Expeditionary Forces during ¢ che Fi First “orld “ar (United States. 


Governnent Frinting Office: ‘Washington, 1942), p. l. 


Le ‘bid., pp. 2-3. 
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at S6 i %2 aes 


iv ¢ 


A 67011 3( RE Ph2 sx&ol Nj Kaarethres 6 & m au G! 1 (GR a none R 
& #z #458 @4cBél ; Ue s6 n, Q6ndY2+8!* ( Selig teat : @t @N3 Ae sin u& H0 eg 
"1927. _Y"330 3!sG8Hka iestorgs argondpavion and ao rt — 
‘ef its 6 sb $ya,G hgO0g6"1Z!_ pgOKIIT An )" ,Pevort %s!"-sChief * 
a to the 7- br Lasésot de 32919. The y D@dgessigned 
- 24% x! PG) SW ( emis chal x! BeMOIS © G@/ &{(sy ti! 2n(i BsH #90e-s 
+ ( B! Vkb- §: hei gCB #BgoUUN2 Y £58 #3 URD guse enall c% 08 "Os 


Zo $ spe (B's& -.o. | ee as a de oh 


vis ibid., BPE 4-5. 


6 Thid., p. 93 ¥ peel as 2 6) z. sCRP $9656 ck sti gab gA2vKSection, 


WJ nj_sA Ft | Je@Aj ati 6 All/ LNK sExreditione ery Forces, GUKtA| |SioLr- 
Novenber 19).8, (United States bYOzDézI N; sa#>mf sOffice, viashinsten, 


1935), Pe 2. 
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. « = . 
- . s . . . oO Shia 


* B, The American Trench Ccde Ccde_ 
"Zhe American Trench Cote? wae a sectional, one-part code, using 
“groups of tire letters or four digits. It ves issued in 1918 by com 
- rs nand of General gone! J. Pershing, signed by Brigadier General Janes G. 
“Hay bord Chief of stant; end Sena Av Bit, Mapes General, and " 
pat pranted te th 1@ Adjut ant Gencr welt Printing Office, Frances 
@ — ‘This code, decSpnea ‘to be distributed as far down as and inclus- , 
"ing eomeees actually in the Line, was peinted ina 2 breast-pocket, f 
paper-bound, edtieicn, about Leaf by 7. inches in size. The code twas 
; printed in an eenvien of 1, a copiss, mut never actual? 4 reached the 
Se) front line, because the danger of capture was sondiitennt’ too greate 
; Its loviest point of ectual usé vas thonaPone regizental headcuerters. iy, 
The code book consisted of 32 pages of code groups, Armee’ 4 A “a 
through 35, with one age of dips truce Agus for the use of these ETOUPS. a 
” Tro aaah ae es were taken together to form a ex5 nyptogrephic page, - 
-each containing space for 100 groups. The size of the code was there- : 
. fore a, 699 groups. Five blanks at the end were prepared for edcenda. 
- The line Syubails vere the dinomic scquonse Ol - CO. Péralleling Enb a, 
ty o-digit code groups dovn the RAGE were two-letter line synbols of | 
vowol-consonant ‘fore. (J, tid X were omitted and the disrerphs AH and 


OH v:ere omitted al 30), meking exactly 100 dis graphs to Sopnezraae to the 


- 


7. Friedman, ons cit., pp. 9, 132-139) Barnes, “on. cit., po. 2-4; The 
C} American Trench h Code (The Adjutant General's “Fr inting Office, "19i8). 


gn 34 


vit.” ‘ ; Code Connflation in France a ie ee 


*200 dinomes. At the top of ‘each’ or pase appeared the page 
. symbols, which were either tro digits or ‘single letters. "The digit 
pace symbols ranged from 12 to 27, the letter page symbols being all 
‘consonants (H, Jy 9 8 X were apitned) Tho: code aank was expected - * 
“to form code groups, either digits or letters, by prefixing the page = * 
_ symbols io" 4itis “iis —s In this wey digit code groups’ vould , ; 
ange fren 1X0 to 2700 inclusive, while Teeter groups would range 
: eaten fron. BAB to ZYZ, no J, O, or x, “ever appearing, , 
_ The first 132 plain eauiersiants provided for the hundred plain Se r 
; nce; a few decinals, and Sie devs of the reek ard months, a al. 
| as 2 fen frequent aigpevieniiohs: Dery nagahane vith code group 32° 
on page 1+C (the praitis eacDweladd ‘of- which was 3 _the plain equiva- 
lents progressed in alrhabetical Sequence throughout the pantinges of 


the code book, i. e. the code was one-part end sectional. 


Starting with the second page (6-7) there appeared in the rights” 


hand” mares, ey. each ‘page, near the beteen, four lines containing the 


Seltenbngs | : 7 * % "a oo f° 8 Pe 
. ge 8 er es ee ee sr 7 
ve . —ing-—1999---LYW wt a ie eid 
—ig—20eg—102 f 4 * 
vinent—=~2) 21 —-KaG : * 


Theso are ee Rah consionly eee prefixes and suffixes ‘spite, elthough : : 
"they erpeared in. their pruper — alphabet ically were elso repeeted 


on the mirgin of each pese ie save time in hunting for then. 3 


ee we 
, : 139 


j« “9 te 
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In case a phrase was. used: several teks in the sane message, 
‘aifterent, fae words were to be chosen each time, and, af possible, 


i the phrase was broken up \anto seareske ‘words. When nusbers vere, 


. 


sent in the clear,’ ‘they vere always: to be —— by the —— 

: 2370 or. ‘the letters RUF, a coda group meaning 'Reed next (following) 
“group in clear". The 1 oss of a Goes book vas to be reported by : 3 os 
ae at once . through niiditary chamels to Gereral Maedguanteys 4 

2+ American Expeditionary Forces. Tho code group 1592 - - Fy eve . 
, 2 for "Code lost (nenorize gecunys ” © ey * s %. . . yee” 
Witt the cede vere enplozed nonoel phebelie encipherment tables— 
30, different tables were Deena” Such a table ‘was prepaned ona 
separate card, then Baie eda "distortion table", which ‘enctapanteal” 

; ‘each copy of The American Trench Code, but was not printed in the 
sods book, Additional security was, Ce al in this manner, because ; 
the distorted alphabet vould be frequently changed. Figure 5 shows ~ 

; . the appearance of the card. - a i ; = 
. The effect of the use .of Sach a table was sally since al] that 
was involved was ponoalphabetic substitution.” The enecy cerperalgss 
was expected not to secporics the code group FAG when he saw it in 
the distorted fey oz, ‘bat since eal plain code groups had the fora 


of consonent—vonel-censonant, such a group vould at once ceuse hin to 


, 


8. Friedman, of. cit., p. 142; Bamies, on. cit., ‘'p. 5. 


oo. Meneame 


EER 


13-a. 
THIS TABLE MUST NOT.FALL INTO THE HANDS 
. OF NE BNE 


_i. ir guctviyed to roe capture, “samote. yall be made to the 


, eae "to which its return is-ordered. Ei otic apenib ay ip ete siti EP 


This table will be used from 3 a. Me ecvecceeceseooseteccsveted 


| *Yile : Code Comiilation in France -*" . . 5h 


- to 3 a.m. SASIO NOLO EKO is O10) 8 (00 101650) 61.010) 9 after rhich it will be returned» 


-dn- sealed envelope Loe ccccevccdscccccsccccccvecscsescvereses 
“* ‘  - ENCIPHER 


“ ABQDEPGHIKLMNOPRSTUVWYZ” 


gekhwaoznt f flybesrdpevua 


» Sage » % BEEIIEES.. 
; abcde £ gz h iklmnoprstuvwyz 


E o VTP pe A CLBNZHF u S RI YW. D N G 


. ~ < 


Key Pe 
Service message.cccccrcccssccsccce 
Private message. seccssosscccsccce 


’ Figure 5 


in ea et aah Sat a aera ee omelet vet al lei hia cll mee Catal pati A inte Ao eee een te ech iia 


( . ws = * oO " : 
3 ° i, wy. 
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. . a Rom & 


*. ° 


suspect that 8 Wirferent eats was  Papemgeas ‘By separating the 


: “intercepted traffic Snto iis consonant~vovel-consonant type and | » TS a 
‘ the other ‘ressages, -code reconstruction could progress on the basis - a 
‘of uneneiphered se i? Gs, aie nay, the remaining traffic could,” 

be sorted "ino fenee discus piles, they also were material for un ior 
* ches shoned code penonstmittien. The use of a."Distortion Tzble" 
‘anounted only" ts the issuance of ‘a new code with the same plain | : oo . 


equivalents: | at did not. an down frequencies ethin Rese Gee | oF a + 


“within | ‘the volume of lene Sphered tref fics Spl ceases -. oie est 
Physical security of the cede book yes provided fo in the ninth ‘he 
"and el eventh instructicns for using the code (page 3), ‘chose the aie 
' . ding of all papers used for encoding ai decoding the cessaze ras satis 2 
cd, and diveetdion is given thet subordinates vere to be informed where 
the code. was being carried 50 as‘to save it 1, si eSO ERI "The ie 
° tenth instruction ‘states? "your secret, inetendtigns for this code e 
must always be used in conneek ten HEED tie Neither a copy of these “% 
“secret instructicns nor ene eas stortion tables % ahich eccempented the 
* code are available. The copy envailable is merked with the notation 
by Mr. William F. Friedman (1921) thet he “keottem Trench Code was 
issued about March 191& but was. innediately recalled es too easy to. . 


“solve. wath this judgment, pastaniiey ean only Cone. 


Cede Comrllation in France 


. Ce, The Front Line Code | 
=, he Front. ues, Code, d a sectional, one~part code, using a tyo- 


a Letter ; peu was issued by venenel: Headquarters, "Amer ican “Expedi- 
: steno Forces, in 196. An Siteien, of’ 35 000 copies ras printed and 
: - distributed for emergency use dorm to companies. This code and the . 
. drericen ican Trench Code probably did not recain in force dei than. . 


~. » UND renths, and there | is a peste that they ‘were never used 


‘ . 
° 
. a - 
LY ee ae 
—— a are 


excert. for training prpséss- The size was about. 1/4 by 7-1/2 


inches, and it more easily fitted | a pocket ein the Amarican Trench ~— 
a ee 3 a 7 ns a “iS " er = we -- eS 
., The code book consisted on hae eve pases, of ‘which Pages 3-12 hed 
- plain tert and their ectopic’ coce groups ‘on thes. This code res “A e 
strictly a letter .code, without the use of digit groups. There wie 
. 500 tuo-letter cate groups of which 25 were blank at the end of the _ et 
code book. These code ous were erranged hae cia er . 
fron AB to zz. ‘Each letter of the el'phabet | res ' except J, B5 end : 
x. ee rere omitted but not doudle Veni S) .except AE, r, OE, Us 
and YE. The dicraphs might therefore heve a voriel or consonant in 
" either’ position or both. _ a ee 2 : 
“The code was sectional ‘only to the extent tit the first ten were ~ 


- the digits 0-9. There r:s no syllabary Froper, except that a code 


group stands for each icity sexes letter. As a result, words which 


- 


eat 9  Peteg, oD. . ee pp. 9-1C, 223-229; Dakida, on, eit., —p. bs 
r O ” The Front. Line Code ( Adjutant General's Frinting Office, 1918). 


eo. 


Gode Comailation ta France 


“wore Gat inthe code had to be spelled out by digraphs for single 


| 7 letters. Eight nulj.s vere Peeves throughout the code with the 43 


folloming plein equivalent Pooling “(This group ‘means nothing)." =i 


ite code group ‘reed: Node lost. no : £ 2 @ , pee 


‘For encoding, - a eae group was substituted for ash aie oqutvan 


- ‘Lent. No words were tS, be sent in the clear in thé message. 


The sam type of distortion tatle which vies used for the Ansricen 


Trench code Tas elso used for this code, we ¢ipher ‘equivalents being 


lene 


frequently Ghatgal: ; 7 , - ; : : = = tae ‘eae 


- 


As in the case of the American ee Code, provisions rere Dace | 


, in the instructions fer the physical security of this code book end all «| 


worksheets acnyeeeee therenith. The preparatery renarks also elluced . 


to seeudt instructicns to be used with the book, but they are no sone ar 


available, 


a atts of ‘only 500 groups is, of ccurse, insecure when not 


enciphered, ‘and impractical in eny case because of the lack (of many 


‘groups. Whon words were missing, they had to be spelled.out. . 


-Moroover, the’ same criticisn arplies to the ronoalphabet ic substitu~ 


tion enciphernent tables as was made of tuese used with the American 


Peete tina. : ae Se i 


D. The "River Series" Codes 


- When the principle of the two-part code was adopted In compiling 
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_ American Expeditionary Forces field codes, the name Potomac Code? 


"¢ was given us the first of a series designated by nanes of Anerican 


rivers. Te quae — on 24 ‘June ‘1918 in an edition of 2',000 copies, { 


‘and, “Like. all subsequent — codes in the "River Series™ end "Lake . 


y 


Series," ras vectomed, and tvo-part. The code Group ras aE ao three . , 


7 letters, ard variant eur v:ere introduced. The code ras aaa to 


all ecmbatsnt troops down, fo = siden | lie ad intended for com | 


munication within the ditiaden, it could also Ba: used for mess2ges to 


higher heedquarters. G-2 hed plamed the ‘distribution of the ecde in. : 


‘three editicns—ene to regiments, one to frmy Headquarters, nd uu to. 


_ be held in reserve at Generel Headguarters. With the Potomsc Code 


begen the policy of-relieving the front line of all possible extra 


work in connection with canpiling systems or enciphering end decipher~ " : 


ing the code messages, thus transferring this security-burden to 


headquarters’. Secrecy as provided by the frequent Tevision and 


reissuanee of ee — fessaz ges in this code eauta be” ee 


- 


; by any at but radio or aitaiegs selegnaeh ves not to be exployed 
, unless more secure reans were unavailable, The code was captured in 


Judy 19ie, one month after its nn : : 


The Potomac Code wes Eaalated in typewriter te, about 7-1/4 by : 


20, kid, pps 17, 153-159: Barnes, OD. cit.,-- pp. 6-7, 13-15; 
The "Fotomac" Code, Germral Headryuerters, American Expeditiorary 
poet (Adjutant General's Printing Departmert, G. H. C., 


Ap By Fig 2908.) a : 


aa, 
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9-3/k inches in size. Besides 10 blank Lines for addenda, it con- 
“ tained 1, 787 plain equivalents and 681 variants, ‘naking 2,478 code 
eros, The cite book: consisted of two pages of instructions, 18 
: ‘pages. of encode, and 35 ae of decode. On each page of ‘the encode - 
. 3, vere two — of 50 lines each, naelag 100 lines to the pege, but 
: “in ‘the, margin of each oeiian (exce st the first colu:sn) ves a null, ww * 


35 nulls in all. ines each Priel was “printed a list of spelling . é 

groups, usually with | code variants. ‘These, spelling ‘groupe end "ea 

soe the” nusber of times each aRpoaied in. the encode are as follows: ~~ 
"Ed (8), En (7), ‘Er (7), Es (8), Ing qa; sa (20), 1 (9); Ly, (9) « 


Na (12), Re (8), § 


S (9),. 56 (11), Th (3). Mulls were never repeated, i” 
but some of these spel. ling. groups were ee : : 7 a 
The first ‘Page (5) of the encode consisted of the numerels 0 to 
99. Following these were code groups for 100, Deciral point, h.2, 
5.9, 922, 9uh5, G.5, 155, 2U0, and months of the years Theres 
after, the igoesl, Yoce@lacy followed, jnciaines Reiivens,. spelling 
groups, words and phrases. The days of the tieck were listed 4n their 
‘respective alphabetical order. | Variant code groups were ettiong, . 
One code group read "Codo lost (aenaeitze SPEER anu es ie 
In eh utieediing Section, the nulls and Teste groups were, of 
course, incorporated in tie Bedy of the pu.ain eqneeleriys The 


‘trigraphic groups vere forsied with either SemponEny or vowel in any 


“position, but EB, I, Hu, T, 7 U, were nol used in first position; D, 


o O H, ©, T, and Z, were never used in second; and I, Q, and Z, were never 
: : _ a 42, 


_— 
oe 


- Vil. - =m Code Compilation in France ~ sis . 10 


° = ™ ; . i e's; 
. . = Ss + 


used, in eigras “No group contained a repeated Letter. 4 . So nee nel 
In ‘transnitt ing a message in this code, “the nuxber of the “nossage : 
and, the hour’ of filing vere sent in clear text preceding the firet is < 
: code eaomns and the canis directing Pesaceiissken was sent in clear 
* ‘and pleced under the mescage, but oe signeture itself was only sent 
a a aaa necessary, aad then in code. hs ‘a rule, the point of 
erigin of a messaga’ could: be indicated by a code group in Leas code book. ” "e 
When ‘the context of the. message clearly fodtented the addresses, addresses. , 
‘were pot to be used, but when used they vere always to be’ Sageaees - ‘For 2 ae 
. er ten seus groups a null vas preaciibed, pleced at” srregilar antic C1 
ee A null was aly ays to be asel betreen double letters, in case th a . 
"aged ras spelled out. —. * a ae _ _ : 7 - ve 


Tho messages vere to Bs kept Shas but ifa Long | meosage needed | 


“ig is 
, 3 - 


* to. be sent, at Wes alviays te be ‘divided — two or more pasty east ee 


as. separate a a oe ‘Vihen the pea aaaS was long; unnecessary rerds ; , = 3 
“were to be left aie This Sequencs was ‘always to be adhered bes . ag 
.hurber of AESeaE Sy hour of ne body of mes sage, order dir ect ing : “e ~ 


trinsmission. 
= & . . : ? 


_* The instructicns ineluded the folloriing provisicns for security: — m a 
Messages once transmitted in clezr or in any othe Y 2, ee 
coda or cipher saust not be repested in this code. 


Messages once transmitted in this code must not be ve 
repeated in any other code or cipher or in clear. 


From Juie to November 1918 a series of ly codes was prepared— 


> aie 1 a+: spelling groups were placed in ‘the ‘same manner in’the margin of each . ie 


> for. its use were exactly the sane as for the Potomse Code, even to *- 


the tro eranples, t hough not — code mops: The 35 nulls ard 


column (except, the second colum of page 22) with, of course, CO.” 


: sqdivalents different from those iad, 40 the preceding code. a a J 


‘for addenda in the Potomac Coda, ’ tha Suwanee Cod2- had 45 blanks. 


This code, was ‘aad se & sectional, two-part, ‘field code using & . as 


os ‘read: "Code “lost (memorize group)... .L08." 


i a ; Code Conpilation dh France 11 


ney three codes per month.. - tr 15 guly ‘the Suvzance Gods," 25500 af 


capitis followed the zotouss Code, but contained mo radical change. 


. or a 


‘ 


trigraphic group with varients, and it was issued to att aes 


troops down to battalicns, - is code groups: RecGecet 2 1500" asc 787 


5 plain equivalents, 45 blenke,. and 666 varients). _ ‘The instructions’ 


' The > prelininary: section egatas yang nurerals and a fen opaetall 


groups was’ identical etn that sind the Potozac Code. The encode 


filled 18 pages, the decodes 25 pages, both being identical with 


pagination of the Potomac Cod3. In contrast to the ten blank lines. 


The code ‘groups again me have a earwafiadt or vowel in eny ° 


position, but no E, lt, 2, 23 or vu in first position; no_D, #, Q, T, 


13, role OD. cite, pp. 18, 160-164: Barnes, op. eth, pe 72 
The "Suwanee" Code, Canara Headauarters, Azerican n hxpeditionary 
Forces, (Adjutant | General's ile Beportment, G. H. &., 
‘hu, EB. Fe," 19 a : 


12. All later field codes were ‘tive same size, though the nwaber of 
* plain sqpivdienss nould fluctuate somexshat 


; or "2 in second; and 'no.H, I, cs or 2. in ‘third, ‘ <, , a Pe agers = 


“phic groups with variants,’ Was and in an edition of 2; ed copies on * 


a Bas ely to al ‘eembatant troops dcr’ to battalions in the Fir st jay pe 


proviously described, with uns exception, ‘of | Searee, that the code . 


groups for thie plain equivalents ‘in the sample massage Wore different, ; . ’ 


“was the same as for the other ‘wo codes: in al series, and so wes 


. 


* Potomac Code and the Suvanee Code. 


vin, 2 Code Compilation in France _- ~ 1.2 


“Shs The "Mohawk" Code, General Headicrters American Expeditionary 


Tne Wabash code, also, a | sectional, trvo-part code, using trigra- : . 


ae, followed the ‘same general plan as the two preceding codes. Ite an Z* 
tained 1, 768 plain equivalents, §1 blanks, and 681 variants, naking ‘. 
Pe Be 3500 code groups, as ttn its predecessor. The “instrueticns for its. bec 
‘use were the same as _in the cas of he tyro. "River Series" — , ra . 
tere an eee err eee ae eS See eae ee eS 


The Teratton at ahs nulls and apeliang creups was again the sane. “Che a 


eroup ; read: "ode o88. (nenorize group)... DPN." The paginat ion Pll 


the preliminary section of. nuserals and “epeciah groups. 


> This code left = blanks ae ie ~~. of the encode for addenda ond 


_the code groups, ‘avsigned. to them were two-part in; order, Hence, there 


was no blank section .at the end a the decote, as in the case of the 


aan the flabash Code come the Mobauk cas, issued on 


13. ‘The "Wabash" ped, General Headquarters American Exceditionary 
Forces, (Adjutant “eneral's Printing Department, G. H. Q:, 
“AL Ee ae 1918.) : aa’, . 


 & 


Forces, (Ad djotant ‘General's ‘Printing Department,°G. H. Q., A. E. F., 
1918. ) ; 


‘3 August, ‘in’ an edition of 3, 206 copies... Teed captired in October 


1918. 


: ie first ‘three eee Series"! ee There was one null in the. 


margin of omer eolunn (except the Last) of the encode but there ere 


again the seme as in the previous codes of the Beraes. There were 


AL blanks for addenda with code Eroups in ‘ree order. 


‘re, * a "Gnade Compilation in Pants ; : “ 143 


. e . . fad e. 
. ° . € ' + : oe & ry 


groups’ with variants, the ‘first code ‘using digit groups to be pre- 


no elise groups. Cne rbuD reads: "Code Lost (memorize group) ess - 


-3782." 


omen 
. 
. 


- Ps afd 
ee: 


This code was also eee | and oe Bling four-digit. 4 


“nn 


eras 


pared for the American Expeditionary: Forces. Again, there were 2, 200 . om 
code groups—1, ™m plain equivalents, ra) bla nks, and 685 cminiese a, 
~ ate code Ercups ranged” from "2500 through 4999." * a” +? Ape Pe 


The pagination for this code followe ed the’ Sane pettern used ins 


Olence seer ee eed i = 


° ye 
t a'64, 


aa" sites 


The preliminary section of numerals and special groups wore | 


15 


was issued on 12 sugust in an edition of 


. . ae 
ory © 


The A Diegheny Cole: Code 


3,200 copies. It was ; also. a eatin. trocpart code using a ‘four- > 


digit eroup with Variants. Its code’ groups were 2,477 in number, 


connting, 1.773 aiaen oqiivalents, 47 blanks and 657 variants. ‘The 


‘Sind group vies 1500, ‘the ice "5998, a totsl ef 2. wae groups being 


omitted eeoneging to an bsishs caneaal pat sais This rarked a definite 


advenes toward fare security but the coue was — ed by the 


Germans in October 1918. "apa 2 2 4 


a5. 


,* acne.) 


"Friedman, ‘op. ‘cit., pp. 16, 272-175; Bar: res, OD, tts; pa 7; 


The "Allezhenyv" Coda, General Headquarters, Anerican Bxpediticnasy 
Forces, (Adjutant “General's Printing Depar tment, G. H. Q., Aw Ee Fey 


Aaa 


o 


o 


: vIt.: a . ‘Code Compilation in France : ~ Lh ° 


” The, ‘erheny Code Code _—e resembeld. the Lohawk in epelding . fen, . 
. groups printed in blocks, numerals, “and the first a pies equiva- 


. Lents. “There vere i alee 47 blanks (instead of yh) for addenda, 


again arranged i tro-part, order, The-ins i a a for the ioe of. oi 
the. gods were. the same as before with the ‘usual exception, 1. @e,y ae 


the code groups teen ‘as SLlustiations were » differents. — eS 4 i . 
"On. 2 September. the en ide” was issued in an edition of - i 


3,200 copics. It was also. a sectional, _tvo-part code eed afoure ..: , 


digit group” “with variants. Its code “groups were 2,485 in caer — 


i, 909 plain equivalents, hb: plents, and 530 venieintas The range wes - 


hier 


again. from 1500 to 596 eh 2; 011 groups emitted in an Asregular 


pattern. m _ * / — - . gee ae ee 


e 


In ‘pagination and ‘Leck of spelling groups printed | in vlocks, we 
fiom of the Allegheny Code Code was followed, but there were some changes 
.. in the placing of the sequence of as (00 to 109) and in fhe 
ae words on the eqeene _—" where the Ronths (of the year and - 


the davs of the vives: no onsen appeared but were given in oy 


alphabetical progression throughout the esraetins, At the end of Bie, 
encode were 46 blanks for addenda, in tro-part order. 
s aaiiead of one null an the margin of shied seta as wes the case 


“in all the preceding codes of this series, there were five to each .. 


‘16, Frietisan, on. cit., pp. 18, 175- 178; Baraes, Oo».cit., pp. 7; 
16-17; The "lizgson" Code, ee inatiartees American 
Expeditionary Forces, (i Ed jutant teneral‘'s Printing Department, 

G 1.8. he 2. Fey 1916.) , 


ae. 


‘ column (except the Last), making a belear recdnies to Bie: gots dens” me 


"that: nulls should be used. This sade a total of 175 nulis, at least, 
‘one to be used ton every ten code croups in a MESSEES. . In ‘this sages 
Pa JEeeny reading "Code Lost (Memorize this group) +1222 did not ; 
“appear. in the code proper. stead, it was printed in red (as is 


" the’ copy number) on the anesitde cover of the wee bool. 


. ‘The cee: code in the "River Series" nas the Colorado Code, Peal 


— = 


“Pelvea | on 2h, Bauesber in ‘an edition’ ‘ef 5, 300 copies, . -egain using 


“letter groups instead of dipite, From the beginning of the nRiver 
- - Series".of codes, the code books had besn gredualdy .recuced ia ae 
until the final forsiat of 5-1 1/2 by. Taf2 inches had been reached. &s 


éonpared to the 7a/h by 9 9-3/ inches of the Potomac Code. Another. 


= innovation Wes the printing ‘of sixteen spelling groups at the bottom 


. 


‘of ‘each tro pages, vith two or more. variants’ for each Sewn seis 


"or "4 Code Compilation in France’ : ce 1,5 “* 


lent. oR ‘the aukaias cover vere printed. in black these words "Meno- a 


ze 
. 


, rine ‘this Group: DAL Code Lost it ', 


This code was seevierel ang tro-part and used a tiree-letter 
group vith variants. Ho explanation ‘of the abundons ent of the four 


"digit tye of code group and a return to the Unree-lett er ype is 


17. Friedman, on. th! fp: ie, 179-1633 Rrarnes, on, cit., p. 73 
a "Coloraco" Code, General Headquarters, American Expedition- 
eray Forces, (Adjutant Conereh"'s ease a aaa Ge. He Qe 
A, Ee Pe, Sore = 


~ “ol Hudson—viere four-digit stiles, The last of the series--the Golorado— ae 


‘II. , Code Compilation in France” ne ee 


» & ” , ie 
- aveiTable. ‘The first three of the "River > Gevlest of, field evans , 5 
Potomac, Sie Sur ance, and the Wabash—rers three-letter codes. The — a pes 
next —, ‘of ‘the Same serdesthe Mohawk, Mii Allegheny, and the . si x 


: 16 2 ge wee. H 
and ell’ four of we baie, Series," which were ‘deewed prior to. : »! ae ey 


‘ abl Gewenver 1918, vere three-letter codes. “The four-digit cede group te 
“owas F probebly found to be Ress pageetedils in transmission. a 7 re a 
Again, —— were 2500 code groups—1, 929 plain equivalents, 51 — i 
blanks, and 520 varients. ‘The pr eliminary section of nuzerals, anes ; a 4, 
‘follows oxzctly the pattem of tho- Hudson Code.. “At the end of the | a : 2 ; 
encode’ were. 51 thanks which had two-part characteristics. There sat Ht 
vere five nulls inthe margin of each colvan (except the Past tw), f 
. as Ag the Hudson Code. * Te: total nunber of mite wes 190 groupse. o Woes 
, .The group reading "Code Lost (Nenorize this Group).. DA" ata not : 
. appear in Vis code proper. " Shales’, eu was printed 3 in black on the 


outsido cover. of the eats heigl. so as more easily to be Bern rized, 


and ‘ena “menorize This a Dat (—Code Lost." The instoucthans 


ial the use of the code were the* sene as before th the usuel 


exception, da a. — enna: eqabenits vere di fferent. © 


ze. “The "Lake Series" Codes. 


Sometime in Septexber 1918 it vas decided to issue a new series 


of codes, known as tho "Lake Series," to the Second Army, end to reserve ° 


-- 
‘ 


‘Cods Camnedtiatiion im France 


for ‘the First feog lone Ta, use of the curr det edition of the : ie te : 
? "River Series". ‘The first sate dissed’ An the nLake Series" im 2 
: ‘the Chemolain Code code, ‘of which 2, $00 copies rere istributed on 
"7 October 1918, "To dt tterentiate viitiean the tro! series, ro cover ‘c ; = 
; printing on the "River senses" was in black ink, that of the Lalo | a 
‘Series™ in red Sik. Wi = = e% he 4 te” Be Per 
- The Champlain Code ves sig seiehtonats and tro-part, using a 
“threecletter ‘group with yardant's. It contained a. 931° plein equiva- z - 


Lents, "69 blanks, and 500 variants, ‘making ‘a total of 2,500 code *.. 


groups. The Ghamplain Code ‘esdy resembled ee Frost jn ae cs 7 . 
“nearly. eal respect. One Slight difference wes in the ecestonedt Se 
of the apelling group vihere ente was Dla by Met in the 
proper alphabetical pisition, : 

At tho end oe the encode were e 69 Brenite for addenda, in trom. 
part arke, and the instructions for he usé of the code were the 
‘same as- bofors with the usual docanviant dis e., oe code groups, 
were different. ,°- ‘ 
_ Instructions hed been issued directing that all messages sent’ 


in the lia Series" seus be preceded by a three-letter group 


(not actully, a code group but an unenciphe: =a’ discrininent) which’ 


26. Fracdmon, 0p. cits, pp»°1S, 189- -191; Barnes, OD. cites pe 73 
£2 Tbs "Chemplain" Code, General Headquarters, American "8 age 
i nln Forces, (Adjutent General's ae. a cai : 
gg A. E. Pes 1918.) 


Vil. 


: would tell eake the particular’ allt vied. Thus a Hudson message was 
os {BREESE by HUD; a Colorado by COL; an Osarte by OSA, ‘ete. These ‘ : 
' Anstriictions when used for’ ‘the "River Series" nore issued iain 


‘and no nention of the se discriminants vias made in any sds. book prior 


nents, ‘thereafter ampeured on- the outside cover of en code best as 


* well as in the Preliminary instructions in the code book itself. ‘ a a 


Code, mA 
set be the: cede book ‘was prepared a detechable double receipt for 
- the cortvenienca of officers oe received and returned the code books. « : 


This code vias ‘alse sectional and tio~part and used izes letter code ie eo 


‘te the: 4ssuance of the Huron Code. on 15 Oct cber 1918. The discrini- ~* ot. 


Beads rT _— in France : | us : 


‘The second a tie “Lake Series" ‘of field codes vas the Byron" , - 7 sj 


~* 2500 sane of which wore “Assued on 15° Bdiclices. In the = e*. ne 


‘group s. with Variants. “There were ¥. 1500 eade groups in this code 


4, 927 plain sci sellin, ko blanks, and 51.3 variants. In every respect. a 


except the assi giinent of code groups to values end tie nunber of 
“blanks for addenda (60 ‘in this case), the Huron Code vecubulary 


followed the nora. set by. the Chamtein. 


worthy of epee mentions 


The instruétions fer the use of the code underrent several changes — 


First, all the see Series" codes and 


__ the first, code of the “iis Sextics" codes state in their dice beri ions Pe 


: that the code book 4s issued "to all mantener troops dcvm to battalions". | 


19. 


eteteen Gis El tay pee “18, 192-1%, 21; Barnes, Op. Cit., 
p. 8; The “Huron”, Cede, presumably ‘publi died by General Hlead- 
quarters, American Edit: jionary Forces, but no statesent in 


the code book appears to that effect. to 
; fa. 2 pole 
. e . m aty 


O 


. Hb ioe Code Compilation in France : 


“. and that, although nit is prinarily intended for comnicstion within: 


the ‘divisisn,” it’ Mray ba used for messages to higher headquirters.M a. ‘d 


\- 


Beginning wnt: ‘es Huron Code and ‘continus ng on through the Osage Code, 


* the instructions state that the code _ book 4s to be issued "to division, a al 


brigade, regimental, | and battelion hesdquarters of your division. i 
Whether ‘or onst: it is Aemed to neighbor ing divisions must ‘be deterainad i ne 
‘by :you Beta you send thea chess encoded by its usee' This depa sien nae 
> ure tended do bring about greater -security,_ as. the. distri bution Be ie. , ¥ 


_ book wes not’ so wide as before. 


Ancluded in Bike instructions. 


The phonetic alphabet guwrilielt is as follows:2° 


A Able. 
B-———Boy (Beker) 
C——Cast (Charlie) 
D——Dock (Dog) 
E——-Easy ~ 
F~-—--Fox 
C———George 
. , He——Have (How) 

I. -Item 
J——Jig es 
K——--King 
L——--Love 

~ - te -fike 


- Second, a phonetic: alphabet for \ use .in telephoning & meesag es ad 


wen seat messages in this wade ware 


-Q—-——Quack (Queen) 


” oh kee 


Pie a i 
Boe, 2 Sy 
aries, 


, sont this means, they were always preceded by the word "Huron", an eal’ 


‘N——Nan Sg sy 
O-—Opal. (Ob0e) | i, Se 
ze Pub (Peter) a 


R Rush (Roger 
S—--Sail (Sugar) 
T——tTarsa : + 


U Unit (Uncle) 

y. Vice (Victor) | 
Ve——wateh (ii 1ien) 
mS w-ray 
“e Yoo 


Z——Zed (zebra) | 


"Example: If the operator receives 'buy' as tie! ard 


‘difficulty is experienced in distinguishing "Bp! fon . 
. "buy! may be spelled ita MD : 


20.°" In ee ee are placed the. 19145 equi Cowes yen these 
are different. 


’ 


“Wille - ee ‘Code Coripilation in Franco: ie ; ais 1 fe) a ne 


*~ Third; this wag Ss, first codo to sea instructions wot6 ‘the: ‘73 a 
use ofa ‘diserininent. se ia he am 4 read: "Coded messages sent nail 
“by telegraph or, rads wo es preceded by the group "HUR.". ts“ +, ear 
: ‘the outside cover of the daa’ book Was this statement? ee et a 
every message in this code by "HURT TT a si . . . 


Fourth, the ‘Last Anstruétion Tie hed not epeared prey toushy 


- ‘in any of the merican Expeditionary foseus field codes studied so nie . ~ 


; far, Hated that any. new yvords or changes sige the last edition 


" (the, Champlain Gode, in this instance) hed been tarked with en 7” 
” asterisk (#)e : As sone of nee new eee seem quite useful, ss is 


4 odd that they were not ee in Pecan ecitions. A dist of thea "ef 


as given here to shown thet type of word or plirase — omit “=a e 2% 


‘is now. ‘considéred desirable: ‘call dives, ‘Chief of Staff, ‘glee eo 


distance, ‘Sane. enemy being relieved, eneav reintorcesents, furnish, ..° 


in the neichborhsod of, intensifier, is this correct, known, lisisen , 7 + 


‘officer, List. next (not a new vord-—the “Champlain Code lists it), : 


“not received, — a » receiving stetion seme, Second ieee, £ om, 
—Smmeesiaeee eee ern te pA EE ——— eee 


Socond Anny Hears, send ings station, shelled, shells, side > 


, sicnal officer, es _—e town, vicinity, vave lesath, withdrsme 


* 2 Og ‘the "subside cover of the code book were these rwords: "NCTE: The * 
indicates new word or phrase." 
Ene’ — new feature of this ors ack mentioned in the instruc=- 


tions, was the placing of three code groups: to be substituted for ths 


‘ 


The: emepletc list Lt ; 


. Code Compilation in France - 


in this’ order, “'VPH; 


The ame bende tina in this code was the incorporation in the ° ae 


* 


“front of. the code {book a the Emer 


_BEmEnct CODE LIST’ ; - 


ue) be used seal “wit h° the Slasen Code. & 
“To be issued’dorin to companics. 
. To ba used only for conmunications iathin ahvestanes 
To be completely. destreved, ty burning, when in nan of capture or: 
ecde has been issued. « ? Gt 
ge in This Code by "RO" , 0 85 ‘ 


after a new 
; Precede Fvery Messe 


‘ 


‘OsY, BET} in the second column: 


' 


wa ee 


ADOUL CO SAVSMCOicierereie'sd lersersyoreisiasOr 
Armunition cxhaustedeccsceseee bX 
Are advancing. cccccccccccccsecet® 
Abe sescccssscccccccsccserssesesdG 
Attack falled....t,escteee cece eFS 
ACC acl SUCCESS IML oiccrere cic eisiepone-sie Wh 
Barrage: TAGE s.sicicwices <s'n0 meee DO 
Be ‘ready to GEC Ae Keistece: saa tersirerewiemle 
Being Pelisvedissescesn<ccemeeelD 
COB EU RE rei cieieiesors cp :e wreroieswieecree AX 
Casualties hea, 
Cisval ties Liphtewensewvesweciap? 
Ge Ohs scars Sb ec eneceeeeeeieels 


HEAD OMY siotersiaveleteretexe.dife. cle sieile¥eveuss aes eS : 


Enemy barrage commenced........SB 
Enemy fire has destroyed.......AV 
Enemy machino gun fire serious.zF 


are Enomy UPENCHED ssexseporesietareisreresleiece BS 


Everything (oe Ricstecbarecunaroa tier Oc. 
Everything quiets <<a sec0ccsesvesetC 


. Falling [Sale eA OCC OTe CE DIT re 


Gas is being relcased......+.-.A3 
‘Have broken “throughs .sseeeeeee0FG 
How Ja everthing .smcwwss ses tiowFA 
Increase rarngee.. aes op ele 


3 LeLtbecccecccecccecccessererrs rae BP Pie FM.a.Staroed _ 


-eilouaussepewensiaeicere, uate Os 


_ CP..Heed water 


_AB...Gas is tear released 
“AF. ..«Trenches 
7 ae 3 


AP...Objective reeched 
AV...-Enemy fire has destroyed 
Atl,..Relief being sent 

AX. ..Captured 

AZ...Look out for signal 


- BD...Serrace warted 


BF...Right . 
BJ...Casualties heavy . 
BM...tlsing gas shells 


BPeseLeft ~ ~ ‘ 
PS...Eneqg trenches , © hee 


BX..eAn:nunition exhausted 


BY...wire entanglenents destroyed | 


CA...Our 
CE...Situation serious 
Cil...Uessage not understood 


CX...Raiders heave left 


* CZ... Evervthing 0. K, 


FaA...llow is everything 
FB...Recall working perty 
FC...Everything quiet 


- on uo 'elock, " ‘Listed both in ) alphabet deel eeicne and‘on the first, 


page (p.3)’ ‘near the numerals. _In the fir st ec luom the variants appear ‘- 


any 


aiNig 


aol sa VPNs, "le 


~— 


gency Codo List with Wiest, Bane 


- VIt. : Code Compilation An prance. aS) Sle 


Look out ‘for a) ene 


Nachino ‘gun ammunition needed...%B 


- Message not understood. .......- Ci 
Mescago receivedsscawewissles i aticcZ? 
BE domaine Werks curiam tats <cameh 
*, Need WAtEP eccccccccriccccccccsecle 


Not POR wis 06:02 sacs cesecveneks 


"é Opdjective reachedescecsscessee coll 


Duras sererereniecs ae lame Sateaot ann 


. Our,artillery is shelling us....PV 


Raiders have GT Vivrcmwareta wee tema 


>” Recell working farty..o...ccseeeFB 
- + fleinforcements noedod.c.ccoceeeeFh 
_ Relief being sert.escsccecesseeedl 
, RELIED CémpleVe Qeccsaewecmecet<o? 
. Rifle_ammunition needed.........SZ 
. High trismmabeseetcttceet CC ame aLen : 
"RUS lew asain raw wwwnss.<seesoneaerO * 
-Satuation UnprOyinifies<..0%.iwess seZn 
- Situation serlous. ....cssecceeeeCB 
$12 SLOP NO ocd ecicc sce cisiocs coseeeesoeF sl 


Stretcher bearers necded..eeceeedd 
SWAGHE BOCA a ccsiniaiensn)dauivarcanerene's ob 


. Tank stuck. ee “aifeile ie vavexekee ie levsneveieiensrere te 
5 TrencheSecccecs eee a: eraie"S bacon AF. 
‘Trenches have been occupied.....PB 


TROOPScs.5.0.5 tu degumste s oeeewes oases 
Using gas shells...ecesceeessee. Bi 
Using high explosive shells.....FX 


; ae tehenglosents destroy ed....BI 


Oa 28 Scbeber the Osage . Coda,22 - the third of the "Lake Series" as 


nade its appearance ee an sateen gf 2, 500 a 


Ly 


ee, geht 2 

ae a 

, ; Meg = a 

FS.e.Attack: failed .° = “ee 

FX..Using high eqissivs shells a. 

. FY...Tank stuck ..- ; ae 

FZ...Not ready - as aoe - 

PB...Trenches have. been occupied," "+> 

PF... Eneny : weg? a 

PG...ilave broken through “ee 
PM..Strong atteck . . a 2 
PO... Rush 3° { 


-PV...Cur artillery is shee us . a 
PX...Reinforcezents needed ow 
SA.. tear Si ei 


SB...Enesy barrage comtencod hase: 
SC...Troops _ * BaF ma 
- SF...Casualties light = fees 
M...Be ready to attack “aon oe! 
ISP wbGADOUL towsEvenCR, 2 wine on sl) Sak S 
SX...Faljing back ef ee 


SZ...Rifle ammunition needcu |. we 
XA..-Attock successful ree: 
43...Machine gun am munition needed 

2F...Are advancing 2 = 


%G...iIncrease ranges ot 

XF.. Relic! completed 2 
WisesCanter - mt ee 
ZB..-Eeing relieved . oes 


ZF...Enem machine ‘gun fire aeetens = 

%G...Stretcher bearers needed 
‘.ZP..-uessage received 

2X...Sitcation improving 


«Be 


ve nes also 


‘seetioast and tio-part using a three-letter code Foup ath eet 


It contained 2, 500 codo groups—1,927 plain Silly init. 65 blanks, 


2l. PAadaaa, op. i 1 PP. 18, 195-197; 


Barnes, oD. cit., p. 8; 


The "Osage" Code, pie saaalsy published by General He. Headcuertess, 


* kerican Expeditionary Forces, but no statex 


appears to that effect. 


ent in the code book 


. 


1 
“Os 


; _ and- 508 variant s. - Aga is the resenblance to the .Preceding ‘code was. 
. 5 close. Biery meeotiEs in this code was _proceded: by the group "OSA". ul 4 


"At the end. of the encode rere: 9 dike, in imie-pert qndans j ay Ss 2 F 


~ + Codo Compilation in France 


The incantations ‘for —— uso of the code vere sect for wore tho , : 


sams as those in the Huron on Code, except vhoré different code groups . Poa, 


took the place of the ‘code equivalents a the exnentas shorn. The 


= new ‘words or changes, "Sndtionted by an _— (#), employed since 


" the ast edition (the Huron Code) : tere co, oon, all concerned, cheste, . 


~continuots, court, davm, «de, designate, echelon, endeavor, erigines Tari, 


formation, low, messaze center, permission, reference, relay, replace, 


“ ‘polling barrage, sholl-fire.. try, pnauote,_ vere is your front line? . 


The ‘code ‘book, however, listed a total of 122 groups as new or chenged | 


words or a since the Huron Code, whereas, there were actually ee 


25 such groups. ee 8 ee " “an - te aS 


For this ‘cans sae — was an-Emergency Code ‘List incorporated 


anto the ops Boek inaedi ately preceding the Snatructioris for tis use - 


ne the code “The plain equivalent s were exactly the sano 2s git en in 


“one corresponding emergency that ‘of the Bien Code, ann so were the 


a 


sd digraphic eroups, but wlley vero assignod ina differ _ tywompart order. 
_ The last of the "Lako Senies* to be issued prior to LD Noverber 


‘1918 was the a Code 22 _which appozred on g Novecber 1918, This 


Friodman, op. cit., pp. 19-19, 18-188, 212; Barnes, ov. cit., po. 8,. 
19-23, 29; The "Seneca" Code, presumably published by General Heac- 
quarters, American Sn teed eicnany aa but no staterer in the code 
book appears to that effect. a . 

- 18h 


ee . 


@ Vil. Code Comiletion in France 15k 
code ras sectional and two-part, using three-letter code groups with 
variants. It consisted of 1,900 plain equivalents, 102 blanks, and . 
498 wariants, making 2,500 code groups dn all. Every message in this 
code was preceded hy the group "SEH" as discriminant. 

Certain innovations are nor thy of nots. The plain equivalents 
were no longer printed mith initiel capital letters. Tho first page 
contained groups for the ordinals first to tenth and for battalion, 
-Lrigade, corps, division, minutes and reginent. 
At the end of the Encoding Section the instructions for the use 
of the code ‘rere xord for word the same as those in the Gece pices for 
“the Osaze Code, except where different code groups take che place of i 
ial code equivalents in the ie shorm, The new words or changes, 
af Realeated by an astcrisk ()/ enployed since the last edition (the ~ 
‘ae head were: gerd, arrange, by radio, Commanding Officer, 
Corps Com-ender, each, enexy aeroplane, mission, precticeble, pursuit, 
“paddo station, such weiehted messare, vrons, your bricade, your F, C., 
Your reziment. Forty-four words or phrases rere marked in the code 
book 2s ner: atts or changes since the last edition, but only 21 were 
correctly so marked. oe 
For this coce, likewise, there ras an Emergency Code List incor 
porated into the code book icmediately preceding the instructions for the 
use of the code. The plain equivelents and the code sroups rere exactly 
the sate as given in the energency lists of the Osevze md Ruron eoces, 


but the groups rere assigned to the plain eruivalentse in a completely 


a 6 


@. * Mir _ Code Compilation in France.” : Zz : aA 7 
Oaks. different order. , a a “8 ea i ag & at ‘ ee 


‘ . s . *" OP, -Fietd Codes Mos. 1/2, and9 . = “a el np eed 


‘Three cther ‘codes, designated as Field Code No. 1, Field Coda 


2 Ke ts 
No. 2, "and Field Code Ho. 3; " - rere printed by ° the Aner ican ideal wet & 


tionary Forces” after i Araistice ae were thus rever used. They 
vere leter ‘Vrought to the United. States, "kept in reserve fara about | : oes “i 
threo years, and tha destroyed as pbeckevea™ “File copies, horever,. 2 ae? 
- were preserved. ed is oe. le a ME 
, Gaptatn. Barnes does not even mention thene : — ‘Sie fornst of _ 
oP ‘the code ween. hhoxey er, it seems chet thet they were eter then the 
Seneca, Code, ad all ‘three of these nimbered field codes not only 
‘ 


-eontained the Ener gency Code List, which wes exployed by the ‘Enron, 


; Osaze, end Seneca ‘codes, but they ‘also ed szall initial iabbers s Pi 


: for the .conmon nouns, ‘a ‘feature present’ ‘for the first tine in the : “ais 
; ‘Seneca Code. As has been said elsevhere, ‘the Huron, Osace, and “— ‘ 
| * Sencicin Caden: Codes were tive Tent ficld codes to be dagued beleré AK at ‘ 
j frvistice.. At that tine, three ‘other ‘field codes—the Nieeara in “ 
, the press ana ke Wichicen and the Rio Grande, in ee fe 


23. Bidiodine. Op. cite, pp. 19 note, 198-208-210; Field Code Hos ,. 
Field Code No. 2, Field Code No. 3 (all printed by Adjutem 
Goneral's | Department, nt, General “Headquar ters, Anerican Expedition= ~ 
ary Forcos).. : ; : a 


Q _, WII. an : eeds Compilation in France ‘ Sa ae 156 i . aun 


in proparation. ie. Friedsan, honever, states” thet Uy codes » Were +1 


‘prepared from Jone ee ilovender 1918,- an. average of nearly ‘thres. a . a 
_ month, pat al these are ‘accounted for Hithout Sncluding: the three ” or) 


ee ‘ e . yt 


‘fheld ‘codes now being. Uesciived. . & * 4. : a te 


Field Codes Nos. :, 2 and 3 show strong affinities with bie Bird ES 
“Huron, Osaze, ng. Seneca trench codes, especially the latter. za 3 i 
"ity aliseetiniivanits er Spectavel yn "FL, us upc," and AEC3, _ a b wht 
©. ; ‘a These three field codes are. also two-part ‘and sectional, aa ans on 
3 dati ots - | three~Letter cede sane with variante. Field Code No. 1 contained 4 me 
| a 500 code groups—l, 850 Blsin equivalents, 95 blanks, and ae. . - eee 
: ee Field fede No. 2 contained 2; 500 code’ groups, ae ‘ , Reo 
. @} 3 "plain equivalents, 104 blanks, ard 506 variants. -Field Gods No. 3 7 4 
= “Ss contained 2; 500 code groups =" 890 pl ain. equivalents, 105 a, and 7 - 
, 505 eo The nserantdans for the use of the codes are verre ; 


- word for word, with those “in he Senses Code, " except where different : 


shonn, and, SCE that new words and phrases are not parked with an . m 


peterien (*). Fa . =? 


? 
i 
H 
t 
i 
1 
{ 
| 
| . _codo groips ‘take the grate of the coce onp ean in the examples ° 
2h. Ftedien, on. cit., Pe 19; Barros, on. eit., pe 8. Though fourteen 
.codos rere “compiled, apparently not “all were used: Licutenant 
Colonel Frank Moorman in his Find Rarert of the Radio Intellirence 
Section, General Steff, General Heaccuarters, “frericen Eonodivionary 
"Forces (Washington, 1935), p. 34, lists the follewing codas as . 
"placed in service": Suvonce Codo (2 hugust 1918); iWebash Code 
(24 August 1918); Mohawk Coca. (21 Septender 1918); eons oes Code 
mise October 1918); Colorsdo Code (7 Noverter 1918). 


. 


az sitiey cee ‘ 
. groups. oa _ . , : ts a , «5 


-° the inatructions. The list ts are identical with thoae in wee "Lake 2 @. ee 


; ‘prinari2 ‘i for comnunicat ions within Tneniaiay was completed in. June ‘-° 


comprehensive | code ever seatieed in the field. 


“gency Code List, incorporated tec ane gode book Seaedistely preceding 


. “+ Code Compilation in France eceae vy a Me a 


For each - of the fires: field codes, Likomise, there nas an _— = ; z 


"Series," eatent for the sosigrnint of the plain equivalent te code, : + : 


":G.. The state Coda. 2 ce eee 
. Durkig the period of pecparaticn ‘of the field’ codes, ats Code 7 Be 
"Compilation Section of the ‘American Expeditionary Forces vas also ° 


2 
i el x'Starf Code. a. > The fea for this was yEreaty ‘sifice “only 


. the Mar Bepartme nt Telesrash Code 19s then existed for high echelon ee 
- .conmundeat Sons, ond this was nell Sntenited ‘for active operations an » 2 a “} 
a foreign country but fatty” for cables. The new St Staff Code,- _ he 


(i718, “end i, 000 copies x rere printed. In content to the field codes, . = 


whieh were air small, tas was believed to be the lergest and moss 


" The Staff Coda, 12s omen end sectional, having founletter 


*. and five-digit code groups. There were 30, pig code preps, ‘of which 


572 (pp. 196-207) and 1,08 (pp. 309-313) were left blank for addenda. 


“On each page thero were 1@ groups, 50 to a column .In ‘angi column 


25. Friedmsn, op. cit., pp. 19, 213220; Barnes, op. ‘cit.; pp. 2hy 275 


end Enciphering and Pecishering Tables epposite page 27; The 
* Staff Code, Cencral Headquarters imerican Expeditionary Forces, 
*-A. G. O. Printing Departnent, G. H. Q., A. E. F., 1918. 


>. “ioe ¢ scotinonueliaieenn "__ Cods Geert nition Br France eS 158 st 
7% the plain equivalent formed’ a separate sequence, known, respectively, - 
as the Left-hand Column and the Right-hand Colusn, until code group — sa, “es 
29, 200° (120) was a on | page 208, where the Left~band Colum ‘ J, 
7 began to fellow ainad sequence ad by the Right-hand. colin from P pe 
the begining. The digit | groups, however, ran consecutively tircugh- | : a 
out the code book, from 20,000 through 50, 799, rn coluzn or. series =f mr 
| He, a separate and distinct s sequence fourl etter group. as dhe Lire 
© 7 Left-hand Colurn were ° ‘given in aiphabotical order the proper nanos, * . = 
. opeling groups and numerals, less co; monly used spehtes of equi, i hi : ae 
_* A nent and supply, together with a. list of the Peers orginization aa ~ 
: "Frances .Comzonly used words and phrases, 1. es ‘the vocsbulary, were -° = - 
a Placed in the Right-hand Colum... Ss a Se S - ¥y - 3 ‘ 
‘There were: no ception headirigs in thi's° — end it Fas only _ . = 
eeeenany to teke tha words as they Gngutred in the message “and look, 
them up a the code book, for tin scanencih was z alphabetical th rough 
Gut. For’ exanple, an enedine "Following oe urgently neeteas, 
ono: “singly locked up «paviowine! and the entire Broup would We found. 
7 . In a caption ede, at would be ‘Hecessery to look up under the word | 
supplies", or under the word Mneeded", . ; " sd ae 


“ Variants ‘appeared chesweian’ Bie code book. in the ere. wa th. 


page, arranged alphabetically. Words such as: with, és, commanding a a. 
officer,  pararranh, period, etc., exployed variants. The ir mission, 


‘as always, vas to prevent the too frequent repetition of code groups 


+ fol: 


“35 


ye 


€) - : vil. = : : ' Getic Conn il ation in France : © ey * % ‘ 4 


used for common _—" in long ‘masseges.. e 


‘of consonants; those fh the Left-hand Coun Contained 6s vowels | 


‘ _‘conscnasts : 
Ta messages yihere clarity was of the utmost importance, certain» 


*phr ases tere provided, such as: bexin quote, _— spellins,. ‘end of 


— 


quotetioa bepins, siesta tien et ete. Theeugmee the code book 


_ marginal references were made here and there to certain parts of fis. 


. 
G8 


See Jefthand colunn for hours ae minutes" (eterna on pase with 


. "AL + Mate 


Trp Left-hand Column contained the following types of aa 


“equivalence 7 ; 4 
- gee a ; Na - 
q . Y . a SDigite , , ges : 
Q ae: . be Words eqmbined with digits - a. oe Bs 
._ 3 .* Ge Heurs and minutes fe aa 
* ds: Ordinals, singly and in sedBiinedtien. * he “Sis 
“e. ‘Fractions : 7 
-£,. Cardinels pe 
g. Years a , : : - 


"7B... Higher numbers 
‘% Proper names intersporsed ite spelling groupe 
_. de Blanks for addenda. = 
oe Continuation of the | vocebulary : : A es 


ies is eaicliclig identity and aiingearnd the Right-hand Colusa in the 


ccnoonsenhd alpliabetical pregression towards ‘the end of the Plain 


ne) 


The code groups - in the Right-hand. Colum were built. “up entirely * 


“and tro gongchants, the vow wels be ing always separated by at least ons 


@ . messene, end of word, comma, per riod, Anterrogation ‘point, cuestion park, * 


Left-hand Column so as. facilitate the “encoding of messeges; Ce Be : 


Beging wath page 208 (code group 40,200) the Left-b ad Column . , 


eC 


The a Column begen on page 6 and ceintiinuet on through he : 


epee 207 asa separate entity. 


In order to’ bring about still further secur tty over-and nse aa Ea 


" provided Sor the Staff Code. 
_ As part ef “the Anstructions of the Staff Code, 


JA permutation Poe was | printed i. this “code book, end MetenPens, ‘ . 


_Bequence a bepinning with whe letter Je 


On Boge 208, it combined ‘with the 


. 
.. 


“This Lable @angiweed or an Enetzhering 
.% tion ‘based | on a rani sequence., 


“a Date aad Hour a i used to ‘designat 


“A 


‘the oxact date ard _— of a message." : 


- 
. 


‘Code Compilation in France 


The Left-hand Colusn cod. , e: 


, Youel. form end asounod an all~consonant foe. 


wee 


2 "concisely and accurately 


wore gisen for correcting errors in trangmission. 


Q Ame rican Radio Service Code No. a] 


book, pege a3, the last 408 groups being blanks’ sor epecial u USé.. 


the use of" digit grcups, a ‘distortion or onciphorent § table was 


oO ie 


Th gly radio service code used by the Anepisas Ara atous 


“tr ble 6 owing to th difference in Lengve Be 


Osho bar 1918 was the French Radio Code, but » HE was constant 


In ‘het orth, “an < 


_ groups then changed aoa appearance ia! ‘conform to’ the code epeups “he 


Left-hand Célum and the ts go < on togetiier ‘to the ed of the code, 


dn the’ Right-hand ca i. Boa they Nest “their tno-consonant, trom: 


Table sid 3 Deciphering Table, and wus a type of aigraphic substitu ™ i 


there Kas also & 


America radio eodey with ern 2,000 words and phrases, wa 8 compiled. 


. It — knorn as Awe rican Radio Service Code ‘No. 2, 2,000 a, 


earn eek mi owns ep £ we ow 


Code Comnilation in France. 141 


° ° ad ° . . 
a : 
x, & 


z of which were wivned,” this ‘code vas aad to "al continuous wave — . 


: vunits: equipped with contanuows wave radio." Radio operators, | chiefs : 


. 


i‘ formed a part. of the code book... ; 
ao The code was two-part’ and sections. The’ encode consisted zf gic 


sections, each arrangad alphabetically. as ‘follews? we : a 


radio stations down £o and: Sneluding brigades, and to ‘an’ sebitiees *. * eee 


of posts; and officers “of the a. and subordinate units could use > . a 
“this service code for official .rzs well as for practice telegrans, di - * ee 
in cases where no penta abbreviations vere furnished for ‘radio | eg eae 


dervice messages, ‘this code was ‘usede .The usual pecuirity snetructions 


w* 
o. 
e . 
* - . > 3 e . 


a. phrases used in transnission 
b.. adjustments 


c. net operations ~~ a ae a i "gs eae 
ds; miscellaneous 7 i, ew =” fax? 
-- “e. radio apperatus -~ +. sae am “gee es 


i fe OCRDELAE - 4 4 : : ~ s. G a “have 
TZ groups were —_— - thres digits without deceit: ths : : 
swords, srases, ‘and syllables totalling "952 plain equivalents with | 
provision mate for 48 blanks divided unequally a tie end of each - | 
“of the xix Sections ‘of the. encode. This makes’ 1,000 code ‘groups. oe 
at the znd of the code book vas 8 . full page of convent Jonal abbrovia~ | 


: tions, = ~ RU se ee ee are a Broa, NRF. «4. -Signels weak, eee 7 


Ee instructions ‘for the use of the coe fclloned _ ieee <: 7 ., 


set fadh in previous code banks . 


ATE ET 


» 26 Eicdman, on. cit., pp- 20, 237-243; Bames, op. cit., p- 28; 


Berican Radio Service Code No. l, Adjutant Gerral's Office, 


ares for stady. One of these was me erely an, =ndois sheet, printed in 1, Ooo. 


~ copies,’ tack iss) to the: ‘Jar pupietanet Telegreoh Code 1915. 


‘ yl. wo * Ged Compilation in oe oe a! OB" 


- MiseoWancous Codes “es © os So — _ 
‘The Code Compilation Sect ion of Ube don ricen Expétitionary Forces 


see prepared sevens” ad codzs, | no copies of rhich are now available 


. 
PEs ts 


27 - It 


° nae only provided eccupe for plain zquizalents which hed been omitted . " a i 


, from the original. code, but also added code Bours ‘diaguising nexes of 


‘Sraniparta and more French cities: and tors. eS eS ve - 7 7 


= Jane 


28 
‘Te ‘TeLeghone Code Code "tssaeulats called ‘the “"Fenale Codet) anmems 


of disguising names of srgenbanttens and commanding officers by Gating 
; ‘first md last names of wasters vas issued in March 1918 with an ‘encoding | 


cate oalys G3 recody ad 500 ‘copies of this code for dist ribution. 
“Origimay its use was intended to be restricted to the telephone only,” 


but - ackally Ps was used with other types of massages. ‘thane no copy 


v 
. oN 


of ‘the code. tek pe) extant, gsnple paces avpsar in ‘the reports of 
" Friedian and Barnes. - ; 

iitien wots no copy of vhich is now — ‘vas a chert oe 
‘Letter ode” prepared in June i918 for uso in six of the principal 


telegranh ofrtiocs to conceal the a of troops. To replace 


27. Eicdnan, oD. cite, pe-19; Barnes, OD. cit., Pe g 
28. Eiednen, op. cit., pp. 20, 2b 2:16 ; Barmies op, ci in, pp. en. 


29. | EXednan, OD. ae pp. "20, L795 Barnes, op. cits, pp. 8, 12," 


162 | 


- .« . _ ; oe, 


ve ‘e 


Code Compilation in Francs 


this edition, ehege was Assued in the next month one more complete, 


. : containing — a i vords and a Only photostatie copies .: ° 


of ane original codes vere distributed. Barnes shows part of a. ~~ 


i printed page of this avian and Friedan presents a Sereee on it ‘#- ty : : 


™. 


. i on en attenpt et solution: the eds itself was not available. 


ve written by Captain Hitchings of ths British Army Code Solving Section, ae: 


1 Ne” 


to him. The code was ‘tyotpart, and al that reeson a canplex one, Bays , 


es 


the British captain. He states that mit abounds in altornative equiva= >. 


' . wz feces 
Asses ae re oe 


“ents, © ae “ees variants, in modern terminology, a Btatereat not con-, * - 


wae? 
. 


firacd yy the repr eduction of Part of one Fege of the code “shom uy 
Barnes. Some evesipe ras “made to seedta combinations of letters 


1ikelz ts be wistaken in — code. 


. i . . 


" Ancther of these codes was a short tioletter ower” ‘prepared 


in Septesber 1918 in en edition of 6, 000 eeplesy: with the prisery 


* purpose sal neeting ie needs of the pees” es where } non of. ths : cme 


wDy _— eades' or othe: moons of seonst communication was available. 
This code was Inet as tle Energency Code List and Wes distributed 


dovin to eoupanies. | onty about 0 commonly used phrases comprised, the 
code book, and the eaennaiont was tro-part, tha group“a disraph. 
"When each issue of tho "Trench Codes" ree a new edition of the 


., Emergency Code made its azpearance. Beginning with the Huren Code ,— 


"30. Frisian, op. cit., p. 20. -_ ~e@ " = 


a 


* er 


_ book for Peay reference. : 


Code Cempilation in France 


_ the second of the "Lake Series'"'—issued 15 October, 1918, the Energency 


16h 2°" 


Code was ineerted, as has been Andicated nbove, 3n the front of the ee 


es * 
Pa 4 


h ‘fifth’ code, was the Casualty Code™ which was a short code list, * ; 


employing a timee-2 etter code grcup, ae reporting = prepared 


and printed in Mey se al 


it’ is bere reproduced in ‘full: 


Report felienta: accidentally re ee me or . 


Report following killed in acticns.sssceseseeseteeececes BOK 
Report following died ef Wound assusy-corswsess Sve tweenes seen 


’ Report fetiouing died of Ci seasescccecccccecccvccssevesesDAL 


. Report follewing missing in BOT eikiiwiseda cowetieeueaeaE oD 


“| Report. following severely WolMSGd nsec meow esinns censure lan 
, Resort. Collewitip Slightly Wend” osconsadwre yp wwree eersiwnGre 


Drowned—3edz TEC OYV,.C EO aiay sie: arexevavereyskexsidua rs aleve.le Siaveteereverereve levered tk 
Dravined—Body not ECOG I CG leieexaxaveveraycuarsraveravavesalevatevefevorarevererge One 


: Death in lins of GUI. essen area ater wiatenutl otiete de Gis,cdularet erosional 


Death not in Tine of GUY U Sierra ava dete rats ict eVeral sn overeue dies eeieverelevereve HEU 
Result of” own MA SOOM WE le vercters. «ete gereroteredenerleverenererstelereereresimeversllOl 


. fet result of orm TELS CAIN GU CE aie vere verse ere eyecsve Srecerew 6 sreteierererouell alr 


of ths iajutant Gereral's Office at General Headavarters. 


oie 


G1 in line of duty, not result of own misconduct......eOAK 
Mi ventitlied to wound Cievrstiescsswvass.n09 0000000 0 somer ln 
rat entitled to wound CHEVFONeesesccsccvvcccccccoscccevolhd 


Ja Army regulation made the printing of codes, as distinct from. 


_ GeneraiOrders and Bulle tins, codes were given priority over otirr 


This code was later oe as a General onder. 


Se 


‘compilsion, a function of The Agjutant Gereral's Office, in cooperation 
“with te Signal Corps and under the apne ervision of the Coeds Compilation 
* Secticn The ficld codes were therefore printed by the printing office 


Except for 


EZedman, op. cit., pp. 20, 230-2315 Bamnes, oD. Ses pi ee 


ol, 
8 y * 
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‘ . printed mattor. The Adjutant General's office likewise exercised the yi 
function of CasvenbaNaen of codes bit did not sive satisfaction in 


this cee, Ther Jens, the heavy packages containing ‘code vous z 


: had +6 be distributed to Aray Headquarters by officers of the Radto a 
: Intelligence Se@idicn at General Headquarters, acting as special ; - 2 
; couriers. The personnel of the. Radio Intell Sgenco Seevien ae tho ; wast 
Ary then distributed the packages to division, corps, and ‘troops. . ie 
This preblem has since ‘World Var I pees ‘eliminates bY. concentrating, r 4 


ares were Sr t a 


: ih code. work; Ancluting cenpilation, allel linlemliia ti and : 


accounting in the. Siena Corps.” 


The Code. Compilation Secticn. cooperated clesely with G-2 at 
Generel Hace eemteng throughout the tar. The number al copies to 
be printed for = “Trench Code" was determined by c-2, end the : 


wena were distributed through it. Severel Asus icns of coxmmuni- 
-* ber 


cations secdrity vere committed by our radio operators. widen 


“s eile were ‘still sent at times, in plain text. In or cer to evoid : 


: fate as much as possible, the intercept stetions of the Signal Corps 


. 


vere given ‘the additions duty of roniter ing scor rican transnissions 


ard making ‘a report of Heche cievess This report res studied by th © Pag 


32. ee oD. “it, Ds al? Bernes, Ghe clt.5 px 30. The 

: arrangoment » of course, has been differem since the creation, 
in September 1945, of the Arsy Security Agency, but the : 
statement in the text was true unt then. . 
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veontrol or so-called (“Security Section," sot Up isp this Purpose under 


tho Code Solving Seeriee of the pedis Zohan i G2, 


_ Gene ra Head tquarters, and Spake — of trained officers who had per ih 


33 


i ‘ tedpeted in cryptanalysis ‘et Geraan codes and ciphers. 


The res of me ssages which had boen eryptographed by the codes, J 


described in ‘this paPer involved a ercat dent of sopervdeior® an* order : 


te preserve constant Saami eee sone sailed ‘The four most prevalent 


“types of vielatdons of his security committed by our radio operatore me 


, A the nericen Expeditionary Forces were: (1) use of Plain langv-se at 


‘ an he sane message with code or oogaeey (2) repetition of ‘a message | 


_ in any ede or cipher other then that ins shih first sent; (3) 


_ repetition of a code or cipher message in ile panmline ses (4) 


repetiticn: ofa plads Tenguege message in code or aie 


eo 


i ; ‘De The Secret "Instructions" ; 


iB A Hotostat of Colonel Hitt!s personal cory of ‘the "Instructions 


for use of Code and Cipher in Armies and Lower Units," issued by 
. Gererel Radquerters, Anerican Expeditionery Forces in Frente, is 


Dae for study. ‘The ecver bears the simple injunction "Hot 


“33. Frisinen, op. cit., p. 22; Parnes, "op: ites pe Ble 
34. Frieiman, op. cit., p. 23; Barnes, op. cit., ps 3h. 
35. Pile of the Director of Conmunications Rosearch. 


a — ‘_Codo Compilation in France a en 
_to be .taken into Pront Line Trenches" but the ae al indicates the © 


, al mee of t 


“A: i Printing Department, G. H. Q., A.. E. F. -The date of the 


" instroetions is 22 Maas. 1918,- 


is. expressly forbidden: 


a. 
b. 


c 
da. 


#e 


A prefatory note emphasizes thst it.*. | 


To use pas eriedaes, in Lhe sane message with auto or 


ciphere 
To repeat a me ssage in any » get or ciphar other than 
‘that in which first sont. 


To repeat a code or eisher massage in plain Languages as 


To repeat a plain language message in’ code or cipher. 


~The’ instruct ions proper begin with general notes on the observ 


rence, of 


rules, on the guarding of tho instructions and on n special prea ans 


: soe, ‘ie ten,” 


Then follows a soction on Joepctaeien of Ressages for 


- transmission, aRAEABINS george instructions on how suceeszas should 


he booklet hich was also printed in 1918 by the = 


5 


not be mepared, how messages may be prepered,- a how messases should 


be pres es, 4n enciphered wae, plain code, Pliaviske cipher, and plain. 


diaries: Instructions are also included for practice messeges in 


- the sasefour types of cryptosrarhic system, and for service ak 


Tho fin’ TenoUe deal, meePEay ively, with the various types oF eo 


munication: e. £3 : rn *'s J 


SEPP DP ED PP 


rodiotelegrarhy 
earth tclegraphy 
telephone 
buzzerphone 
teleyraph 

wisual ; 
messengers 
pigeons — 

dogs 

other means 


Tat. 24% * "Code Compilation in France | _ : 168 


‘and with distribution of.code books and cipher cards. . . § cutee 
"One. of. ear = adafen estate, Paiute which come to ies from a. 

t 5 sat * ie 

reading of these ina tructions is bie fact that shenevar a code — 


"coud not bs burned, at could be: eastagred by dipping phe passes ‘ante ; . 
uater and re Fathi the sheots briskly. eae the peaneens disappear ed. 

. The ink- ach by ‘the’ printers vas epparently aclusive pi water. A sictiler i 
i technique was used. in orld be J xT by oh Gersens: code books vere - 


printed dn ink soluble in ‘water but after the printing nad been dissolved, 


sve tao 2 


a a 


apea of ths Signal Security Agency were able to yeswene “~ Ye ating - 


5 sufficiently to pranee the reading of the text. - 
oe” OR Conclusion ~ ;  - 


Te fie1d codes Hiden were ee by the = ericen Exped Stonary 
Forces well eupplied title need which arose a ‘our milit ary forces , 
were trom “inte actual combat, end: except for the use of ecoplicated 
ws excise tants such as additives or subtractors, cods compilation has 

made Little progress since. 4 a . . , 
ke encipherment ras celaeel ies to be used with any of fhe eodes 


"which were ‘ produced by the Code Compil: itica Section. = 


ae Ceres code seens to have beon more in — than ths ee 
> group code fis, the field eas series, as may te Judged from tits fect 


that ef the fourteen ‘field ‘codes (Fierd Gases Vines, Se, 25, and Samad 


36. “tks more sienificart developments in cryptography have been in 
'  @phers and code cneiphemnents rather then in eode compilation. 


| yn: 


7 is : aD 


eX" 2 


pederthedeteeedte Oe er ee ee 


A . ‘sable sdas that the British end French care to recognize the wie - cian 
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; _ be included an this count) prepared by the American Expedit dorary 


"Forces from ‘Juno te November 1918, only three—the Mohawk Code, the 


ALepheny Goede, and the fuison Code--“ere ‘digit codes. The’ clasigd . 

a ecdes” all use three-letter ercups; the digit codes are all four~ i 

| digit groups. It It seems, ther efore, that. the preference fcr letter, , 

, codes ‘prabanag” tas caused by netted of transnission, eather than 

security. . ; Fi oe os 3 

7", The speed vith which "the codes: hereind eScribed vere ecupiled ‘ee 

j was” émecing and served dnmedit te purposes. without Long, MATER ESSER o 
delays, Satisfectory, too, Was ei thoroughness with thich ths cede 

cnpilers. ‘worked, so that ihe the codes yore put to use ney. brought 

© “3 . about Se" Seen necessary for. the transnissicn of secret messagese: 

; Thovgh the Arerican Expeditionary fexeaS hed ‘begun to oper ate without ; 

fis prmer means of disguising mes cages a eould not al ways: ebtain bi oe 


“help fmm ‘the pritish. and French forces they soon hate such a ‘List of | i ac 


‘of the Serican conpalaticns. : . : a os : a . ares 


. > - - - - ": 


¥ The = American Black ciao? on Code Condilation in France o Me: 


SS eC 


‘Tan be well at this point to votes certain higeewentis made 
by He riet O. Yardley in The Americen Black Chanber concerning ths 
codes” bez, used in Frsnce bY. the Anerican Expeditionary Forces. 


The pertient paregraphe appear on pages 42-46, as ee ce 
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Caen of t the young officers whon ne fied tveined confirmed 
this when he arrived at Genoral Hordquarters in France. He had 
received his instruction and practical experience in my bureau. 
Having observed the necessity for revising the War Dereartment's 
“courunications in this country, he was easer to leer whether 

_ the codes ard engi? of General Pershing in use at the Front ~. 
“HERS safe. : Em . a 


ahe first thing28 which this ycung erfiser did after arriv- ° 
ing in France was to induce his superiors to intercep by xvire= 
less our ovn radio code amd cipher messages along the Acericen 
sector, Thzse codes and ciphars were used to transnit the most .? 
secret and importent messases and by those who caployed then : 
they mere considered safe. - 


: fie” ” “any knowledge of the — or area of ee 
mnt, the young officer solved these messages within a few hours. 
‘Ihe system was wholly inadequate and asa means of insuring alas 
ts tittic more than a farces . . 
,#e Hemadh ieditpimamwts of German inceacdentes either paaeeeea, “ea 
© oor OSs om Cipher Bureau.in France knew that the eneny maintained a aoe ‘ 
-. Staff of skilled cryptozraphers. All radio messages of the Allies . 
ad of the Arericans rere intercepted and sent te the German Cipher 
Breau for ettack. If this young Ancrican officer, tho res stil 
gerely a student cryptographer, could solve these messages, the 


37. Second fisatenant (sttentards First Lieutenent) J. Rives Childs, * 
Ga charge of the Cipher Solutici.Subsection at General ponaquer 
ters. See Chapter VIII; Volune Three: Chapter iil. : 


38.. ‘LEeutensnt Childs reached Gener ol Headquarters in Seiersey 1918 ; 

' “aed -that the test made by him took plece in May 1512. This stete~ 
went is based en iarginal notes by Colonel Woorzan ana Me, Willies. - 
F. Friedman in the latter's copy, of The American Black Cheuber 
Gi -loc.). : : « @, * © « 7 as 


39. Heutenant Childs was in possession of tm code end = 
‘method of encirhersrent—he had merely to recover the cicher 
atphabot which had heen used. This fact should not bo allowed | 
Ys create the impression that he was less competent than Yardley | 
mikes him out to be. The mecsagvs were purely test meesages 
Frepared for that purpose at Genaoral Headquarters. hs eo 


vil. 
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German cryptogrephers, with their long experience of code and _” 


Cipher solution, withoul question had also solved end read these ~ 


* telegrarzs even more quickly than he. And once the system wes . 


broken, the enery could solve every neSesEe as easily as the 
person to whom it was addressed. 


ais binvenea, bre contents of this particular decipher- 
pat were so inportant and their secrecy so imperative that 


the young officer's memorandux on_the matter threw the General 


' Ge, cutting off communication and stopping railways bot.ven » e oa " 


" lemched. anaSy. then, the enemy !mewl 


SUfSf into a panic of confusion. From these wireless inter- hl - 
cepts he learned the dispegition of troops along the St. Mihiel 
sflient, the number and mines of our divisions, end, finelly, 7 
ths actual. hour at which the great émerican offensive would be. 


. = a Wee 
i ‘ 


The en effort of flattening out the salient, aniah = 
fr four_years had formed a hugh "pocket". inside the French 


Finn and Toul, wes the task of the Axericans.. And by reading -. 
Ceaintercepts, the Germans had alreedy learned in detail, just. 


aseasily as this young officer had lea:ned, plans and preparations c 


. fethe great Amrican offensive. Incredible! No worder the 


Geral Staff was in a panic. In these messages were contained | 
sam of the rost capor eee str atepens of the weld Ware , 


- the Germans eogaiicred thale position in the salient anerens ~ aap 


te, General Pershing men that the enccy had several lines 
cl@fense, the second knew as the Schroeter Zone, another as 


,. MeEindenburg Line or Kriemhilde Position. . What was to happen 


twSe great American offensive of:1918 if the enemy was pre= 
4 for it? Of, if the defenses rere not considered strong 
emamh ncw to pwet the abionstvs,, was Pais enemy, warned oF our 
TESEZES withdrawing? 


settee ' 


Tmxcitament is categorically. denied by ColcneL Voormsn, who nas’ ~ 3 ‘ 


Feet, whereas Captain Yardley was himself in Weshington and did 


7 mmcrench General Headcuarters until December 1918 when the Radio ~ 


: i i ald 


; fee fens om: 


iafligence Section was SEEN to ceaee oporaticns. 


the test or pthes in Yay; the éodes vero perfect-. 
e@azJuly, and the St. Mihiel offensive did nct take plane we, 


- 


VII. 


‘ceeds and cipher systezs had takon its toll at the Front. The |: = 7 


_ Plamd a childish unfounded trust in an encipherment which could ° 


' Teal but one sentence ina mene of the World Vers 


“Gait not been for th: Signal Corps, there would have been * = 


a > ee -2- . ° ee SET ee een — iad ‘ioe ices 
one - 
_— 


. “ : et ae) 
; . . Pein eae 
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The latter was the case. Our young 5 of eee had shown — m2 
Gensral Staff the leak in the offensive, but it vas too late to. .:! ° 
szoop dom upon the Gernans in a surprise attack. The messazes . 
were already in their possession and a retreat hed begun. Ths ; 
Averican offensive of September 12, 1918, was considered a 
trimph,y but it represents only a aA part of what might have 
been a tremendous story in the ecnnals of warfare, hed the Gerrans 
not been forevisrned. The studborn trust placed in inadequate a es 


eney had actually been taken into American confidence, through 2 
the non--secrecy of cowmuicaticns. It was net a surprise atteck -  -.° = 
vhich was achieved. Pershing pursued ‘an already retreating horde 

apd entered St. Mihiel on September thirteenth. The salient was < -: 
braten, but the- surprise attack never camo to passe Toomany -*..:. 
staff officers in France had, like our authorities in ‘Washington, '. : 


not be read .at tnt. =. 7 “inte ; ie eee et rie 


- Seldom are thé curtains drawn back so that the Tete nee.” 
secxt plots, dangers and discoveries may be knowm. Ina - ears 
hisory of the World “ar, one re2ds the story of this amazed 
yS3 officer, in sone short uninformetive goreralizaticn. He- 
knee that the code and cipher systens were inadequate; but all he : 
coud do was reve2l his findings and give warning to tho Gensral Ps aie 
StaY. The stcry of his revelation is one which, like many others 
emzted behind a curtain of warfare, is‘seldom told. It was too -- 
lzwz to undo the damage after the young officer had revealed the 
imalequacy of the codes and cipners. Of this rhole episode ne 


> - Despite all Pershing's piceautious ree secrecy in vs * 3 
- St. Mihiel sector, the Germans expected attack and- began to 
_ withdraw.. ‘ 


‘By reading conbereomany cidlers of the World Var we are led 


_tatalieve that inefficiency was found on this side of tre Atlantic 


ow Such is not the case. In. fact, the fcregoing incident is° 


" Debone of the tragedies of tho Ancrican Expeditionary Forces, led 


tymneral Pershing. The Signal Corps in France was using inexport 


“gtineffective codes and ciphers to carry over the wireless the 


sexrt orders of the Gencral Staff in France .42 | 


pe greater casualties on the St. Mihiel front. I was not 
$uthe Signal Corps at that. tine, but in’. I. Se _ (Williaa 
Friedman in his copy of The American Black C arbe le 


- ETI Cee, TD Pill, \ik baraaasenettsie hilt tease dimantanis 


‘CHAPTER VIII. THE RADIO INTE)LIGE NCE SSCTIONS IN FRANCE vive he ey - 


. - 
vie + wie =e 


na —— of the Sections . 


e 


‘There, were ‘ce the ‘Anorican Exyedi tionary, Forces in Franca two * 


4 


Sree both knorm by, pie sane nam, “the Radio “Siak Silage Sectione ..” 


The first of ‘thes wag the’ Redio Intelligence Section, Sigel Corps, re * 
‘aftermerds known as the Radio Section of tho Radio Division, Si Sgnal eras ; . 
Corps, concerned prinarily with interception and gonionetric activitys, . 


the othe, the. Radio. ‘Intelligence Section, Genoral Staff, known 


familiatly as es A-6," was concer ned pieadiiy with: SsAeeile. ee 


attack mon the Gernan military codes and ciphers.” The bulk of the oe ; 


present chapter will be concerned with the lator organizat jon; unless” noe 


as other in specifically stated, it is the unit madi, 


Ca 28 July 1917. Captain (afterwards Lieutenant Colonel) Frank *° 


Moorman, then ‘of the Coast ‘artillery ay later’ oe the General Staff a a i 


sige’ was detailed teufern t he Rad io Intelligence Section, General ~ san 


1. In=mnation concerning this organizetion is teken from the Report - 
ofthe Chief Signal Officer 1919 Ciashington: Governzent’ Printing 
Of=re, 1919). - ; “ae ; 5 3m 


Ri eZ 


2. Indsmaticn concerning this oryanization is largely based on Part 
IM of Lieutenant Colenol Frenk Moorsan's Final Report of the Redio . | 
Inmellizence Sectiun, Generul Stuff, General He2douarters, Arsrican < . 
Exeditionary Forces (" sashington: Goverment Printing Office, 1935), 
crt -title ‘SIGSEE. ‘ : =. % ee pe 
3. Catain Moorman hed in 1916 been the Acting Director of the Amy _ 
S3mel School at Fort Leavenriorth. See Yoiume Cne: Chapter VI. 


eS 172 = 5 
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- Staff, a matt which faeddnncs functions anproxinating those of a 


: signal intelligence dbtadhmant in World var a, “though it hed ahah” 


duties, the neture of which will shortly appear. , 


e * Acie 22 Septenber "1917 Captain Moorman worked yatwout assistance» 

but on that date First Lieutenant (attermards Captain) H. A. Ber thold, Ress. 

Coast Artillery Corps, vas essigned to duty’ with Captain Moorean, end, : bie 
. §. 


on, 11 October, Army Field Clerk Mea Block joined the tro officers. ve oa 


” The Radio Intelligence ‘Section 1 vas part of the Information Division, ay 2 a 


"Oe which the’ ‘hier was Major (Later, Colone2) A. L. Conger, Gener ae Senne ee 
" Staff ees “The Inforaatian Division in turn belonged to the Intel @ “a 

; “ Lgence Section o: of the General Staff under Major (later Brigadier 
_ General) D. Ee Nolan, General Staff Corps, the Assistant Chief of . ad 

‘. _Steft, 2, <5 %-&@ a. a i re ae é. ; = 


Captain Voormaa pecan his work without the benefit ‘of Frevious | “ a 
aiates by others: tiere 3 were no records and no material on which s a 
to work, It vas weenie — that the Radio RA ctitconee Sect ion * 
vias intended to read German code and cipher messages, but fies this was . 
to be dene and the details of obta: ami wessagis were not specified 
% Lost of the, tine fron 2S July to 2 October 1917 was spent in a.st ey 
: , of British and Paeels methods and in consultation with’ the Signal - 
| Corps | F to the part lo bé ‘played by parsariaetl cif that goqes in Liaison 2 & 
with Captain, ligeraan’ s staff. Visits to both British end ivendh offices _ 
" were pale and much valuable eet obtained. "s a : : : 
mi io rr i i 


, : . a ry 
r . 4 4“ 
z ’ ; . : y & ‘ - . : 


Two difficulties were encountered at first, as Colonel Moorman 
afterwards testified: ”. ae, * 2 8 Bs - 
‘One is the difficulty. in getting men who are trained in 
the work. General Nolen expressed the situation very well 
‘ toward the latter part of the war vihen he said that he started . 
“i. + dn-with’a misconception of vhat.was required. He said that 
-the-next time he would put into this work the best brains of 
_ the country. He also admitted that he Id not appreciated . 
the importance of the code aid the cipher work. 


; Next, ‘we lacked liaison with Washingtone I do not think | 
that Washington understcod our problems in the beginning. Ye 


Shige to imal to them for help. 
. “an agrcenent was eae heh the French to perm nit anesican stations 
we ae ae established in the vicinity of the lbeuse for the Purpose of. 
‘ . of eletiion Jesunee from ee French edi British. = ; 2 if 
= addition, arrangenents vere nade with the Signal Corps $e 
@ Surateh’ 2en ari instruments for intercepting nines and ae” 
ting tiie to the ect aes The first messages, intercepted by the 
“Amer feaa station at. Gondreccurt, vere pceciwed on 29 Octoter 1917, 
battle line for successful interception in-volume. léoreover, a 
number ef the intercepts proved to be meaningless practice messages 


transanitted by stations attached to the American Signal School at.” 


“he . ocdave by Lieutenant Colonel Frank Moorman before the officers 
j ‘ of the WGlitary Intellicence Peery General Staff, 13 February 
) 19 (SFSIS 350-001). anes - 3 
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ts > did not understand “isshington, and did not rake. ay Pee 7 


“As eamtean | troops ‘then occupicd no- dePis tebe part of the front, Pe ss 


‘ ° ote te 


' . intercepting messages on which the Section could practi, ce the methods “, 4 


but thes were few in nusber, since tte station wes too fer from the 


rs ‘date of opening to the end of. the Roath the s station recorded a total . ee ae 


Om 8 ee Ne ee te 0 eee eoe= SS — ee 
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Langres. Considerable tine was sent on thea under the mistaken | 


iad that ‘they were Geraan TaesSape Se “What German he Cre ae 2 ei 


, may: have nade of fie, if thy vere antcreeyes by the Ger: fete, the Ke 


e 


a8 matter for speculation. | : : . mi a 9" 
On Lz ‘Nov exber 197° the intercept station had been a Pil 5 e 
the Radio Intelligence Section ‘of the Signal Corps at Souilly with * tes _ 


one sergeant and eight men of tho Second Field. Signal Battalion, 


ees 
Continuous ty: enty-four hour service was maintained, end fron the ea 


of 393 messages and 1,173 fi. sthich, with data as to the time of | dake 
canis, rave lengths, and the like, vere ‘upen recodpt innediately 
; turned 0 over. to the Radio uaeieie nis Section of the General re 
- for tetacteicde Purposes. The ae tuened in by this station shoved ~ a mY 


en increase” in the etficiency of the personnel. and clearly “dsnonstra- Be, 


ted the advisability of placing the intercept operators, ter they — 
had received preliminary training at the Langres "und Rendhrconst we 


schools, as near the front line as practicable for their advance trein- : 
ings se ' f “ : ‘ - : . i _* > 


s 


Te intercept station at General Headquarters recorded and 


turned ov2r to the , al Intelligence Sectinn of the General Staff * : 


7 The Radio Division tas then under Major Towle R. Krum. See iy ag 
Remrt of the Chicf Signal Officor to The Secretary of tar p 1ILES econ 
PP. gee a as ee 


- 6 io aati 


The Radio Intellirénce Sections in F 


. . . Eee ee 
. * . ™ Bags.” le 


en average of 15 messages and 7 press reports a day during November’. * .:: 
1917, Owing, to the limited perscnnel ‘available (only two operators), - 
. the stetion was open during the ‘day only, , ; = 4 a Hg apa 


’ The: British First army was visited in ‘order v6 obtain as mich 
. ut oe 


information as’ pease ible regerding the British Radio Intelligence’ i ae f 
Service and we equipment in use and Ene training given by the British : 
Aeny After careful consideration of the Britis sh amd French systecs, 4 


plans were formulated for a atte intelligence aim in an argyy, . 


_ sufficiently flexible to fit ‘any. ary, which. “tight be established end | 


which could be duplicated as aédit ional armies were created. Pro-~ : i . : 


-visions inene made for the radio set wet | necessary for one army, 


with a reasonable ancunt of reserve ‘equipment. ‘This equi Prent was My 7s 
apparentis ae — the French, as French equipment Sener best . ae 


edapted to the purpos se end vas available. 


Captein "Stith GC. MeCutehen, Signal — and 54 men fro the 6) 
‘United States. arrived on 10 Deceniber 1917 for assignnent to the 
Signal. Corps! Radio Intelligence Section, Captain MeCutchen and 
3° of the men were sent to the Aruy Sagal Schools at diesehias far os ie 
training, A five-week course Yas outlined for these men, tho vere . 
- expert operators and nested peti il instruction With. the French 


_ equipment and opers ting nethods used, actual Signin conditions being 


simulated at the schools as, far as*possible. Nine of the men vere = 


o . 


sent to the intercept station at Souilly and six rere assigned to the . 


oe ot te st a 
i a a 
. 


, Vil. __The Radio Intellimnce Sections in France wa" * 


. : ¢ 
. . ' 
. a “ . ‘“ 


puees station at Gene: al Heagquacters. ame oo Sa , eee ae 
With increasing knowledge of the nethods of the Allies and the ~s 
angreasuig size of te Amrican forces in Europe, the field of 
‘ debility of the Radio Divisicn ‘began to broaden. By the middle of ; ; 
“Beeduiets a definite paren of duties in the Division hed been ~ Sie Ae 
effected, with Major Xrumm confining his attention to the executive — 
nork ‘concerned with the redio Programs ard policies | ene Captain 


-Loghry having complete charge of the stenes Corrs ffedio Int telligence: a ‘ : 


7 <e 2 Toms eae 


Sections wrest, tase: nae cot ett ola eects : ¥ - = 
This Radio Intelligence Sect, later ter raed the Radio ‘Becton | arte 
of the Radio Division, Signal Corps, inerican Expeditionary Forces, , 
; ; Kas. cherged with the operation of the Pepneaace scannded circuit 4 = 
| ‘ Justenting station, radio — aad press stations end gente 
metric stations, and ‘the operation of such auxiliary equipaent 
Q a (telephone ‘ard telegraph cénnections) as might be required to. - 

, collect and eport ‘al pertinent inforaation eseeine” the activity; 
character, and lecation of eneny radio ah ground tel egrafh stations - 
ts the armies ‘sparing ofposite American forces. ‘This section 
apeveree in connection with the Radio iia aad Section of the 
General Staff, to which = information Ws tronsaitted and ‘which | 


accomplished the necessary deciphering and interpretation of the. . = 


Lintereeition wall eat ede Because of the necessity of absolute accuracy 


QO - Lor the proper trenser iption of the inforzation collected, the Reaio 
e. uo . s * 2 a = ¢ ; . n By 


Sm a eee ts 
. 


ajo Tabalidseqes Seebions Sa Fra 1 


Tutevidpence Seticn, see Corps, seated the nost expert radio. 4 


oper rators for intercept and goniansivlie sistiions ane Peneeas capable vs 


of speaiaine German for the ‘Lstening stationss - 7 hs P's 


From the debe ie first i Shenae was ‘received et Seat Head- aes, 


—e mess ‘ages came in so fast that eve pense of the Radio : ae ee 


Intelligence Section, Genirel Staff, were unable to handle trem all, 1” 
and it became necessary to enlarge the section, Officers and clerks |’ 


were obtained from all available sources: scme viere detailed from * 


divisions, Some from replacen ent depots, Boine 2 from Washington, and Se 


ewe “Ey sc cy Je 


* some fron men iceaaiiaie ab Blois. ‘In the case of officers, a 


search wes a? for men of nigh mental calves “tho also knew sa, e. 3 


: 6 Bare 

me but considerable difficulty vias encountered. The qualifications for’ eo 2 
enlisted men were somevhat lower: ability to vork effectively was 

Ba , a ons . e ‘ . : \ Sf ‘ 


' the essentiel qualification and a knowledge of German only a desirable’: 


competence. 
The growth of the Redio Intelligence Section of the Geceral Steff. 


P Sant 


ot inulated the Signal Cons to ia cs more md more of ana | 


to the ‘tes of interception. After snletdeastis expensicn, by the tine at 


x 


the Americans adiuey toox over 2 —— there were available ‘both © 


| the. means ate ite exper lence néceosary for handling spe work. : " a . we 


. 


6 The difficulty experienced in finding inen ‘i could actually think 
’ without a guardian w3s surprising. It is to be hoped that one of 
the ains of the future will be to develop this ability in men chosen...” | 
for code and cipher work." (Final Report cited in note l, p. 15) : 


e 


=) 
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oe - Exactly saciid persons were — sof ae General Staff Rado © i ey 
a Intelligence Sedbien aig one t ime or anot her — 23 July 1917 to 2 “ aye 
Semary 1919, the nae of eoleret Moormen's final report, when only sa 
tive! of the eighty were “stild on duty in the Section. Colonel : fee A 


“ 


* . Moor: aan 1 Lists al the per denne linger him together with their ranks, ne i 
‘ ‘dates of duty, eine the Menus to whieh they vere uibinet hy trensferred, ” ws 


arranged in alae of the cate of reporting for due, In this list thers, so? 


, i are seveiity-seven names ‘which, rearranged according ‘to rank, ‘are as se 
follovis: 0 as a hy fi or a " : 
. Late tt wien eaten eleubenant Calenel *“" ~ *  * , * ae 
_ *¥rank Mocrman °° . : faa 
; me - , Captains wd " @ ~ s ae he of ad ee 
+50. HLA. Berthold - HE. Osan. + -, ™ 
eC -C. H. Matz > “+ +  ° - ®P, B. Whitehead ~ - See ae 
_, E.¥. Neurse - ra a , * . 8 Fa ey 
° “First Lieutena ants a , _™ -" “hgue 
- ., #@& We Birds | -- : a , Frederick Livesey —. cl a 
= K. Bronley** “ - Weg ve C. G. Mentross#*# © ° | iF 
‘ -° H. G..Campagnolik®- . : J. S. Norris. grey 
Si. zB. Childs [a @ ~S “ " E. F. Roosevelt#* eo Sag 
N. NM. Coursall** . , we * *% Ve Le Sattior== : 7 
Ee EB. Folk +, £ o * @ H. ©, Sxihiner*=* 
*Viliiam F. Friedman** + °° Townsend : 
Eugene Jacksoni*™ - : _ (other names " unknown) 


Robert H. Keener*™* , ; : Austin ue “Works *** ; : 


7. Memes marked with one asterisk (*) before the, name are those of 
the five still on duty’on 2 January 1919. Nemes marked with to 
aste-isks (74+) are those of persons who had originally been 
traimed at Riverbank Laboratories; naines marked with three 
asterisks (#7) are those of persons known to have been trained’ 
in MI-8; where the others vere trained is unimown, except in th .- 

.. case of Colonel Moerman anges who had been trained at the Army 

oS Sigal School. 3 a : . : 


= «ee a eats os ‘ F a) =a A 
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a vee we 
; we as 
‘ ; . i . ahs 
Vis ; ‘Radio Intellicence Sections in France _ 18. 2 ms 
_ Second Licutenants oo he at le: 
A. E. Billing ; «dF. Gunster## - 
R. Charberlain —— WwW. J. Ladwig 
M. FP. Eiseman- oh ‘._ “ie Ds D. Villikin* 
R..“. Gilmore i ba We Sellenct™ 
J. As Grahem** -* : ; . E. D. ¥ioelinsr** 
. >. Anny Field Glerks® f 
be he Boligardt, ‘ S.‘L. Kresser 
Leonard Bickwit? —~ - :. « H.C. Leon 
Harry Block mre , #A..S. Mangena 
.G. ¥. Daney: , oe yg , Gs Ree Maven * 
G. 3B. DePierri . - = 8 . ‘ . Obs A. lickenpa 
“ RY, 0. Dodge > - : >: cite ee l= Je 0. Vieeth 
ome anc,’ Pe B..Gallagher.. o.., .... Ae Le Perrte 
*. . --H. Gussack : "Be Dew T. Sapp ; 
. H. Je Heiman 2 8 =. . ‘ . Vis Es ‘Sherer F 
C. A. Hufnagel _ : S. S. Shook oad #28 8 
H. C. Jacaues .. ; . . S. A. Snyder ~ o "2 Seas 
" F. gd. ‘Kennedy Mg Samuel Tartalsky °° «tes 
WoE. Kilbom -- | . . We Ae Visconti 07) * af 
J. LT. Koeppler. . E. J. Vogel eee 
gs . "7". Noncommissioned Officers he ae; car 
' Sergeant Hajor.. he > “ +-E. Re Guldner Whe) ae 
Celor Sergeant — ~ “et = ow | J. J. Wahl et eo Oe 
Sexgeant °. . « # Sw E. S.- Anderson : sb 
Seen * hme G . J. P. Nathan _* 
Sergeant eo —— _. « C. L. Rosenthalér ebiiee +S 
Carporal e 2" aa ‘ * J. Thunder es 
Breler * 7% ‘ L. i. Robbins . ie 
>» Sa. This rank | corres ponded to Warrant. Officer. . = ie 


“S, “Iomeatd tow TE Lteubenant Gelendl. Bicmde sence wien cue Signal - 
. Searrity Agency ard was Chief, Signal Intelligence Service, Chita 
Burm~India Theater in 1944 and 1945. ne : : 
10. Laer ‘Meeth was a Reuber of the staLt of the Nen York offico of 1-2. 


palais Inverla’ Viar IT jis jam. Vogel served ss Chief, Special toandstbden Unit, ; ‘ 
*  Sigml Security Agency and also in the European Theater of Operaticns. 


7s >. Gees: os ae “She” 


follewing subdivions: 
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Privates First Glass 


” Be le Feey . CG. Cs Kyle 
‘ J. T. Graham J. W. Behan 
, Privates © ‘ 
E. L. Alberson ed ORL Ve Scott 
‘J.-E. Endrun 7 7 *.° H. N. Tooliatos 
L. BE. Nendriicks - ; - , 


list of former perswrinel in G-2, A-6, to whom letters rare sent on. 


17 May 1919, cauticning them of the need for Seay in regard to 


: ag =O * ; ce 
their war ROE, ha “The persons whose. names eppear on ne later List me 


but —e en that of Cellenel Moorman are as follows: Js 


Captain Herbert 0. Phadiier 
Corporal Jess Krueger 
Corpor ee Lester H. Wolff 


; The later List also enertanes that Severs of the perecnis _" hed 


fedotved promotions after wie lest the Radio Tntells gence Secticn; 


- 


a the Radio 2 Intel igence Section vias Givided into the 


First Army Radio Intelligencs Section | : 
. Secend army Radio Intelligence Secticn . : * 


To this list should be added three’ other names derived from a.’- 


12. Sce letter frcem. Assistant Chicf of Staff, G-2, General Headwuarters, 
American Expeditionary Forces, to Director of Militery Intelligence, 
War Department, Subject: Preservation of Secrecy in Rezard to Code '- 
and Cicher Viort:, 20 May-1919, copy now filed in Mh15k. See also 


Voluize Three: Chapter’ III, Secticn D,.on the importance of this 


letter. : : ee '~  * : ; . 


a 2a 
2 


©, i 


) 


e 


. 


caus is a 2s y Euesen tle Aray vere actually in operation. 


. i‘ . : . > ae sie. fs 
re ae ae ; a % . ‘ Some Fy. = 
ce, : —_ — oe ts 
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Goniometric Subsecticn 0 ~ a 
Office of the Adjutent . is 
Security Subsection : 


4 


_ 60us’ iaarre (xine et Marne) to join the staff of ts First iy 


OS IS ae A ON SS LL ee 


Code and Cipvher Solution Subsection - 


The development of-each of the se subsections will be given in turn. "i 


. \. 
iy * By “First Ariny Radio Intellirence exited ® 
In January 1918 First Lieutenant (later Captain) C. H. Matz, 
Infantry, was detailed “te cae dune of the work of ae intel- 
Ligence vith the proposed American First hem Lieutenant Vatz vas = 
given report s- such ps ait vas. presuzed he wea receive at Ary 


- Headquarters and was required to make deductions from them and to EB 


. eee 
-On 3 ioe he vas  paiecel two clerks to assist in fits _work, and au <i ee 


, were pam to, a BERRIES rocm where they worked out their om —_— : : 
‘tion am conducted a eau <cnaie arry Radio atelier Section, A 
special telegraph line was carried to. tte office, where nessaces 

ere received! directly from the Signal Cor ps stats ons end sates upon P 


on nia) respects as t SREY, would a — at Ary Headguarterss 


"Tee ginal group worked first at Toul, “beginning on 12 Sune 19a, 
. - as * ° e Pert?) 


on matetal from the sector extending: from the Meuse to tle boselle. 


On 20 aly 1918 — personnel of the office was. transferred to La Ferte eat 


Lae 


rd 


13. Ee the ee nee sce Final Revort, p. 16 Sad Soeiocure c: 8 
Exal Report of First Aris AUN, PP. ka 
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igi - 


then fonning. A preliminary study wes being rade of the sector which ~ 


é 
, the First Army hod Planned to take over when, orders were received to. Ps 
- cease work on this’ Sector. On 13 August the Section "sewed with ene oes 
j renainder of.G- 2 to ieviaiebean Since ven the departure of the . aa "us 
Section from Toul enother staff had ‘centinued epanenecis in the Meuse- = 
‘Moselle sector, the pa of the ‘Radio Intelligence Section of. Bh 


*. . the First Aray, with the exception of the chief, was tpenatfanrad ach | 


to, Toul ame Nc <li by the: personnel already — ; Upon. the aarp 2 


wor aN Ot ee a ae i=. een eT 


of the First = headquerters to ‘Ligny-en-Barrois the entire office nA 


»” . at Toul was moved on 30 August 1918 to Ligny, fro hich point it rm fae 
z “operated during the St. ‘Mihiel attack of 12 Septenber 1918. <- mn 

- The Radio Intelligence. Secticn after the establ ee wih Ba* ele me 
3 ere P. C. of the “Amy Headquarters, remzined’ at ‘Ligny until | = 

tae 10 ccsaal 1928, when it moved to ‘the ee Pe Cs a6 Souilly, el yee: 


¢ - ’ 
. 


, ate -e it aeisiieS until. eh ae the ‘el ose of hostilities ‘on LL TEP, 4 


.* . 1918, 


The total. personnel which served at one time or anethes with . io 


= 


the Radio Tate igence Section of the First Arey was as, follows: - ore “ 


eagheln Charles H. Matz ° - Chief : : 
Lieutenant Robert 7. Gilmore (1-20 Sept.’) Assistant Chief 
Liestenant John A. Crahan (23 Sopt. ) . ° Assistant Chief 24 
| Arey Field Clerk “im. C. Lyon _ Goniometric Section -' * 

Aray Field Clerk Jchn A. McKenna - Goniometric Section~ 7 

: Calor Sergeant John J. Vahl ~~ . Goniometric Section 

: Arey Field Clerk Jotm C. Meeth . Code Secticno- . 

: : Ary Field Clerk Henri C. Jacques: - Code Secticn © 
G Arzy Field’ Clerk Sterling R. March | Code Section 


5 a nn 
Sergeant Edcar S. Anderson ° : Code Section *s 
‘Aray Field Clerk Walter H. Kilbourn - Secretary — iS" 


; © 
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r ; ] . , he nf 3 . ‘ . ost il ‘ ‘oe 
. The technical side of the work of ohSemvang the enemy's com '- oe ae 
: ote. 2 ie 
z ‘mianication services was perforned ty the Radio Section, Signal Cor psy” E. eG 


Fe 
a re 


First Amy. - This Ek consistod of the operation and nalatienenen of 
_ tho necessary sitemeter Sabie, ete., by mecns of which the actual © 


ae observation was sade. “ALL eosibts yiere transmitted by the Radio Section “e 
to the Radio Intelligence Section fide study and interpretation. Although :: 
ae 


these two ees vere entirely separate and distinct organizations, eg 


_ the sorter Pelee to the = gnal Cotes end the latter to an Second . 2 
Section of the General staff, the closest possible liaison aa coopera= 
Sega sin eEOU betveen the two tas: beeegta ls s ors, - . . ee eee 


= work of re Redio Intelligence Secticn = ‘be brienty 


. describe under successive headings: ° g & a ot cone . wi Real fe 2 
at * a “The location of enemy Ts shebhons and ihe grouping — ; sy 
. a of these steticns into divisional, corps, and a:ny nets. a 


Eneiny radio stations were teeehed by bearings {rem radio~ : 
© 4 gonicmetric stations heeaeed at Per vals along . the trent. ‘These ‘ — 
staticna were able to. measure withis siete tno cegrees the 

treet ion fr cm which ‘the signals ‘of en “ensay redio station cane. 

. By the Saheraestbiions of lines dima fron two or more of these - : hal 
‘goniometr ic stations in the direction of the enn station a quite | : " 
accurate “map-location, of we anergy station: canta be sievdinala 

Though, when an important message was ‘decoded, the Location 


- of the sending station was cbtained by gonionetrs, the prinary duty , 


Q wa of t he coatansiats secticn was to locate daily all eneny stubieta 


heard and, by cennecting Tees, stations by lines indicating an ex 


WG . : - 
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* . . ~ . . 
. . - » . ‘ 


change of ‘messages, to determire groups of stations belonging to 


divisions,” corps, end armess : : ge a, 


. The radio traffic of a Fidisticn eda stage be ‘cortained 
almost ent irely within its own limits, and similarly with corps 
and arnies, so that. theoretically the intercormunication of stations , 
soda have disclosed clearly the boundaries of ctayihies, But actually 
‘the enexy, with the intent of deekon ine this source of Anfermation, ae 
indulged in a » epee tiaitiy regulated camouflage activity vhenever 
~ possible, having “stations communica be santana across divisioi ety 
sprees and arsy DounHARIess so that the ‘grouping ae stantens into 
actual nets. was very difficult. oo very active conditions, how 
ev ver; the necessary traff 1c of stations was so greet oie execatiags : 
was imposs ible, md the, various nets: shored ‘up clearly. ey : aie 
paces the oadien of staticns also. the depth of tie eneny . | 
| echelons could me deternined, as well as BES ‘presence oe his ee 
" in doubt fia areas, ‘and, curing ver of ovement, “the positicns along 


which he vias organizing resistance pe ; . wg 2 wee 


2. dhe intersection and decods ng of of enemy radio” mes seeese = 


Intercept stations were maintained at proper porate along the . 
arsyy front to ee in continuaily for enemy radio messages These , 
‘stations were connected by- direct wire with the Radio inveridinanen § 


office’ ard intercepted feseaaee were telegraphed in ‘directly. 


a , 5 ~ 
oS eee ee) ee 8 eet Oe ee ee OO . << e, 


a ; VII. - “The Radio’ Intelligence Sections -in — ou is a sty 
The enemy had in - ate use, curing the pe riod in whan the. 
First Army wag functioning, _— di {ferent types. of adaas amnd.one — A ie 
al system. The first of these eutia, of trinuneral type, and = sh - 
called “the uTRtee umber Code", ms was anes principally hy. certain . " at 
miscellaneous ‘units, such as apbaiverss groups, otc. for communication ay 
* ela @ divisions. tt wes the German "front-line coder end ‘consisted 
. a base cont aining Ietters, siisitine, piieszes, nd code anes, 


and a separate distortion tate for each division and miscellaneous 


HE Tne ee te So me aaa ree Ns = 


seen. Unit, whigh chénged | as intervals ) grading ten days or tro meekse 


e 


se With a fair anount of text, it was possible to decode ReRSaES? in . 


this. code with Sa eae ee success. Eurept ‘during tines of i’ 
activity, the enery asparently took ‘eee care “to prevent Anformation . pe 
of capmenes being sent in this code. Identifications of units, 


- however, and occasionally more vital information were often found ~=-". ° 


_ from deroded messages. 
oe x . During periods of activity, particularly duting the St. Mihiel 
attack, bie eneny used this code ieee more Speety and highly 


ee Sictfofealtion was ésbavera from doweded messages. ‘ 
x 


The second dee employ ed en oups of three ictters commen cing 


with ‘ R, A, U, or Ss A separate Aetna was used by each arny, © 


‘ 14. On a systems, and their sohutlen see below, Section G,° ee ie 
= , - Pp. 202-211. ge = tah * 


aa 6 eo ahead ene ean eA Cat a ot a et at a 


- Py ® . 
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chensing at dtearaitis of from two.weeks toa month. This code, : 4 ' ’ ‘ 
because it vias a true two-part ewde, was very difficult of solution er. 
" ahd, on account of the great number of words and phrases and alter- a: 
native groups vhich it contained, the principel study of it was done’ ¢ rags 
‘for cei qew by the ade splateen Section of General herdquentense’: : a a 
Au text received was fors arded ue the Codo Section of General Head 
yuarters, where’ an exhaustive study was made oe the cole, “and. ‘a 
. solutions were sent by wire, to the armies. Me ssages of considerable = 


Amportance » vere cent in this code, but_ during period of functioning | 


a fhe First Arny the code vias never solved sufficlenthy to be oe 


‘pasa value, though upon two occasions mee a code tas captuved 
° “much valuable information was obtained from the messagese.-  ~ 5" aa E 
The cipher emcloyed wes of a very sai substitution— 
transposition type Cmte Cipher) used only. for ‘igh, command com" “i ‘a yo 
munications « "ie wae apeeranully used between — corps. end aprbeten ; ; cs, 

* stations, and. for nessages of erest snportanet. “Yesseges sent in . 

7 : this ies vege practically ean een danger of solution. - - a 
In the spring of igis the Smee adopted a policy of the stric- > 

test Jasin and conservatisa in regard to coda. messages, with the. Lo 
result. that shen the First‘ ATAY began funet soning the > probability 


of obtaining Jatematten of value rein thess messages yas dpeidndiy = 


less tun it was during the earlier part of tho Tiare a fe > : 


“to the front. TPS stations hada Weey licited range and tare used 
by the a only in iis fon. ard endear” For this reason the msssages 


abiiy at i sheets sent to the: office of the Radio Intel Li ceses 


" intensity ef their signals, and etinnges in their sending procedure. 


"had begun to e3: ercise - -in contrelling his conversations and in a 
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3° The intercention and decoding of of exemy ground _ - =< : lee 
telerrach (7P5) messaves. _ : ; ae 


This - vias accomplished through listening staticns located close — 


sent + were rarely of importance. Tho code used was generally the : 


"Three-Nunber Code", and hail messages inte: reepted ‘were Copied on the a 


ve 


Sectién' by the various lis tening: stations.” ‘Indications of consider-". 


wwe se te ee = . 
: a ~- ~=>, to 


able pa pnEAenee were obtained by a ne atte of the ectivity of. a 


enemy TPS stations, hoi a pRaeaiks locations as determined by the 


Reliefs were, eften indicated in the latter’ manners, 


k. ea interception of aa Leheshons _conversations, 


This rias accomplishe d by ‘the sene pie Sven sng stations which 


itepkegead enany TPs mess2ges, but owing " the | eare which ths SnEnY 


-loention of his Lines, no’ highly important ceqiiauasiians were over= 


heard ang tho period of functioning of the First seg This hed om 


been the case in the earlier days of the war, when much ested 


was obtained from intercepted telephone conversations. J * 3 ay 


Tre ‘value of Listening stations for both TPS an t eleshons con= . 


versations vas, found during war of movemert Lo ba consider ably dininish- 


‘ed, pa to the ara of an bitengart « closs. contact with the a 


Atte a, + | | : o eg 


« 
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‘long enough to install the necessary apparatus. 


to” : : : . 


'5- The sberexetion of rzdio Bisset fron aeroplanes 
Ry, « pears for hostile artiller: and the location of 
the’ ple anes es sending | those signals. 


This service primarily bolonged to war of position, — ac 
conned «: system of telephone tes between gonicmetric stations and 
a “control station for which wamings of tneee flights could be vent 
to air pursuit groups was neeese 4 Duritig Biovement. of the front’: 
it ras NEESER any ‘to move goni Sometric stations forward Frequently, 


so that it was ‘practically inpossible to soiteate the proper 


telephone lines. ee with the exception of the besee tine when” 


the First Aray was hea in position werfare, this branch of ube i 


“service received no opportunity to function at its full value. 


During the earlicr days of the war tie Dies on steble fronts, 
particularly the British, attaSned | great success ie ne deternina— ‘ 


tion of the location of hostile ranging planes end the interruption 


f these fights throug h seen sent to thets own air service. - 


. 


a 
- 


6. The selitetone of of Arerican telenhona lines near 
the front for danrerous | conversation wich n Bight - 
be overheard | by the encinye 


This was also wecansltahed by means of listening stations, and 


a greet deal of dangcrous conversation was overheard during the 


functioning of the First ‘Amy. .Such conversation was reported to the 


at 


e 


+ hp EAL > Sn, eh a DL et 
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proper authorities for disciplinary Betton with a view eo Anpressing - ae 


tion to the Seay ; 2 5 ag 


— a “study of the enery ‘communication services in the St. aihiel ~ . ary 


‘. procedure prior to the operation ea might reveal ‘the enemy! s- 


-were searte: On 9 September listening abetstens in the Bois d'Apresont - 5" 


upen the offenders the’ dangers of Lapee eceieeeeton and the neces- 


sity of dts elimination, becsiuse it wes a possible source of informa~* :+ 


SS ———— ee oe eee eee ee 


bocca corns, end army troops. -: ba et ps 


Altogether five issues of the American Trench Code were placed in 


service, on the following dates: Suvanee, 2 1 August 1918; Wabash, > : 
24 August 191.6;. Mohawk, al neptenbers) 193.63 Be 12 Octcber 1918; sent 
eS 


Colorado, 7 November ‘1918.'. 


The preparatory york of the Radio eeiiecinees Section ‘for ‘the te Ss 


St. Mihiel niateailten (10 Forest Septexber ayae) consisted chiefly. : 


sxtieul with a view ‘to detecting any changes’ in organization or : i i as 


Satentions: . c* a wl S 6 iy ® 3 oe eee ~e & 
No — of any sort Gas observed until @ Septender, J At oe moa 

tine ehnistaie tiie, ‘signs cf nervousness on whe part of the enesy © me i 

becane noticeable ‘along aes aspect side of the selient. The : . " é : 7 


activity of radio stations in this region meunted steadily fron 
8 to Tl September. - The radio station attached to the otservation . 


post on the Butte de Nontsee wes exceedingly active curing this cestad, Spee 


- 


-ean indi cation that continual reports on novenentts within our own linos 


¢ 


as 


reerted that enexy eae ReNee ach stations, had apparently moved  - re 
. toTecear. A siniler phenomenon v:as noted by a listening station ‘i ay 
. ; : ar ee en re 
a on 10 saphena: is vd 


@Siie was adopted oy the 


- Wikeal vas izminent kept 


oe | Hes and in operation—an impo 


, f 
, ae 
ae ’ : aon a” SY 


Beevidence pointed to the fact that ‘the enexy had already ° ; “aha? 


: z ‘ 7 oe xe . ve. 
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reprtel an abrioaaae. deat of telephone conmufication within a 


Camm linog, 


This withdrawal of enemy groin ealegeae : . , 


s=Srs vas an indication of, an echoloning in apt on. the enemy 8 


tomeand of a. ‘fear of ‘surprise atieudie, ‘ . : ay 


P a ee, SELES 
- ee Z 


Iethe western side of the salient, honever, conditions appeared. : 


. ==amal. 


: The conclusion Se, at theri was aa the enesy antici. 


ease 
A.W; a a 


 o 


maka ated between Ste Mihiel and the Noselle but estertained Je ss, 


‘2S5iF about the sector = cen Les fensrees end St. Mihiel 3 <s 38 A a 

@ sone. he paeeaeus las the date-set for ne: ‘attack, however, bs - Se 
==Xons from site sources: of intellige nee pointed to the inteo= ae 
"Sam the aieay to withdraw from the salient, “and every means i 


Radio Intelligence Section to detect = ad 


Smet such a withdrawal. Bvidéned from other sources that the > 


incre asing, but no tndseabien that it had | 


@e=s fond from the eneny's cen:nunication service. Finally on j 


Raienber the dey before the attack, the situation -became acutes. -° 


Kishcd his nes aval. On the evening of the lth, saad ce 
‘welee dentived during the _ from gonionetric stations disclosed : “a 


. a that all enemy radio stations were still in their uel 


ssible- arene had the eneny ~ : 


Mikes, CE 5: 


a on the sam cate a idetentng station near Liney © oo ge 


- Fe nn ee I 
1 _ 


(' @ ° od . ° : ? : Kk: J + : 
@) VIII. ° The Radjo Intellirenco Sections in France 1932 


“actually en, Hence, in spite ofall other indications, the 
Radio Intelligence Section tag eble £6 show positively that the eneny * Ls 
* still occupied ‘the salient 2 . : " 7 . %, . a 2 3 
. “with the developnert of the attack cr becene’ evident that the. ba : 


enemy! s cormunication service was we first throu into considerable-. 


confusion. . However, on. i September a reorganization along the new 


‘tere — evident and quickly developed. 


, During the progress of the laa ‘considerable ine mndeton of ' ie a 


F importance was gained fron SCoOG= a, aaa me essagess ‘This included ” : ae r 


ido Siisicontots and the eres len of various P. Ces, but pax eniacuinasy i ns 


aan a the een, ‘at an eneny count erattack in the region of the Soulevre 


oO t* — ‘in time to inform the soaps concerned, oo: 7 oo " : a 
7 The vork-of the Radio Intelligence S Section preparatory to the - 9 © ~--"» 
first main attack of the Argonne-euse operation consisted in a - "ot 
j @ sbudy of the emery ‘comunication services west of wag Meuse. » Sy = 
; K. Facilities for such @ study in phe: gecter were ‘fe Less favoreble 
1 than in the St. Mihiel siibtecie presse ipably. because the enezy’ nade 
_ .wery little’ use of radio for his oomuneat tees. For several days : : te 
. prior to the attack of 26 September signs of nervousness on the - J sl 
park of the enemy were’ observed, ‘though - a'less extent than before 
the St. Mihiel attack. 7 a 7 | 
The° at Lack of 26 SepiNanED evidently disci osed - the enexy tha ‘ : 
, 2° need for a more  eonaiete,, radio organization west of ‘the Meuse, for -* ats 


(3° 


ya” 


twee ey 


a ee ee 
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iccediately upon the atabilisation of the line following the first 
phass of the offensive, a considerable concentration of statsons 4n 
this region became apparent. This concentration began 1 October and 
by 5 October it was comlete. The distance of divisional stations 
fran the front indicated that the eneny's forces wore echeloned in 
great depth. 

Fron the establishment of communications along the new line until 
about 17 October indications pointed to the intention of the enexy to 
hold the positions that he then occupied. Occasional identifications 
were obtained, including the Jlose¥iisn of corps headquarters at Stenay 


and Beatrmont; but, generally, decoded messages contained information of 


_enall importance. 


On 17 October however, a general withdrawal of radio stations 
west of the Meuse began. During the following week practically every 
station between the Meuse and the Aime, a total of seventeen, mony 
of which were close to the front, disanpeared. This was strong 
evidence that the eneny was planning a withdrawl of his forces, and 
this evidence was confirmed by reports from othe sources. On 
24 October stations began to reappear west of the Meuse, but farther 
to the rear than before. It soon became evidence that a reorganization 
of radio nets was taking placs approximately along a line correspond- 
ing is the Freya Stellung. This seemed strong evidence of the ene=y's 


intention to withdraw to this position. But about 29 October this 


19] 
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= reorganizaticn ceased ard, taken in connection "En other information, . . 


- 4t was decided that the eneny's plans for a dietician, had been changed, 


wee 
ei (eee 


“and his nevi antentien was ‘to hold the line he ‘then occupied. aa ee . a. E 


s 


‘ mn preparation for’ the seuond Phase at the Argonne-Meuse Spee ea P 


‘an att tempt. vas. rade to decelive the enexy as to ow o7m intentions by 
* allowing him to acquire false infermat ion by means of his orn Radio SEES 
‘ Intelligence Service. Potsenane taken ose of the Neuse, edbean 

Beaumont and Fresnes ‘about 20 Detebes declared that the eneny was 


feerful of an attack in the serrciane of  Briey an} le atze “Accordingly, *§ 


a plan was evolved to increase these fears end thereby divert his 


attention aad his forces from the meee of the Meuse. This plan ‘com * 


sisted of establishing an arcy net of” — io staticns opposite the 
feay Beaunont-Fresnes amd sending m2sS2ges bebx een these stations 
ina cipher which the eneny could solve, through appsrent care? egsnoss “eas 


in its use. These messages were of a. nature which vould make the - *: . ie 
Sac think that an attack “by this’ new tar my" was inminent. Further * o 
more, ‘telept one Lines vere established. along the ieene in a méennor = . 
“ahiliick xueiie enable ‘ate enexy listening statiens to overhear conver= 
sation carried on over these lines. ‘This conversation was sign such e 
as vould indicete a | coming offensive. This plan was put into opera=" ° 
ton on 23 hevgiber and was ‘Carried on until after the operation vent, 
: of the Heuse started onl Novexber. This ees apparent ee met- 


with emsiderable success. “Eneny radio — wer -e frequent ly given ° 


orders to is on the alert, a. our orm listening stations panereed that fart 


>) és 
t 


on 26 October eneny ground telegrarh stations were draym beck—both — a el 
- very good evidence of the fear of an att ack. It later developed that -!: ae 


tv0. enexy divisions vere head in reserve at MWetz even after ie attack 


“. 


: ye'st si the “Meuse ‘began, because of the fear of an attack eest of the 


as Meuse. ge Og s*% 


; 
¢ O8 eh, 


a3 sities 2 


i sii 
3 ai itis 
. 


ae +e . Second — Radio Intelligence Section’? « a *¢ Jees 


The Second: Arny Radio Intelligence ‘Section vas forned on 22 Sep» 


tember rae y taking one officer and tyro clerks fren tid trained rine © * 


Qe 


‘Army Radio Teel ltpence Section an adding First. ace enant (Qater i 


o 4 
Tein s . 


_ See Fhilip B.: \nitehead, ‘Field Artillery, as officer in charge, a é , 


‘bea four clerks from Became Heedqua arters. “ins personnel {rem the’ = Be, 


‘First oii eaten vere also replaced from Gerer ral Headquarters. - et 


The personnal on — in the Second Army. Section were as follons!'"y 
im Gus) ee 


ee 


: Cota Fhilip B. “init chead (chier) . seq hh “Pep 
Lieutenant Robert 77. Gilmore (Assistant Chief) : ee 
Eisutenant E. H. Falk ; ‘ , Pee oe 
Ixy Field Clerk G. B. DePierrd. . ‘ ; _ : ei 
Sny Field Clerk J. Ae McKenna: ~ * ail : “=e 7a 
femy Field Clerk Sterling R. Mar ch. F # q’ shoe 
Corporal Lester H. wolff - An ft, Bad 5S 
forporal Jess Krueger.” oe ; is, 
Frivate L. E. Hendricks |. ee ee Eg a ae 
Private J. E. Endrun : ‘ #20 ° * % , ¢" ee 
Frivate L. “7. Robbins © | - 4 . ? , +8 


15. 


. and four telegri:ph operators 


See Final Report p. 16 and enclosure D, pp. 37-40. = * ‘2 * 


_ This organization, mace all a for active service “and sub- — 


. the sonitatees found it still untried in actual. battle. The chief 


. of the unit piepared an iMuninating report ‘on the duties performed : ’ 


. 


mitted outtne reports up to 11 November 1918, but the signing of 
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by aah members . 


“Duties of each member of the personnel: _ a) ann 2s) Highs 
‘Officer in Charge—Caplain Whitehead: * o Re eee 
‘Supervision of a1] vork and reports of the Sections» = + 1... i> 
Liesison with other sections of G-2, with other branches 
“of the service, vith neighboring ermies, with G.H. a ene 
G.9.G. 
Assistant to Officer in  Giurege—taenkanant Gilmore: . ot 
In‘charge of office during absence of Captain ie ee ms 
Has given special altention ‘to reports on. listening . wo re 
stations, - airplane intercepts, and collection of infor= . ss 
; mation froa priscners and docwnents. 


Officer in oc of Cade Distribution—Lieutenant Falk: - = "Bes bee 
Distribution of code books. . oe 
Reports on infraction of regulations regarding Ee use ‘Ss FPG 
of codes by our orn troops. - - » By Sa Sm FE 


Chief Clerk--4¥C DePierri: ng Sica ae . TS « o's 
= 4 - Receives ard distributes alt inceming mestages, reports, se 
' and mail. : 
_Typevriting and Stensgnedtinc ; 
Responsible for form and oppearance of reports and “tor 
their distribution vhen prepared and signed. - 
In charge of files and records of the office. 
; : 7 re 
Goniometric—ArC WUcKenna, ‘and Frivate Hendricks: . 
Tabulate A411 goniometric bearings and prepare “eal y Setticne ‘ 
* Location report from goniowetric boarings. _ 

. Keep record of interccnaunie:tion of stations. gee 
Keep list of pernanent designation. of stations an8 their : 
daily call signs for each day. : 
Prepare daily ani ts imonthly mop showing Loeatien ard 
" grouping of stations. : ; 


—_—_—_——e—r on 


wi at 
~ 
- 


{ 

{ 
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i Aarti ~Carherl Wolff; * . fet Py 

4 Records all intercey:ted messages as fast as received and 3 

' tebulates the activity of each station, 2 ees 

: Calls attention imnecictely to pe activity of any = : 
station or group of slaticns. ~~.” moe ees 


ye -"°  * .4.+ | ° Keeps a record ane a graphic chart of ‘aay activity on 

ah? a 2 ay, ’ army front and of: activity of each station. 

3! . .° . Keeps a daily record ani chert of different kinds of ; 
“= . codes used. , "ple 

Preyares tr inonthly chert of activity. a 


8 ot om eee, 


x” Deceding—AFC —" Private Endirum, end Pride, Robbins: 
s ; Decode inccming messages. 

i : Prepare daily report on messages decoded» : 
: : . Prepare telegraphic reports cn new solutions, 


- Keep records hiss aud. code. ssdubions received aang -sert ar gd 


8:00 a.m. to 5:00 pam. «+ -- ra. F rans 
“13:00 p.m. to 12:00 p.m. - s & ‘ . 2s 


. ) SS = 12300 pum to Bs ce aeMei. +” . # : = ‘ .. : Pin 


Doak sow set ent. and PH deentieie satis emeeral Scueneri*: Pe pe ip & 


| 
Y e% 
{ . : Code men work in — slufts as follows: 


sf Tabulates reports from airplane intercept staticn and. 
~ ; prepares daily and trincnthly surcary of airplane wire= 
less activity. 
-.Tabulates reports from deeb entua staticns and prepares 


daily and Gr neabehy summary, of SERS Eye é yo 

fewarts kept.—The records kept by thi’ office are manly 2 pt; tha 

. the form of reports, as follows: . eo 
Dail;-, by telegrarh: . stg é tae? 


(1) Sunmary of activity for preceding doy. Distr ibut fon: 
Ga Hs Bs Filkea- 

(2) List of stations heard during sitsaesteee dae! with their - 
. lociticn by ccordinates. Distributicn: G.H.Q. . ~ 5 e* 

; G.9.G. Armies on each flank. File. ks eo, 

(3) Nev solutions for enesy codes. Distribution: G. HR. j ie 


Armies on each. flank. , Files . ; a 
Occasional, by telegraph: ‘ } . oi 
(4) Unusual activity or, changes in number or ns eeitiieil of . . 
Stations. Distritution: G.H.Q. Amaies on each flank. | a 

€.0.G« File. rs a 


Ae. 
Bol 


See 


a "Bee & Re a eS et el es nee 
a “~ 
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: Daily, written: ©" .+ ” & S 
nS, 4 (5) Indications from soils of ensiy Wiallicad oe lee 
" % * Distribution: A.C. of S., G-2, 2nd Army. G.H.Q. a oe 

LSE Ary Redio ‘Officer, liad i aed Eales 2. a eres 


.* we, (63 Intercepted eneny consunicat dona, Disteamutions , 
a ae " A.C. of S., G-2, 2nd Arry. ©.H.Q. 1st Army, File. - 


‘ es ‘~<a (7) Map showing location and grouping of field radio 
F. * ' gtatione. Distribution: A.C. of S., G-2, 2nd 
Arny, G.n. Oe G29. File. . 


Pa ¢ 
. 


‘ Trinont hy: ° "8 , : 
- (8) Enesy iiisteen service seh rap showing deeawsen and » 
. grouping of enecy field radio and T.P.S. stations, : 
ete eect. -:...and a graphic chart shoring acti vity of radio stations, . 
’ + airplane adjustment, ground telegraph end telephone’ . 
. This map showld 2lso show areas in which airplane a me Ss 
: : sc ial vias See ay active. — , aah 
; Distribution: a Or $ wae May = asus 
= ‘ss "As C. of S.; G-2;., 2nd i ; = = 7 a ; ~ ee 
a : GHG. _ 
: x 4 .G.9.G. taeet 
Su Each Corps of 2nd Army. 
" * Armies on both flanks. 5 
Chief Signal Officer - *% s 3 ae ghee” cee 
Radio Officer. > a a : 5 fe ee 
. File. .. <n - gS 
fc (9) Report on 6th, 16th and 26th of each month giving 


call signs used by each stction during preceding 
five days. Distribution:- G.H.Q. (by courier). 
G.Q.G. (by telegraph). File. ; cP 


"Special Reports — tiecescary): 
" (10)' Infraction of egos Goes concerning use of code by 


our own troops, in the form of a letter to the Comnander 
of the Corps concerned, through the Adjutant Genes 


“+ + (11) Special reports to A.C. of S., G-2, 2nd’ Aasy on eny. . 
; “information of dnimed=z te importence. 
; ak 
? 3° eS 
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De The Goniometric Subsection _ ; ryt 
The cabana, Subsection, of which First Legere Zz. H. Felk, — 
. ‘Field Artillery, and Second Ligutenant E. D. ‘Woellner, Inf oHeny were” 
"* the officers, submitted a detailed report containing the following 
"potent which vill adseatne. their woe | 


Purpose of the goniometric savtinnp tte Citiinedea 
erincuele. of tnis service is to determine the location of 


--, +. enemy radio stations. 
. eG From iis snconabien the following deductions may be 
-: . Mader —_ ot ; 
_ -1. Gaining information regarding the -enemy's order of -2f°F07e 
" - . battle, re gardiess of the actual contents of the 
— at messages. 
w- , , 2. Furnishing information which is of value towards. 
"\: t¢ the solution of trench codes. | . yards 
- 2.3. . Furnishing information to “the Air Service regarding: ~ 9 7". ~ 


_% the location of hostile registering nik inane 


4, sy o. Peoeatiuns of locating radio stetiione.—the actual functien=.* ¢. 
= ing of poniometric stations is under the supervision of the — 
Signal Corps. These steticns ere installed aleng the entire ae 

-front at approximately 10-«ilometer intervals, the general Re 


locations | of which are Fe by thesa headquarters. 


: © ai atie reports are received from each. station a + ae 
.specified intervals containing the followings infcrmation con- oe 
cerning enemy, radio Svat eris heard during these intervals: = 


“a. Cali-signs of Heseule sending stations. 7? . 4 
b.. ‘Bearings obtained’ cn Senelae stations ‘(expressed in. .- 
azinuth). nt” 
c. Degree of accuracy ¢ of meceumeront (very good’, ood, 4 
* . or poor). : ; : 


In case slightly varied measurements. are. dieained onthe - |: 
‘same station, an average is. computed, walang into consideration 
- the degree of accuracy. 2 ‘ a ie a 


16. Ses Enclosure E, pps 41—ii6 Final Revort. . : 
. . e a 


' a4 : 
phe “<> 
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‘ + The principal apnaratus necessary to carry’ on work in this . .: 
office is the "map board. " -This consists of a table of suitable’. - 
2 4 . @imensions to accomnodate a map (1/60,000 scale) of the area 
concerned. Locations of gonio stations are indicated by placing 

a vrotrcctor (comelete circle) on the mep, with its center over 
the’ exact geographical position occupied by the station in the 


* field, and its zero degree mark pointing due north. A thread of ‘~ tte 
i as suitable length is fastened at one end at the center of each | in’. 
protractor by means of a thumb tack, ani at the other end toa - “'-.. 

. erall weight. To Jay off a given bearing from a given station, * “i3)° 


move the weight attached to that station so that the outstretched. .- 
thread will read the proper azimuth en the protractor. : 


eo ; The location of an enerty F Steiiiton | is determined by on inter-. sa 
; section of threads diaiamiaailians bemeites obtained by two or more ~ a * 
: stations : -- cee: 


ae es as: ree, PN eT nae! S ees wax 


meee aa are iain ee Sores 


Ritircnstes jon obtained on enemy order of gates. Baftors any “ 


deductions can bo sade concerning move ments of hostile units, — ne 

oo as indicated by redio evidence, it val Be Necessary to have a. © (=; te: 
( 24 . cemprehensive knowledge of the German foriard radio orgenizetion, .~ ; 

Army headquarters and corps headquarters are supplied with PaGss _ 

‘8 sending stations, but these stations ere generally only used ¥- Boe 


i , 
;- a . + uring active operations, and are where iene unuetly difficult 
i "4 | to locate. .. : : 


" Divisions in line #re normally supplied with staticns at 


, 7 : |. ’ Headquarters of-the division, brigede, regiments, and at the 

i command post of the commander of the front-line troops. Stations. 
| , “ . the farthest forward, or which are located on high hills, are 

! ‘ 


also used by obs ervation. posts. .This orgafization, however, was 
not always strictly edhered to, probably due to en insufficient ; 
“supply of maherial, in soine cases only tiree stations Hawa been > 
used by a division. a» @ 
A complete divisional radio organization, called a auratit ' 
(DIFUA) is assigned to the divisicn and moves with it. These 
groups are defined by the radio traffic within the division end 
“by general characteristics which’ can only be observed with ; x 
exmerience and careful study. During the latter months of the war * 
the enemy introduced an extensive systemof ¢a amouflage which Be 
rendered tre determination of groups very difficult.’ This’ OR 
camouflage consisied of a methodical exchange of messages between 
forrard skaters in neighboring divisici:s or "Lateral liaison." 


. 


ea wet lt ne ew tS oe a er ee es, 
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One of the most .significant changes to be observed is the - 
Withdrawal]. or disa::pearrace of divisional and corps stations, 


3 
4 
® t 
# 
. : : 3 
£ 
c 
sane 
=e 3. 
Pe 
ees 
a 
ay 
: ‘ 
“Informstion Surnizhed to the code section—Since different ~-**.: 


hostile armies eniploy different trench codes, the conde section ..,:: 
_is desirous of obtaining information which will enable’ it to seve t 
ir iia messages bila weal coseeaities: to eGREs : S . Ce ae 


© ibe Sette 


Pacey 
lps? 6 


‘ ‘It is therefore ‘necessary to sect deily lists shatring the. ry ; 
locations of all. acti. ve stz -tions and their call signs heard dur ag : 
vile preceding day. 3 


| 306 


oo ee ee ee em 


. a ee ne eo oe ee oe A Cg ed Le ei a ced oe ee ee ee nes ees 
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st * "By means of a system of naming sostSe stations arbitrarily, 
a given station could be follovied in ‘spite of the daily changing 
of call signs. This enabled the ecde. section to detect signatures 


a in messages enc tance the movenents of military units. _ 7 ee 

- ee ° ' . be, 

a Inform2t ion gutaich ed to the Air Service.—Considerable _ 
: hostile ar tillery registration wa was done by memeetr a Wie - « 3, 

*. _ sent nae signals to the batteries. ae 


Oiing to the oe wave length entered by "registering ; 
aeroplanes, special goniometric instru-zents ere installed for W. ?.. 
, the purpose of locating these planes. After a certzin plane ait 
hes been located, this information is comaunicated imzediately . 


e) , . to the air Sarreiae: for the purpose of sending out pursuit - or “e 
planes. Since registration planes usually carry on their work | 3:.~ : 
% : .. . from behind the eneny lines and are nat easily disccvered by . — “? 
PRS IEE IAS Sep '-sevisual means, the Air Service has expressed its urgent heed -. “o ad 
ms of this inforniation. ee) oe 2 ke, x. ge eee 


ee Registration rel tsoittip in certain sectors may be. eeraaien as . 
a barometer of hostile intentions. Thus an increase ‘might denote 


€ a the arrival of new batteries, either ain preperation for- an attack . 
Be . or to resist cur attack. a a = a 
4 4, + + By The Office of the Adjutant : 


; The work ‘of tea Adjutant of the Radio Intelligence Section x . 
2 7 ultimat aly include’ what’ has since been called distributien of ‘erypto~ ; 
| grephic. syotens, since dissatistaction was experienced in she wey in | 
which the ma atter had been — by The adjutant ere, ‘Aner dean : ap 
Exceditionery Forces. First Laneemanl Hi 8B. Campagnoli was placed | tea 


As charge. “his repert,2?: presented below in} full, “ ywAll adequately. 


explain the rork done: - 


17. ‘Enciosure FP, Fined Report, Ppp. 479... 


J 
‘ Se , £4, 
‘See. "=" ges 
« ‘ x at ae gas 3 . 2 
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.- Be 
. . me ase ® 
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v8 ; ‘The ‘office of Adjutant of the Radio Intelligence Section - 
. -# _ has’. under ahs care the following duties: ‘ 


ee Distribution of code books. x 
2.. Distritution of coordinate strips — squares. ar bins ail Bc 


3.° Distribution of liaison tables. ~ © a Oh ye 
kes * ke Publication of conventional signals used by the enemy. - : 
; . 5. Distribution of official m2il and telegrams; coding _ : 
. and decoding of all telegrams. ; we lat 


6. Supplies of tte section. ; ok. es a ae 


i. Distributicn of code Bolsa armed force in oe : 
- > field during conbat or ct rest 3 is in need of code books as’ oi 

one of its resuisites to assure success to its arms. The + pe em 
rezson fer using coce at the front is to puzzle the. eneny ek 
as to the present ard future moyerent of troops; therefore, 

; e? it is‘ apparent that code books should-be carefully taken 
~~~ ..@ara‘of amd protected to the utanst. so that ae do _not fan 
al *” Unto ‘the hands of the qnenys : 


It ras been ‘$atnd necess ary to create a central, etPics* te ap ae 

at General Heacquarters so as to sinplify the work, so make: ; 

““*distribution more speedy, and to assure 2 gocd checking system 
“in regard to code books. . . 


—_ At present tis office receives a new issue of coce books ‘.- . 
“¢ from the Code Compilation Secticn. After exp2rimenting ss ee ae 

, some time as to the number of beoks to an issue it was found * + 
practicable to print 2,500 each time. Along with the code —  -°,* 
books we received Emergency Tables. vihich are issued down to j 
companies, while the code books*are distributed only as far ia 
down as battalions. After-checking up the new issue ve begin - .°: 

: eb ence to peck them in packages of 24 each, inclosing also 33 

“emergency tables. After a paci2 ge. is wra:ped, it is checked, 
sealed. and the corresponding number of the books in a package 
indicated on the wrapper. © The: packzres are then stored and .- 
kept here until asked for ‘by one of the armies. ‘hen a call 
‘4s received for a new issue-th2 books are either sent by - * hs 
courier or by Metor Despatch Service. -In the case of the : 
courier, they are sent as originilly wrapped, but if sent by _ 

"M.D. S. the inner wrarper is stamped "secret" and addressed: 

- din full; and as ell secret.documeits they are sent in double 
wrappers. ‘A standard form of receipt has been adopted for 

. every issue, differing only as to the name of the code. To -: 

"simplify dts working all. tie receipts are made out-at General ~ 1°; 
, Headquarters” amd sent along with tte books. .Each individual |. 


2 


e+ we 8 ee “ J = 

? . = Pars . wot - x.» eee, Ses : 

a tl th Ec tt EN AA 
. 


VIII. . The Radio Intellicence Sections in France 20 


* code book conte ins.jn a detachable fcrma receipt which 4s to 
be filled out wy the officer who is responsible for that book. 
ae forms of other’ receipts are mode out-as SPEECHES, . 


In the eenadining when there was no large American force in i ee 
France and when the different divisions wera brigaded with the ~ : 
French or British armies it’ res found advisable to have the code 
books issued direct to the separate divisions am viten obsolete 
returned direct to General Headauarters: However, since the eg, ee = 
formation of the different American armies this process has at Ss 
been eliminated and ve.send a whole issue of code Kooxs direct ee ace 
to the Asst. Chief of Staff, G-2,-of the amy in questionarnd .°. : 
his office is responsible for the code books. Therefore, the. .. + 

: only receipt that is remitted to us is the receipt of the whole °*:. %é- 
issue.---It-has been. found advantegeous to destroy the code beoks :. 
as scon as possible after it has been assured thet the code has* 
4 fallen into the hands of the enerzy, ard in such a case Ne are — © s 
-* . to ba forwarded a certificate of ‘destruction gl iving the fwisers” = 44+ 
* “-*."" of the code hocks destroyed. A reserve supply of new bocks is .-°-*.-~,' 
to te Kept at all times at the office of the A. C. of S.,G-2. °° 
When the working code has been captured by the enemy, the issue he 
held in reserve is to be placed into innediate service; we in. ‘2a 
i turn.are to refurnish the A. C. of S.,°G-2 office with anew 2°-2!'2. 
+ * set. In crder to meet this continued emergency our offics : 
, keeps in reserve | one or more sets, of Gude books. . -” -* 


AR ae nee 


‘To keep track of the code bsoks issued = tis ee and ees 
other. ancejeaden’ organizatiens, ve have devised a double-entry + :+?. 
book system. ‘ie record on-the books the number of coce eng 
received, with the date; when they. ere issued to the aris % 2. 
the number issued, and also the.munber of the books 2s indivi fe 
uals. ‘Ye have to "be very careful in the recording of code books _ 
‘Lesued to inderendent organisations because they usually receive = 2-71 
a smaller nwaber than is issued to an army. Again we have to * ~*: = 
reserve certain issuzs for each | amy ane not- See a else: gr. 

: with vue same code- book. . : : 

ait times, when ve hear that a code book has been Santaree.. 

we sce to it thut a number’ of the ebsolete books are returned. a os 1. 
‘tous for the use of our Code Schocls and: Divisions in trainings , ; 


: ‘ioe further infermation regarding regulations ESvasning 
Giste toute: my see G. Oo. No. 172 G.H. ca og EPs... . 4 


.. - 
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Coordinate strins and squares.--The coordinate strips - i 
é . and squares are issued for the use of the office of tte Radio | . os *¥. 
| a ’ Officer of an army. The Adjutant's office is as inthe case of . | *..:: 
7 ; the code books the central office of distribution, as far as |. :;'", 
j the American arnies are concerned. The French Headquarters.-- #° + iia 


‘ supplied us with the coordinate strips as-it was found practi-  ¢ 
catle to heve the sare althabct coordinates and more expedient" a 
‘ to’ have them printed under the supervision of French Head-  . L-s. iv .. 
quarters.. As scon as ve received said strips we had tables ay, 
fe #* printed in an amount corresponding with the nuiber of strips. --...°...3 
‘. . Each Americen Arny was. supplied with 1.000 strips and 1,000 y 
tables which were used by the 2erial observers. When a co- 
- ordinate strip or. square fell into the hanis of the eneny or 
' ‘was suspected,-French Headquarters ras to notify us of. it end 
: at the same time advise us when a new cocrdinate strip was to’ .’, 
, _ be put into service. We in turn telegraphed the Radio Officers \*. - 
rte 1. Of the different armies and tho Chief Radio Officer of the 
. -Arry Group, advising them of the date and hour thet the new 
; . + strips were to be placed in service. Instead of having co- 
_ pk ordinate strips nated as in the case of code books they were : 
1 / . oe © .- Mumbered. -The Armies were usually supplied with ene cr tuo . - <ei ee 
JK fet oe fost ostrips:as reserves, ackek vere to be held in as SSenet a Bhaes g* one 
¢- as possible.-° , : : oe, ws os a : 
“ee C - 3. Liaison — —For the use of enccding signals : 
of List No. 2, page 79, Lisisen for all Arms, there has been 
‘issued to the American Armies'certain tables which ere changed °° vs 
from tins to.time. These tables and the coordinate strips ter “ 
and.squares go hend in hand as they are both used by aero are 
observers at the sane time. The liaison tables contain oe Ng ae 
_phrases which are transmitted in. code; they pertein to the e Frey 
general.enemy situation at the front, while the coordinate . ” fase 
strips with the aid of a.cap give ‘the locetion-of eneny : < ate, 
positions t:anted by cur armies: This infcrwation is trens~. -°-, °.9 
_ mitted by wircless. Armies vere instructed to notify. this | .°./-- 
office immediately should there be reason to believe that gn Se 
a certain table had fallen into the hands of tha enemy end es i 
we in turn vere to notify by telegram the radio officers ox . 5 Mises 
the armies at th: same time fixing the date that the new | ean ae 
table was to take effect. The usual time given fer changing | . a. 
tables was not less than 48 hours and not more than 72 pe iar 
: hours: after. the sending of the telegran. . ; ®t 


Af. & 
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; Br Conventional sicnals.—This.office publishes whenever | ; 
requested by the Officer in Churgo of this Section anew edition «°° 
of the conventional signals used by the enemy for communication ' 

’ between aeroplanes and troops. These signals are compiled from 
reports captured by our forces, or cur allied forces, or through 
intercept by radio, and put into phamphlet {sic} form A : 
sufficient number of these pamphJets is printed for eis tadpubien : 

% . to the different armies and LSE RCEDS stations, : ‘ 2. see 


a ee. : 
56 Mail distribution and telerrams, coding sod decodin ee: 
. All official mail and documaits v:l=ther inceming or outgoing <* * a 


pass through this office and are from here distributed to the - ob 
proper parties. Outgoing mail is distributed according to a. tee Pa 
‘List which shows the offices or officers to whom mail under - 
a certain distribution showld be sent. A copy of the codes in . 
: . vse by the various armies and also a copy of the General Staff ; 
he 2 code book are kept in this office as-all coding and decoding 
aa Fela! oP 5 messages “are cared for in. ‘ther fis ial ia sicaaiiaiinn - 


65% Supplies.—ALL ‘kinds of stogibes setter Scenic’ 
or non-expend able are to be supplied through this office. . . 
The Adjutant is liable -for ever;thing that hes been ordered © ~ 
frond another department and at the same: time he is to see 
that needed supplies are alviays at hsnd. 


t 


ee 


. -7. Reconmendation.—It is my belief that it would be *- ‘< . s. 
’ more practicable to make the Coce Compilation Section part 6 tla is 
- of the Radio Intelligence Section, so as to expedite and ~_ oo ae 

ee 4 simplify the work on code books. Seid section should include *,. 
‘ also a nuuber of officers whose varticular Guty would be to-- _. ‘:s 
study past and present code books Sn Ainpanve then and maXe -°-.. ¢:: 
the necessary changes « - P ; : , Bags . 


F. The Security Subsection -’: vet ¢ "es ro 


Licutenénts Falk ‘and weetilnor also signed the resort on the ~ ae ee 
‘Bacar Subsection rien ined the duty of sionktoring Arey traffic , 


to “detect violations oe gocd security regulations, A part of, thelr ce" 


: 18 ahs . 5 i : ; 
; report - ds presented as: fellows: a we & sett 
13. Same G, Final — eo) a a ee 
? . . . s ayo" . 
2 i JO. +) 
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‘The TFench ‘Code now in use by our Army is a peeduaion * os 

.+ “based scientifically upon the. actual solution of enery Trench 
Codes; thus giving a practical code, that can'be used as the 
best means of vareless communication with absolute Beste ry: 

but it is not "fool pees : ra . Soe ae 


s *, © “fetudiwberel ote Godk Mey whan that, after all the. oo et 
: care of producing a scientific, practical, end secure code, * aie 
it is used very carelessly and thoushtlessly in the field. ~ 
This abuse of the Trench Code has in nearly all cases been m 
due to. the offenders! lack of knowledss of the. use of code na ae ae < 
as a means of communication. It is, therefore, absolutely ~ “a; 
_ essential thet béfore a man uses code, he nust be thorsughly Ale Oe 
familiar with 211 fundamental principles of code and with © a 
al means os) Seresineatsen he is going to usee’. - ., @ use ooo 


Ca % <= ey te ere 


‘%y 


- yi Gacunall Orders -and Jacrawetienss given in the code + Ja. 
book. thoroughly cover the questions regarding the proper use. ° rere 
.of our‘Trench Code, it has been found thet a strict surveillance “soci 
“of the actual use cf the code is necessary to maintain Cis. wp ee 
cipline and to keep’ our code ne satay safe fro enemy © "ee 2-4 a 
solutions. ; ; . ee & : R Ss ae Ses 
This surveillance of the actual messages sent by Medley ; 

is carried out in the folloviing mamer: ‘A number of radio Y gi 2 
intercept ststions ire installed along the entire front es 
occupied. by our Armies. Tho duty of these stations is to: <*.:; ¥*°", 
intercept our Trench Code only. These are knewn as "Control . "ase 
Stations" and their sole purpose is to intercept all American ~ ee 
messages which have'been’sent. The messages thus intercepted . ° 
are sent. in to the Control Officer. This “officer must be © , 
‘<horouphly familiar with Trench coces. He must be able to 
detect all infractions of instructions end General Orders ~ i 
covering the vse of Code ‘end Cipher... He mst be able to ~- - .°, 
suggest the best. metixids for using Trench Code and te so a. 
gualified that he can criticize intelligently ‘end, thoroughly 

the manner in viihich our Trench Code is being used inthe ~ ww; ie 
Sield. His further cuties. are to seo any weelmesses that ; 

make. this present form of Trench Code vulnerable to eneny +.°. 

code men, and make reconuenduticns in this way for improves". “"-"). 
‘ments and correct.iona.: In order to preperly criticize ad + - 
to detect any faidts and weaknesses, the Control Officer 

must place himself in the position of the enay code man one : 
sendy > our nen aaees fron: Ue eneny viewpoint. . aoe 


i Ret en ee 


“30 order. to further the siishudtilen of intel Ligence. 


“The Radio Intellirense Sections in France — "209 


Then ‘messages are received by tte Control Officer they | 
are decoded and if any violations of General Orders or instruc~ 


tions are found in the mamier in vhich a message has been 
encoded, @ letter is sent through military channels to the 


officer commanding the'unit in which the message originated, - 


over the signature of the Commanding General.’ The officer 
conmanding the unit concerned is requested to make an inves~- 


tigation and report the action taken in each case to General 


e° 


Headquarters. 


A complete recerd is made of the original mssages. 
The individual groups are recorded alphabetically cr numer- 


-ically.as the case may be. This recorcing shovs the frequsncy : 


of recurring groups in the code and valuable inforiation is 


-.,....thus obtained as to the deficiencies of the code in general 
“and how these deficiencies ney:be torrecteds~-From-the statis-._. 
“tics gathered in this vay it will.show whether er. not the an 
. proper. use of the alternete code values for a single word, 


letter, munber, or phrese are being used and if null groups 


- + are being used in proper. preportin. Cne of the chief . 
violations of instructicns has been the insufficient use of .- 


null groups ard secord to eet is the’ Regie’ of using the 


“code variants. : 


Prompt and Jyctct measures are taken when a message in 
the clear is.intercepted. Dccusentary evidence proves that 


the eneny gained valueble infornation concerning our’order . 


of battle, etc., due to the carelessness in sending of clear 


‘English redio mssscea by operators and officers.- Whether 


the messege is of taecticsl value or merely irresponsible. 
conversation does not matter, ine enemy can make valuable. 


SEeperT OG | in all cases. | ‘a 


Ye ‘5 G. * Gode and Cipher Solution Subsection © i ' 


——_——S=———o——OOO——Ser OOOO 


A darge cat of bal activit y ‘of the Radio ela Section 


was s spent, of course, tn eee? bi sclve Geman codes and ciphers 


nese efforts has been published in a series of sities "as follows: 


The story of: 


a ee 
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* German Military Bisiees from February to November 11g. 
“4 Technical | paper of the the Signal Intelligence Section, 
- : + War Plano and Training Division, Tar Department . 
(Washington, United States Government Printing 
Office, me ¥ ” ss Oe ute 


Ficld Codes vised 2 the German Army during the World War. - . .,:: , 
she “Short title: SIGFSG. Technical paper by William F. og a ee 
s Friedman, war Flans and Training Division, ‘ar . tae hs 
Department (Jashington: United States Government ee - 

Printing Office, 1935). : ; Aa WA aoe f 


i: wa Princinles of solution of military field codes used by the - .7. %: 
~ German Arm? in 1917. Short title: SIGWIX. Technical ~~ ~:° j:, 

‘ ._’ paper paper of f the “Signal Intelligence Section, War Plans and 812 el 

- Waining Division, ' War Departaent (“ashington: United. 6 4 2% 

is aa Government alloted Office, 1935 ).. ae ee :. 


a “mr a . . . Cae ats 
ne eee wae ee eee aed . 
aur We ae SS ey Sei ee ne mete ee Coe. ef 


oo Ee siuiiien te thesé, reference “should be made to a Sepen by 


ea" fF © First Lieutenant 4% Rives Childs: ‘The Mista end Principles of. 
* + German Eiditary Ciphers, "29 as yet Pavel in full but form 


" ing the basis of pane | of the first study cited.” " t , 4% . 2 
The eimplest. German ‘cipher used during the experience of the | Aa as 


_American’ eryptanalyets | was a nonoalphebetie substitution employed ° 


. 


a) . * for only'a ‘few days in ‘August’ (19ie by. the Ger: man 1 commander, General 


_Rress yon Kressenstein, in the Blick Sea area. ‘Either the eivene? sk sa 


hinséit or one of his start prepared: the’ cl ee “ enly. wanes days : 


after at was introduced on 3 August 1928, von Kressenstein 3 vas pemesred, 


to abandon it, 26.2% had “ saved at ence in the 2 eryptanelytic t bureau ~ 


a 2 8 bd _ « oo 


in Berkin, 


bale 


“* ‘- 3 “19. Now. in the Army Security Library. waa, ° OM reed ban, 


| . : 20. ‘See HMilso testi Cryotorramhie Systems durine the First World War, 
a vhs a pudlication of the Histcrical U Unit, sueea Security Agency 
(Ir BORE sections Iy-v. ” 


ee ee Bee aT we 4 2 - Pa a eee es Se Bal a ee emt he ee 
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. The ‘Anefican solution was reached by- -orthodox methods: of cipher ane 
<8 analy sis, ‘Raking use of the unique character of the vain, letter Cc : i 
: which must be followed either by H or,‘ more Petey by K. — a a ye 

‘The so-called m "7idhela" or "Fuer GOD" cipher v:3S also a substitu= a 
tion which was in use betricen ‘1916 and the fall of 1918 witheut oe 4 “s 
a of keys, It was enployed for communications belmeeh Berlin (POz) and , a 

a: chatidesting station ’ in Africa using , he ‘call signa cOD—hence, the ee 

" short title “Fuer Gop" taken fron the preamble, ‘The solution, in this” - ae 


~~ case was reached by. British cryptanalysts, “but the German keys verd= 


recovered: by Lieutenant | Childs himself. ; , ; : : : = * : ant 
Basically, Lhe systea a employed a modified form of Vigentra 
square containing trenty- —two thoroughly nixed ci tier alphabets. The 


“alphabets to be used were controlled by one of 30 mepestins ‘key aes 2 


- or phrases. ones aa 30 keys ie been _s the cycle. vas repeated. 


ane Gernans also used a double transposition cipher, a ‘systen 


much more secure than nase already described. Single transpositions ‘s aa 


vere. dae used to sone extent, “and when ene was located _ yey: 


* could be solved by anagramning. These Srapetatt ces used a nixed 
nurie tical key, papers based on a 5 key "ere or . Phrase, usually aniite = 


Atdbits that was never recovered. “The dada text would be vrdtten in 


a ‘rectangle having the tidth of the nuzerical key, and ‘then the “cipher 7 


text: would be constructed by reacling down-the colums, beginning with ° 


os 
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. © : = he 


. . . . * eS + 
e e ri Oa eee 


: nuber 1 of the key and following in nunerical progression.” aSeAe 
Eranspositions applied the sare method, but | once the cipher text was ; 
: reached, "it was then treat ad exactly as the original plain text ick : oN o 
‘been. Tho use cf the dewtis transposition V:8S 5 of course, nr a 
very.secure. Sortie wa bas ed, in the main, « on the fortunate dis. 
SONERy of messages in which a cipher clerks threugh error had 
neglected to’ erences’ i cata Then the daily key had been Bares 4 re 
in this way, it could be | to read other messages: in which the © 


"same key ies been” ‘aged for a ‘double “transpositions “Hed the Gemans 


used a dirferent key for each a aaa eae the task of solution 


yould, have i conplicated bea measures . 


The ADFGX ented, later an as the ADFGVK cipher,” was still. 


agit ce 
meat Netaue 
Sue 2 


.more -secure, Peay a ecsbiration of substitution and tr ansposition. a 


a square vi2s ‘enphsees, in the cells of shich vere , written, in mixed 
‘sequence, tuenty-five etvers of the 21 phabet (J being omitted). The : oh 
coordinates across the tcp. ae down the left of the square were the s 
five letters, A; D; F, G, and x Thus, at the letter P ‘were — , 
_to be at. ‘the intersection of ecu an G oad ror D, it would be acinar 
as DG. In a Gn way, the snciphere? text of a ressage vould be twice 
as long as- the plain version. Vhen the cipher ieeaene had replaced | -s 
es plain equinglents, ‘the panuaceane text Was then treated to a. . 
; Runerical-key columnar: transposition, The ioe seurtieatticn of 


this ‘basic systan ‘consisted only in the use of a square . containing ; 


QO. six columns and Sax TOMS, instead of five, ‘making 36 cells.in all, 


"s : AiG 
“~  . qv J 
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; sufficient fora complete alphabet end the “ten digits.. The sixth ° e ad bre 
le ches V was aedet te. the coordinates ‘used otherwise, there was No i ': hye 
changes Both- the squares and tie transposition keys" che need ‘daily . " wags. 


ce ie pn 


‘on “the Meatern Pion, but eae changes on the ‘Bist ern Rpett occur red 


nly at intervals of ty gigs! until Soptesber’ 1918, ¥ “when t he interval i 


was lengthened to three — 


4; @ 


e . The combined offerte of the erypténalysts in each of three Allied. 
: armies succeeded in solving only ten” keys used on igs Pe tepr Front,’ 


ae 8 sinte those were keys for aes on ay heavy traffic was ; tren a 
' nitted, a@gprermebely fifty percent of pe messages sent in ‘this: 


. e . 
a P a gis 
- . es Ls 


“7 cipher were. read. Bs . 


The Germans on the } estern Roa | were using during ‘ihe years of 


ginenion”s participation in the conflict a A number. of different types 


. ‘kis 

of codes. Several of these, e. ge the aviation codes, the tele fhore | ere 
at Ts - codes, end the like, did ‘not form aie subject of ‘much study on the * # iS 
part-of the Ave rican SERIE The tio types” ef codes yhich vs 2 *: 
wero ‘studied intensively were the ‘three-letter cic used tellnd e a 


— Bie ‘throerktloneter denger ali and ‘the reediatt code, used a ke 


. . ’ P 
tee ne he mmm we cee ee i! 
. . 
a . 


within the danger zones a - ee ” a ee ad 
_ Ag the result of combat t operations « copies. of Eee of the three= ee 
P ietter codes were captured: “ 


Satzbuch 152, ‘eptured 29-29 Septenber 1918, used by the i et 
Germ, Tman rae inay {from 23 Se eptem ber to 3 Octoter 1918. . » SR hs 


. 


21. Copy now r<- in ‘IR Mia me This is "Marcel Code Now 2". 2 i 


. * es sek SSE SS at EE alk LL ar eel ee pie enh a —S omen oe ae» 
. 
. ¥ = , "2 
Z . ” Py ° ~~ aN . 
é . ‘ ‘ 
. 
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Satzbuch 140, date of capture ar. distribution unknown, , eee 


lemAlertigatbah 05 23 date of captit e and distribution unknown a “| 


All three, are. ai eid codes using a Chpesraether Epoups Sabebuch ; 
ase, which is typical, iis divided anee ‘the following spel deus Se ill * 
"3 5 > Ybor omeen Cowesinswee): ; ; < 2 te 
; Wichtice Melduneen (ianortant reyerts) ; ee 
Allcemeine Meldunren (general reports) at at 
Stations — “und Ectreibs.zeldunren (station and service reports) - % 
Wetlermeldungen (veather reports) — 
Ortsnanen (place hanes) | 
Militarische Dectaanen (ainitey cover + nanes) 
. Zahlen (numbers) - ; 
Uhrzeiten (tine signals) . ® 


. 


-Buchstaben und.Silben (letters. and’ syllables): pS ett te 
Hilfs = Sienale (auxjliary signals) ‘ _ at ee ee ee 

 Werterbuck (vocabulary) ~ , haae Sg . + cg” TM ae 
Ebpietghtemieeishined (distortion) 2, @ seen e os YS ers 


ee . * 8 0 
- * 


The other tuo ‘codes nine, in the main, similar in type, the differences” a 
being minor. in dharweens The" ‘use of a trigraphic group Linited, of ‘ 
course, the size of. the code te 47, aie Broups, but there was a further rib 
icons in that only ‘three, four, or five letters were used in. “y 
“first position The macchanun nunber a permutations soa therefore ae 
arom 2, 028 to 3,450 groups. Later editicns added walauted, vorcls - 
(a, o and ae to the letters possible in second and third ‘posite, 
so the mexinum Geaecaries ‘ii gr oups in tikes ads bene, “The codes were,” a 


therefore,” small in size ‘but doubtless adequate hal th Linited purpose — 


for wnteh ‘fine vere used." eZ ~ : Re x : . 7 =" sugttites 


_ 2 2; ° Copy ‘now filed in R490. jmerican short title unimorn. 


23. Copy now filed in IR 4327. Amrican short title unknown, °°” 


-t y 8 = , 78 


o- 


_ 
\ 


i known: 


‘only K, Ry and U, earns ‘in first position. 


wit ee et ret ey 
+3 - 


. 


es or ent oF ns te nate te eae, oo ety 
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Orly in the case of Satzbuch 152 4 is the. American short title 


at wits fine gat Code No. 2.0 a short titles vere regular ‘ 


_ Even, to each code a at spréered 3 in the traffic, onc based on 


_ the dts grcup irl natschi ete other an arbitrary name. The first” ‘ 


\= 
series was known as “Priltez Codes", or "KRU “codes” from the fact that ar 


~ 


This series appeared - 


&s folions:. . , 


(29 August to 30 October 1917. 


ite, ‘3. . 
No. 6. * 31 October to 26 November 1917 oe 
No. 11 | 27 Movember to 2% December1917 - . e 
Now 14 - 27 Decenber 1917 to 28 January 1918 _ : 
~ Noe 19° 29 Jameary to 28 February 1918 _ ‘ 
No. 23 1 March to & April 1918 . 
No.: 28 5 April to 5 May 1913 : aA 
M4 Following the nFritz codes" was a peees consisting of only to oP; 
‘codes, a —_ codes," in which the compilers had aided Ss " K, R, - s 
pnd U, in first position, hence the ‘name; RUS ecdes"3: ¢ “trad Mee, 
“Ho. 1-6 May to 23 May 1918 3 iain ae 
No. 22 24 lsy to 2 ine: 1918 | , es ie ue 


" Soon ‘easter innovation appeared in a nandré codes": the code 


groups ‘used as first letter not only. K; R, ‘4, and ‘. but also 4, — : 


Tite were: 


. 


the title tERUSA coies". ; 


No. 3 ° 21 “tee to lh nay LOB < 

¢ a% Moe 7 * "25 duly.” te 21 duly 19146 " 
No. “8. 1 August to1ls Augist 1918 - thy 
Noe .9- 15 August to 21 Augus? A718 : 


one final innovation consistied of adding - to the possible letters in’ 


*e -~ 


a and third pee the German unlauted Vo! onels 4, oO ‘ma ae ” ) 


For this’ reason, these codes were called the MERUSA codes and were 


BeiMsiGg 


VITl. 


also given tte short title "Marcel codes": 


° No. 


* Now. 


_No. 
Hoe 
No. 


H Sector, sinew series were all peltved by the short title "Alberts 


acter, it becene: tarovm thet - ‘the French Codo ort 


i 
2 
S) 
h 
3 


The Radio Intellieence Secticns in France _ 


"22 August — to 
23 September to 
lL October | to 
. 13 Octeber | to 
74 Novenber | to 


22 September 1918 
3 October 
12 October 1918 


3 Noverber 1918 
11 November 1912 


They were ns follows: * 


1918 ( = Satzbuch 105) ° 


“short fitle, gut prior ‘to thet ‘tine the codes which later decane, 


“orn as “Albert Codes" Nos. 6, 7, and < were known to the hretican’ i 
athe wisi § 
"Albert Coes" were as follons:, ; ie 


ei oKRU Type 


= Nancy ‘Nos 1) 
(= Nancy No. 2) 
(= Nancy No. 3) 


KRUS Type’ *. oo 
“30 April- t> 
20 May _ to 
‘ . 7 June’ to 
KRUSA Type ‘2 
1 July to 
15 July to 
7 August to, 
KRUSK Type _ 
22 August to 
™ 17 September . to 


28 December 
26 January 
22 February 
22 March 

5 April: 


22 October 


: “cryptatanysta as “Nancy. Codes" Nos. 1; 3 and el respectively 


16 
2k 


June 1918 
June 1918 
July. 1918 
Angust . 1918 
August 1918 


Septerber 1918 
October 1918 


to 11 Noverber . 1918 


(owe, 


; tarts nes om 


fice had es using this iS a te 


- i” Thus fois: ‘all these codes were used in ‘the G Sector ‘only—in the ee 


ae within the three-kilometer. danger Zanes ‘The naximun nusber of 


one-pert in arrange nent and in unene ipher ed form wes of so low 


: security, that the Sections eeepniaee that its value was° only to be 2% ae 
: always, enciphered ty a forn ol substitution which affected only tile. , 


“first tivo oes of ‘the ecde group, the ities) = left. in unencipher 


_ed form. ° ‘The code: .book aveenh was given a mide distribution but the. 


. of the Seek gro: Ap controlled the row and ‘the — the colunn at oe ae 


: hybrid code which, fies been formed by repeginating| & ah-cet code. ae 


The eapner dioaniss were not page synbols but their effect was the, ; ~ : - 


, istic repeti itdons of unene iphered code: the only effect of the 


aa enciphérment was the partial intred, uction of two-part characteristics. Ms 
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» . 
“ : ‘ byrne 
oa Ee 


“The Germans evidently trusted for securit ty to two factors: 
~ the fasavrerts change of code and (2)" the — arrangnent ; ; cee 


since no ‘eredpher:rent was ever used with dhe thnee- letter codese 


The three-digit code’ vias enployed by the Germans after 10 Latch 


Crs 


groups in such: a soit -is, of course, only a thousznd. The out was 


found in ECOnony e | ‘The DeSSEees Nere therefére ‘usually, but not . 


encipherment tables, knorin as 'Geheiaklappe" ‘(secret ‘faps) were ‘pre= bs : Sy 
pared usually by Sava ee, headquarters. The “"Geheinkl ape" were elpher - 


squares 19 x 10 in size ie dinomes_ in the cells. The first digit z Ms : 


the intersection of viliticih the cipher, dincze wa S found. Such’ enedpher= 7 b 


mnent-. was i dace it prgeuped no greater’ securit than"is a in a 


is 
. . ' 


same. AL treet enciphered. by he same ew site’ don’ the character= 5 


‘~ 


Yoresver, since ihe third ca git never changed, no ratter what ene ipher~ . 2 


oe. a | | ta age A a BB 


e 
gid) = “ate "s nee >. oe eit pte, 
—— " RE AML Cn eT a ne —_— eink ad CPT, + 
. . . 

. . . ies ae 

©. m ‘ : ot ga 

. e e a . ea . . es © Sider. is. 

- Steno ah idly ® 
. ‘ 6 ' = ob. pide ay 


re eee The ‘Radio Intellirence Sections in France * Tere e 


ing table was aia the third cigite of code groups representing 


frequent. words would exhibit characteristic. patterns permitting — 


\ 


ineitie identatt catton. f . as : 


The methods set in ane attempts to solve the a and ; * 


three-digit ‘codes have ween described. in ene cetail by Willian’ F. * ot 
Friedman, whe, as a first Licutenant., par eicUnates int scission 


et will serve no useful purpose at this point to enter age ese "es we . 
> technical apie lsy ‘The methods were bnose now ‘recognized us standard 


procedure seg the- solution of uncneiphered codes: study of the og . ot 


relative frequericies of the dest Cerestt code groups; positing of at oa 
st ae probable words; exploitation of wiolattons of good security principles ae 
€) - mane by the enemy’ “cryptographic clerks; exploitat ion of captured | ri oe We, 


a . 
cryptdgraphic materiad and of rs lons experience possessed oy both wg Bee 


és - the British and ‘French, “and, last poe not least, the perdes of the eile 
: : - ae 
; . . eryptanalysts! pick wer and acumen. . “wy —* = ae 


- 21. Willian F « Friedman, Field Codes uscd by the German “Army 
; during tho ite Word Ver (“lashington, United States Povennnenl 


o>: - Printing Office, 1935); see also German Cryptorraphic Srstens 
P . durine the First orld War, @ paper er cf the Historical Unit, i 
; Signal Security Agency CIR 5096). hh - oem = 4 
- go z ; Es a 
; 3 o ba - 


